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NOTE: The workshop is planned as a meeting occasion for ALL iNTeg-Risk partners, all other project members (Art. 10.
IAB members,...) and it is open to external participants.

08:30- 09:00 Registration and getting together

09:00 - 10:30 1. Session - KPIs/SPIs as a generally accepted but partly controversial concept
in industry and governance
(Chair: A. Jovanovic, EU-VRi, Germany; G. Kuhn, BASF, Germany)

1.1 Methodology to build Key Performance Indicators (KPIs): for industrial or
occupational safety? How to build efficient KPIs? - C. Duval, Y. Dien, M. Voirin,
EDF, France

1.2 An example of process industry position towards KPIs - G. Kuhn, BASF, Germany

1.3 Overview of KPIs approached and practices and their possible use for emerging
risks (example insurance/reinsurance - ERRA A2) - A. Jovanovic, EU-VRi,
Germany, R. Schneider, Swiss Re, Switzerland

10:30 - 11:00 Coffee break

11:00 - 12:30 2. Session - KPIs/SPIs in iNTeg-Risk
(Chair: B. Debray, INERIS, France; C. Duval, EDF, France)

2.1 OECD Guidance on Developing Safety Performance Indicators related to
Chemical Accident Prevention, Preparedness and Response - Potential for
application to areas of emerging risks - L. Cusco, HSL, UK; M. Hailwood, Chair
OECD Working Group on Chemical Accidents, Germany

2.2 KPIs for Human Factors and Safety Management: Status and prospects - H. B.
Andersen, DTU, Denmark

2.3 General Concept of KPIs in iNTeg-Risk (ERRA D1) - P. F. Hansen, T. G. Saetren,
DNV, Norway

2.4 On-line monitoring and assessment of emerging risk in conventional industrial
plants - possible way to implement integrated risk management approach and
KPIs (ERRA C3)- G. Lenkey, BZF, Hungary; P. Stanojevic, NIS, Serbia; A.
Jovanovic, EU-VRi, Germany
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12:30 - 13:30 Lunch

13:30 - 15:00 3. Session - Applying KPIs in ERRAs of iNTeg-Risk project (ERRA = Emerging Risk
Representative Application)
(Chair: G. Lenkey, BZF, Hungary; M. Zarea, GDF SUEZ, France)

3.1 Applying KPIs in: Challenges to safety posed by outsourcing of critical tasks - in
oil, gas, petrochemical and construction industries, DTU (ERRA C1) -H. B.
Andersen, J. Thommesen, DTU, Denmark

3.2 Applying KPIs in: Emerging risks related to the industrial use of automated
surveillance of linear industrial infrastructure, GDF (ERRA A3) -Ch. Schmidt,
Definiens, Germany, M. Zarea, GDF-Suez, France

3.3 Applying KPIs in:The use of KPIs to identify emerging risks related to advanced
Liquid Natural Gas(LNG) regasification technologies (ERRA A4) -V. Cozzani,
CONPRICI, C. Giorgini, Saipem Energy Services, G. Uguccioni, D'Appolonia, Italy

3.4 Applying KPIs in: Emerging risks related to development and use of advanced
engineering materials, composite materials, KMM-VIN (ERRA B3) -K. Dolinski, J.
Trebicki, KMM-VIN, Poland

3.5 Applying KPIs in: Remote operation in environmentally sensitive areas, SINTEF
(ERRA C2) -K. @ien, SINTEF, Norway

3.6 Industrial safety indicators: rationale and practical application to NaTech Risks
(ERRA D2) - B. Affeltranger, Ch. Mazri, M. Reimeringer, INERIS, France

15:00 - 15:30 Final Discussion
: : (Chair: K. Maile, MPA University of Stuttgart, Germany; H.B. Andersen, DTU, Denmark)

15:30 End of the Workshop

Note: The Genaral Assembly of iNTeg-Risk project will take place in the follow-up of the Workshop - please see the "GA Agenda"
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. . Table of contents

@ Scope for KPIs (INTEg Risk)
@® State of art on indicators

o Their use to make diagnosis and prediction, indicators in the

nuclear field
o Efficient features for indicators (T, H, O)

@ Could we learn from industrial accidents?
o A need of a model of safety degradation
o Could we learn from accidents?
o In order to build visions of safety and H&O indicators?

® Conclusion
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KPIs: proposal for scope

@Key
o Relevant clue

®Performance

o Operation and/or Industrial safety and/or
Occupational safety

o Our point of view: safety performance and not pure
performance

@Indicator
o Making sense regarding SAFETY
o A set of indicators or One global indicator ???

o B
€DF
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State of art on indicators

® 2 complementary aims:
o For appraisal, overview
= picture of a function (technical, social, economical,...) = DIAGNOSIS

o To allow forecast (sensible extrapolation)
—trend, evolution = PROGNOSIS

= Use In numerous fields of activities : health, criminality, economics,
social satisfaction, road security...

® Lessons to be learned:

o Global indicators - large samples
o Specific indicators - small samples
o Indicators must be built according to an ‘ad hoc’ method in order to fulfill a
precise goal
o Indicators are not « self understandable »
o They need to be analyzed, interpreted :‘:
€DF
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Example from Nichols and Marcus (University of Minnesota,1990) : « It is
Important to prevent accidents and radioactive release: So, it is intended that
Indicators forecasting potential problems should be developed before

they occur. »

® Theoretical and methodological questions complement one another

o Data collection
o Treatment
o Analysis

Knowing that:

o The number of indicators increases => impact on data collection, treatment
and analysis

o Uncertainties => uncertainty, bias or mistake on the conclusions

® Necessity to be objective
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N

€DF

5 04/06/2009 EDF R&D/MRI - C. DUVAL, Y. DIEN, M. VOIRIN R@D





.....
...........

------

® Scientific features

o Mandatory
e Validity (measure of the defined criterion)

e Accuracy, reliability (reproducibility)

e Robustness (stability in relation to inopportune or untimely changes)
o Trade-off dimension

e Simple in use

® Transparency

e (Cost-effectiveness

e Sensibility (ability to detect small changes)

e Relevant balance between specific and generic

e Two pitfalls to avoid:
e To focus on indicator in forgetting the “real life”

e To take account of the overall situation in forgetting specific .‘,‘..
changes “here and now” N

€DF
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Efficient features for indicators (T,H,0) (3/3)

® Practical Features
o Simplicity and easiness of implementation and use
o Convenience for drafting results

o Allowing a reliable, sound and with no bias
Interpretation

Scientific and Practical features give implicit ways for
building indicators

o B
€DF
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% To build'good KPis: need of a model
% .+ of safety degradation

» -
Creiarets
)

Goal is to figure out (as upstream as possible) potential factors
degrading safety or
having an effect on in-depth defense

|

Need of a model of a model of safety degradation

|

Need of Indicators
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£ % Indicators: could we learn from accidents?
e (1/4)

® One example: A potential (technical) indicator not
(properly) used

o March 3, 1974: A DC 10 (Turkish Airlines) crashed into Ermenonville
forest (north of Paris) about 10 min. after its take-off from Orly
airport

o 346 persons on board died

o Direct cause of the accident: door of the baggage hold suddenly
opened provoking an accidental decompression of the cargo
compartment that led to the rupture of the floor of the plane and
broke the electrical commands of the aircraft

o Is this disaster a total surprise?

o B
€DF
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Indicators: could we learn from accidents?
(2/4)

@ Two precursors

o 1970: during ground tests (before the plane certification),
unexpected explosive baggage hold door

o June 12,1972 (AA plane): A major incident over Windsor (Canada).
Same scenario as Ermenonville but the plane was less full (56
persons). Collapse of the floor did not brake the whole electrical
system and the crew was able to land the plane

@ Numerous other incidents (between Oct. 73 and March
74)

o 167 directly linked to the baggage hold door => =~ 3,3 i/plane.year

o 1 000 linked to the baggage hold door connected systems => =~ 20
I/plane.year

o B
€DF
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£ % Indicators: could we learn from accidents?
e (3/4)

® “Resilience” of cargo compartment hold
o Potential (simple) KPI of DC 10 functioning

o Why was not it taken into account?

® Example gives other results
o Causes of accident not solely technical
e QOperational feedback practices pretty weak
e Poor communication between “entities”

e Presence of whistle blower (Applegate memorandum)

o B
€DF
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# % Indicators: could we learn from accidents?
(4/ 4)

® Analyses of industrial accidents, (serious) incidents
and crises show especially that:

o Any event is generated by direct or immediate causes (technical
failure and/or “human error’), NEVERTHELESS, its occurrence
and/or its developing is considered to be induced, facilitated or
accelerated by underlying organizational conditions (complex
factors)an

o “Incubation period”
o Some warning signals occur before the event
o “Whistle Blower(s)”

= Model of industrial safety degradation

o B
€DF
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Operator(s) action(s)/“error(s)”

I—> EvENT

NB: Either S1, =, or S4 leads to the event

Technical failure

R/POF = Resilient
Pathogenic
Organisational
Factors

@ = (Small) events [(weak)
signals] not detected as
symptoms of deterioration
of the situation

EVENT
(“organisational accident”)

- _— e — -

. . . . ®» =
Pre Event Situation Post Event Situation B
Time for prevention Crisis Management €eDF
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Generic concepts

"C;S”Tight coupling between “human”, “organization” and
“technique”

® Some “pathogenic” organizational factors have
effects

o On “human”
e |oss or lack of understanding of goals
e Decrease of involvement

o On “technique”
e \Weak detection of damaged equipments
e Poor refurbishment and upgrading

® Examples of POFs

o Production pressure, Flawed operational feedback system, :‘:
weakness of safety controls, ... eDF
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Two complementary visions of safety

® “Technical” vision leads to

o “Technical” related indicators

® “Social” vision leads to

o “Human” and “organizational”’ related indicators

® The TWO types of indicators are mandatory

® Anyhow relevance of an indicator is depending upon the
context

d ==
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How to build H&O indicators (1/2)

® Two “levels” of organization to be taken into account
o “meso’” level: shift, workers’ collective

o “macro” level: whole plant, industrial sector

® Two “levels” for building H&O indicators

Signs, “markers” (objective and subjective)

¢

POF

® Example

Downsizing, “time schedule” pressure, competition between Dpts...
Feelings of work overload, absenteeism, feelings of faintness, tensions
between employees...

¢
PRODUCTIOR?PRESURE e

€DF
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How to build H&O indicators (2/2)

1. Definition of mutual role of “T indicators” and “H&O
Indicators”

2. Definition of POF (agreed list to draw up)
3. Definition of a set of signs, “markers (for each POF)

4. Definition of a policy for
o Collecting data (how, frequency...)

o Integrating data (presence or absence of POFs, relationships
between POFs...)

5. Definition of manner for using indicators (how to make

decisions)
® NB: this approach could be used for “T indicators” as o
well =
€DF
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| CONCLUSION

@ Definition of efficient features for good indicators in the
scope of INTeg-Risk

o ForT,Hand O

®With a focus on H&O indicators

® Perspectives

o Continue on H&O indicators: need for purely human indicators?

Need to specify the organisation to be implemented to developp
and follow/analyze them?

o Make the link with Technical indicators

o Insert these indicators in the global issue of safety management

b‘q

s
€DF
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Methodology to build Key Performance Indicators (KPIs): efficient KPIs? H&O KPIs?





C. Duval, Y. Dien, M. Voirin
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Carole : Yves Dien and I will present here a reminder of the features of good Kpis we have already presented yesterday and methodology to build Kpis in the domain of H&O risks.
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Table of contents


Scope for KPIs (iNTEg Risk)


State of art on indicators


			Their use to make diagnosis and prediction, indicators in the nuclear field 


			Efficient features for indicators (T, H, O)


			Could we learn from industrial accidents?


			A need of a model of safety degradation


			Could we learn from accidents?


			In order to build visions of safety and H&O indicators?


			Conclusion
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After a reminder of the scope of the Kpis to be built in the iNTeg-Risk project, 


I will give the main features of good Kpis.





Yves Dien will focus on the main idea : in order to detect causes of potential accidents, we need a model of safety degradation before building Kpis


He will answer the question of learning from accidents which leads to visions of safety and thought about H&O indicators.








And draw conclusions.	
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KPIs: proposal for scope


			Key


			Relevant clue


			Performance


			Operation and/or Industrial safety and/or Occupational safety


			Our point of view: safety performance and not pure performance


			Indicator


			Making sense regarding SAFETY


			A set of indicators or One global indicator ???
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State of art on indicators


2 complementary aims:


			For appraisal, overview





	picture of a function (technical, social, economical,…)   = DIAGNOSIS


			To allow forecast (sensible extrapolation)





	 trend, evolution 	= PROGNOSIS


ð Use in numerous fields of activities : health, criminality, economics, social satisfaction, road security…


 Lessons to be learned:


			Global indicators		 large samples


			Specific indicators 	 small samples


			Indicators must be built according to an ‘ad hoc’ method in order to fulfill a precise goal


			Indicators are not « self understandable »


			They need to be analyzed, interpreted
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Lessons could be learnt from the last twenty years of indicators


Indicators have 2 complentary aims :


Data from the past to make a diagnosis


On the basis of these data, capacity to make a prognosis assuming that the extrapolation is linear





The indicators are used in numerous fileds of activities : …





One has to remind the lessons of the past and the following idea :


Categorization could be made :


	- at a global level, for important aims : this leads to global indicators on large samples


	- or specifically on a particular problem on which we concentrate on.





But the samples should not be to large in order to manage data


These samples and associated indicators should be built according an ‘ad hoc’ method in order to fulfil a précise goal


They are not ‘self understandable’ : they represent a domain but need to be interpreted. What is the meaning of 3 fire starts in one year?
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Efficient features for indicators (T,H,O) (1/3)


	Example from Nichols and Marcus (University of Minnesota,1990) : « It is important to prevent accidents and radioactive release: So, it is intended that indicators forecasting potential problems should be developed before they occur.  »


  


			Theoretical and methodological questions complement one another


			Data collection


			Treatment


			Analysis








Knowing that: 


			The number of indicators increases => impact on data collection, treatment and analysis


			Uncertainties => uncertainty, bias or mistake on the conclusions








			Necessity to be objective 
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We propose here features for good indicators even if they are technical, human or organisationnal.


Let us start from the example of Nichols and Marcus which leads to indicator use as they say :


‘    ‘





To theoritical questions are complemented by methodological ones as data collection, its treatment and analysis.





We aim at indicator efficiency knowing that :


The number of indicators is increasing such as we think that the more we have, the better we are supposed to capture the deviation. But the data collection, its treatment and analysis increase as well, the uncertainty on the assessment and on its capacity to represent reality increase as well, error and bias on conclusions increase as well. 





			The necessity to be objective is another point: it has to capture the evolution of the physical or H/O/S phenomenon on the basis of a quantitative assessment.
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Efficient features for indicators (T,H,O) (2/3)


			Scientific features


			Mandatory





Validity (measure of the defined criterion)


Accuracy, reliability (reproducibility)


Robustness (stability in relation to inopportune or untimely changes)


			Trade-off dimension





Simple in use


Transparency


Cost-effectiveness


Sensibility (ability to detect small changes)


Relevant balance between specific and generic


Two pitfalls to avoid:


To focus on indicator in forgetting the “real life”


To take account of the overall situation in forgetting specific changes “here and now”
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Scientific features :


The followings are mandatory:


- Validité (mesure-t-il réellement ce qu’il est censé mesurer?)


- Fidélité (reproductibilité)


- Robustesse : 


		stabilité vis-à-vis de certaines variations intempestives (parasites) des paramètres (ou variables) considéré(e)s dans l’élaboration de l’indicateur.


The other ones are trade-off:


	- Simplicité, facilité d’utilisation, de mise en œuvre


	The use of an indicator must take into account work organisation, time devoted to data collection, means to be involved.=> which covers cost-effectiveness


	- Transparency: the possibility to interprete the results, in a reliable manner, without any bias.


	- Sensibilité (détection de changements faibles)





- « Spécificité » et « Généricité » de l’indicateur : aptitude à :


- représenter des évolutions spécifiques d’une variable      	


			(exemple : qualité de la maintenance) pour une tranche particulière


- à pouvoir représenter l’ensemble du parc de centrales.
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Efficient features for indicators (T,H,O) (3/3)


			Practical Features


			Simplicity and easiness of implementation and use


			Convenience for drafting results


			Allowing a reliable, sound and with no bias interpretation








Scientific and Practical features give implicit ways for building indicators
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To build good KPis: need of a model of safety degradation


Need of Indicators


Goal is to figure out (as upstream as possible) potential factors degrading safety or


having an effect on in-depth defense


Need of a model of a model of safety degradation
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Indicators: could we learn from accidents? (1/4)


			One example: A potential (technical) indicator not (properly) used


			March 3, 1974: A DC 10 (Turkish Airlines) crashed into Ermenonville forest  (north of Paris) about 10 min. after its take-off from Orly airport


			346 persons on board died


			Direct cause of the accident: door of the baggage hold suddenly opened provoking an accidental decompression of the cargo compartment that led to the rupture of the floor of the plane and broke the electrical commands of the aircraft


			Is this disaster a total surprise?
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Indicators: could we learn from accidents? (2/4)


			Two precursors


			1970: during ground tests (before the plane certification), unexpected explosive baggage hold door


			June 12,1972 (AA plane): A major incident over Windsor (Canada). Same scenario as Ermenonville but the plane was less full (56 persons). Collapse of the floor did not brake the whole electrical system and the crew was able to land the plane


			 Numerous other incidents (between Oct. 73 and March 74)


			167 directly linked to the baggage hold door =>  3,3 i/plane.year


			1 000 linked to the baggage hold door connected systems =>  20 i/plane.year
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Indicators: could we learn from accidents? (3/4)


			“Resilience” of cargo compartment hold


			Potential (simple) KPI of DC 10 functioning


			Why was not it taken into account?


			Example gives other results


			Causes of accident not solely technical





Operational feedback practices pretty weak


Poor communication between “entities”


Presence of whistle blower (Applegate memorandum)
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Indicators: could we learn from accidents? (4/4)


			Analyses of industrial accidents, (serious) incidents and crises show especially that:


			Any event is generated by direct or immediate causes (technical failure and/or “human error”), NEVERTHELESS, its occurrence and/or its developing is considered to be induced, facilitated or accelerated by underlying organizational conditions (complex factors)an


			“Incubation period”


			Some warning signals occur before the event


			“Whistle Blower(s)”





Model of industrial safety degradation
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A Model of safety degradation
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EVENT


(“organisational accident”)





NB: Either S1, S2, S3 or S4 leads to the event


Operator(s) action(s)/“error(s)”





Technical failure





ROF1





POFn





POFi


= (Small) events [(weak) signals] not detected as symptoms of deterioration of the situation


Pre Event Situation


Time for prevention


Post Event Situation


Crisis Management


R/POF = Resilient	Pathogenic


	Organisational


	Factors


















































EVENT
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Generic concepts


			Tight coupling between “human”, “organization” and “technique”


			 Some “pathogenic” organizational factors have effects


			On “human”





Loss or lack of understanding of goals


Decrease of involvement


…


			On “technique”





Weak detection of damaged equipments


Poor refurbishment and upgrading


…


			Examples of POFs


			Production pressure, Flawed operational feedback system, weakness of safety controls, …
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Two complementary visions of safety





			“Technical” vision leads to


			“Technical” related indicators


			“Social” vision leads to


			“Human” and “organizational” related indicators





			The TWO types of indicators are mandatory


			Anyhow relevance of an indicator is depending upon the context
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How to build H&O indicators (1/2)


			Two “levels” of organization to be taken into account


			“meso” level: shift, workers’ collective


			“macro” level: whole plant, industrial sector


			Two “levels” for building H&O indicators





Signs, “markers” (objective and subjective)


POF


			Example





Downsizing, “time schedule” pressure, competition between Dpts…


Feelings of work overload, absenteeism, feelings of faintness, tensions between employees…


PRODUCTION PRESURE
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How to build H&O indicators (2/2)


Definition of mutual role of “T indicators” and “H&O indicators”


Definition of POF (agreed list to draw up)


Definition of a set of signs, “markers (for each POF)


Definition of a policy for


			Collecting data (how, frequency…)


			Integrating data (presence or absence of POFs, relationships between POFs…)





Definition of manner for using indicators (how to make decisions)


			NB: this approach could be used for “T indicators” as well
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CONCLUSION


			Definition of efficient features for good indicators in the scope of iNTeg-Risk


			For T, H and O





			With a focus on H&O indicators





			Perspectives


			Continue on H&O indicators: need for purely human indicators? Need to specify the organisation to be implemented to developp and follow/analyze them?








			Make the link with Technical indicators








			Insert these indicators in the global issue of safety management
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INTeg-Risk Post Conference Workshop on KPIs/SPIs
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Process safety objective

The Chemical Company

B Clear, simple and ambitious goal:

® Keep substances and energy within the designed containment in
order to avoid adverse effects to people and the environment!
No loss of primary containment! (LOPC)

® |f there is a release, it is only a matter of chance if it results In
a small, big or very big incident

B This should also be adequate for emerging risks and new
technologies!
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Situation in a chemical company
concerning (safety) KPIs

The Chemical Company

® High degree of focus on safety issues (e.g. PPE, handrail, bicycle
helmet) by various programs

B Continuously improved (occupational) safety figures

B Comprehensive EHS audit system with reporting to top
management

B Implementation of many KPIs in different fields (business,
maintenance, etc)

® You can't manage what you don’t measure!

® How to check compliance?
% Additional KPIs are not really appreciated!
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Process Safety KPIs at BASF

FER - Fires, Explosions and Releases

AFPD — Activation or Failure of Protective Devices Ec:amwmpfy
FER AFPD
B Incidentin a process resulting in a fire, B Activation or failure of protective devices

explosion/implosion or release of substance —and—
. .. ] i i .
® A fatality or LTI injury, or Protective devices are:
® Property damage > 25,000 €, or M Safety valves

® Release of substances exceeding B Rupture discs

thresholds (see table), or

L L _ B | Z“-designated protective devices
® Off-site impact (evacuation, injury outside (alarms and switches)

fence line, press release, ...)
B Exceptions for intentional activities are to

Material EU-Symbol | Released quantity be defined by the plant management
Highly toxic T+ more than 5 kg

Toxic, explosive, extremely T, E, F+, O, C, | more than 100 kg

flammable, oxidizing, caustic, Xn, Xi, N, F

harmful to health,...

Material (Not classified) - more than 2,000 kg

U, Goal: Focus on process safety! Fewer incidents, lower risk for major incidents
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German Chemical Industry Association (VCI)

Proposal
BASF KPIs in comparison 0-BASF
BASF KPIs
0SS
f
; rimary
2 ontainment

Near miss \\

Containment
is functional

Near Miss

e

SMS errors

Leading Indicator

N

frequency
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We want to learn from incidents!
3700 incidents in one year

The Chemical Company

Serious effects
- Loss time injuriy (LTI)
- fire, explosion, release (FER)

Medium effects
- On-site medical treatment
- Activation or failure of protective device (AFPD)

Slight effects
e. g. accidents without loss time, near misses,
small product releases, ...

e e

accident Process Emission Transport
safety incident
incident
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Type of Incident

— - BASF
St at I S t I C S The Chemical Company

4% 3% 5% opg

16% @ Fire

B Explosion

O Implosion

O Physical Explosion

B Release

O Activated Protective Device
B Failure of Protective Device

O Process Safety relevant
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How can we improve and become safer?

The Chemical Company

= Motivate employees to report as many incidents as
possible, including reporting of near misses

m Discuss incidents in plants and business units

= Monitor incidents in business units and EHS units
= Use numbers of reported incidents positively

= Define measures to avoid recurring incidents

= Openness and trust!
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Definition of a global
Process Safety KPI (FER)

02.02.2009

- BASF
Some baC kground The Chemical Company

Process Safety KPIs are one major requirement from “Texas City*
Broad support from process safety community

VCI/BASF/Cefic or CCPS definition. Harmonization efforts ongoing.
Many companies have considered or established similar KPIs

So far, VCI and Cefic have not focused on external communication of
them. ACC is commiting to external communication by 2010

Standardization of figures is still open. Proposal: Million working hours

External figure should definitely be derived from FER

10





, Bullet point”
comparison ACC and CEFIC

The Chemical Company

B Majority of all definitions adopted from CCPS proposal

BUT major differences:

In addition application to laboratories

Focussing on 3 instead of 7 categories

More challenging by addition of class ,non hazardous*

Reduced complexity because no severity matrix

Release from pressure relief w/o designed treatment to be accounted

Globally Harmonized System (GHS) for categorization

N o 0ok 0 D PRE

Normalization to be decided
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Internal — external reporting

The Chemical Company

® Internal reporting:
® Focus on all issues
® Statistically relevant numbers are needed

® The more you know (get reported), the more you can
learn/improve

® High numbers are appreciated
B External reporting:
® Focus on incidents with impact on human health or environment

® How many incidents should be reported (thresholds, impact,
etc)?

02.02.2009 12





BASF procedure

The Chemical Company

B We use FER (fire, explosion, releases) definition for internal
process safety reporting. This definition is based on VCI, Cefic
definitions.

B We use AFPD (activation or failure of protective device) definition
for further process safety reporting.

B For external reporting (to the public) only incidents with impact on
human health or environment are relevant. This is only part of the
Incidents collected with FER definition. At present we do no
external reporting.

02.02.2009 13





Possible Reduction of FER for external

reporting
, TWO tier approach*
FER

02.02.2009

Reduction

Releases of non-hazardous
substances (>2000 kg)

No offsite impact because
of secondary containment

Increase of threshold values

VAN

O -BASF

The Chemical Company

Tier 2
Internal
reporting

Tier 1
External
reporting

14





BASF

The Chemical Company

Which is more
important:
content or
design?

bokardo.com © Joshua Porter
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Focus and success with occupational safety at BASF SE


Lost Time Injuries 1960 – 2007


Per 1 Million Work Hours 


Tremendous improvement over the last decades














Process safety objective


			Clear, simple and ambitious goal:


			Keep substances and energy within the designed containment in order to avoid adverse effects to people and the environment! No loss of primary containment! (LOPC)


			If there is a release, it is only a matter of chance if it results in a small, big or very big incident








			This should also be adequate for emerging risks and new technologies!














Situation in a chemical company concerning (safety) KPIs


			High degree of focus on safety issues (e.g. PPE, handrail, bicycle helmet) by various programs


			Continuously improved (occupational) safety figures


			Comprehensive EHS audit system with reporting to top management


			Implementation of many KPIs in different fields (business, maintenance, etc)


			You can´t manage what you don´t measure!


			How to check compliance?





Additional KPIs are not really appreciated!











Process Safety KPIs at BASF


FER - Fires, Explosions and Releases


FER


			Incident in a process resulting in a fire, explosion/implosion or release of substance –and– 





A fatality or LTI injury, or	


Property damage > 25,000 €, or	


Release of substances exceeding thresholds (see table), or


Off-site impact (evacuation, injury outside fence line, press release, ...)	


AFPD


			Activation or failure of protective devices 


			Protective devices are:


			Safety valves


			Rupture discs


			„Z“-designated protective devices (alarms and switches)


			Exceptions for intentional activities are to be defined by the plant management





			Goal: Focus on process safety! Fewer incidents, lower risk for major incidents





AFPD – Activation or Failure of Protective Devices  


			Material			EU-Symbol			Released quantity


			Highly toxic			T+			more than 5 kg


			Toxic, explosive, extremely flammable, oxidizing, caustic, harmful to health,…			T, E, F+, O, C, Xn, Xi, N, F			more than 100 kg


			Material (Not classified)			-			more than 2,000 kg









































German Chemical Industry Association (VCI)  Proposal


BASF KPIs in comparison


BASF KPIs


FER


AFPD


frequency





Loss 


of 


Primary 


Containment





severity





Containment


is functional


SMS errors


Near miss


Lagging Indicator


Incident


Near Miss


Leading Indicator
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We want to learn from incidents!


3700 incidents in one year


accident


Process safety incident


Emission


Transport incident


Serious effects


			 Loss time injuriy (LTI)


			 fire, explosion, release (FER)





Slight effects


e. g. accidents without loss time, near misses, small product releases, ...       


Medium effects


- On-site medical treatment


- Activation or failure of protective device (AFPD)











Type of Incident





Statistics








Diagramm1
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				Implosion



				Physical Explosion



				Release



				Activated Protective Device



				Failure of Protective Device



				Process Safety relevant
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Tabelle1



				Ereignistypen und Ursachen Anlagenereignisse 2008



								Ereignistyp																				Ursachenkategorie



												Fire				35																(Hauptkategorie)								(Unterkategorie)



												Explosion				0																Human Error								Fehlbedienung								70				141



												Implosion				3																								Fehlinterpretation								32



												Physical Explosion				5																								Missachtung Alarm								4



												Release				545																								Wartungsfehler								4



												Activated Protective Device				125																								Verwechselung								7



												Failure of Protective Device				29																								Überfüllung								7



												Process Safety relevant				21																								Beschädigung/Fremdeinwirk.								17



																																Work equipment spec.								Fertigungsfehler, Montagefehler								12				266



																																								Konstruktionsfehler								11



																																								Materialfehler								12



																																								Materialermüdung, Überalterung								39



																																								Fehlfunktion								80



																																								Versagen einer Schutzeinrichtung								6



																																								Überfüllung								8



																																								Leckage								98



																																Product spec.								Ablagerung								33				70



																																								Abtrag, Erosion								4



																																								Polymerisation, Kristallisation								6



																																								Korrosion								20



																																								Verklebung								7



																																Process spec.								Verändertes Produkt								7				96



																																								Überlastung								61



																																								Veränderter Verfahrensablauf								20



																																								Fremdkörper								8



																																unknown																153				153











Tabelle1



				











Tabelle2



				











Tabelle3



				











				



																Verfahrenstechnische oder betriebliche Ursache: Verändertes Produkt				310				401



												32				Verfahrenstechnische oder betriebliche Ursache: Überlastung				320				402



												33				Verfahrenstechnische oder betriebliche Ursache: Veränderter Verfahrensablauf				330				403



												34				Verfahrenstechnische oder betriebliche Ursache: Fremdkörper				340				404



												99				Unbekannte Ursache



												21				Produktspezifische Ursache: Ablagerung				210				301



												22				Produktspezifische Ursache: Abtrag, Erosion				220				302



												23				Produktspezifische Ursache: Polymerisation, Kristallisation				230				303



												24				Produktspezifische Ursache: Korrosion				240				304



												25				Produktspezifische Ursache: Verklebung





































































MBD00228366.bin







MBD0022D269.unknown







MBD000004CE.unknown







MBD00000C86.unknown
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MBD000D8137.unknown







MBD00001066.unknown







MBD00001256.unknown







MBD0000134E.unknown







MBD00001446.unknown







MBD0000115E.unknown
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How can we improve and become safer?








			Motivate employees to report as many incidents as possible, including reporting of near misses


			Discuss incidents in plants and business units


			Monitor incidents in business units and EHS units


			Use numbers of reported incidents positively


			Define measures to avoid recurring incidents


			Openness and trust!


			














Definition of a global 


Process Safety KPI (FER)


Some background


			Process Safety KPIs are one major requirement from “Texas City“


			Broad support from process safety community


			VCI/BASF/Cefic or CCPS definition. Harmonization efforts ongoing.


			Many companies have considered or established similar KPIs


			So far, VCI and Cefic have not focused on external communication of them. ACC is commiting to external communication by 2010


			Standardization of figures is still open. Proposal: Million working hours 


			External figure should definitely be derived from FER














„Bullet point“ 


comparison ACC and CEFIC


			Majority of all definitions adopted from CCPS proposal





BUT major differences:


In addition application to laboratories


Focussing on 3 instead of 7 categories 


More challenging by addition of class „non hazardous“


Reduced complexity because no severity matrix


Release from pressure relief w/o designed treatment to be accounted


Globally Harmonized System (GHS) for categorization


Normalization to be decided











Internal – external reporting


			Internal reporting:


			Focus on all issues


			Statistically relevant numbers are needed


			The more you know (get reported), the more you can learn/improve


			High numbers are appreciated


			External reporting:


			Focus on incidents with impact on human health or environment


			How many incidents should be reported (thresholds, impact, etc)?














BASF procedure





			We use FER (fire, explosion, releases) definition for internal process safety reporting. This definition is based on VCI, Cefic definitions.


			We use AFPD (activation or failure of protective device) definition for further process safety reporting.


			For external reporting (to the public) only incidents with impact on human health or environment are relevant. This is only part of the incidents collected with FER definition. At present we do no external reporting.














Possible Reduction of FER for external reporting


„Two tier approach“








Fire


FER


Releases (LOPC)


Explosion


Fire


Releases of non-hazardous substances (>2000 kg)


No offsite impact because of secondary containment


Increase of threshold values


Reduction


Fire


Explosion


Tier 1


External


reporting


Tier 2


Internal


reporting











Bottom line for all KPIs
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design?
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Early Recognition, Monitoring and Integrated Management

of Emerging, New Technology Related, Risks

. . Grant agreement number: CP-IP 213345-2

Overview of KPIs approaches and
practices and their possible use for
emerging risks (examples
Insurance/reinsurance)

A. Jovanovic, EU-VRI, Germany
R. Schneider, Swiss Re

15t iNTeg-Risk Conference, Workshop KPIs/SPIs

June 4, 2009
Stuttgart, Germany

March 25, 2009 iNTeg-Risk 4%;

SIVLNTY Frami WO
nnnnnn





INTeg-Risk: Main elements...

« Early Recognition, Monitoring and Integrated
Management of Emerging, New Technology Related
Risks?

In other words we talk about (new) technologies,
but we concentrate on:

— (new) Emerqing risks

and focus onto their
» Early recognition
» Monitoring (once recognized)
> Integrated management

June 2, 2009 iNTeg-Risk 4%;
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Cornerstones of the technical solutions

Deciding 3 Understanding

governance, -
communication ol

ERMF: Pre-Assessment
EMERGING RISK
MANAGEMENT
FRAMEWORK

policies regulation,
standardization

echnology,
technical

=i

INTeg-Risk solution based on: |

> common framework

based on ;
> IRGC and . E;harau:ternz.a_tinn
> Shape-Risk solutions na risk

» common language (UML of
emerging Risks, UML -
Unified Model Language)

» CMMI (Capability Maturity
Model Integration)

Use,
exploitation ... >

- - [
> Llfe CyCIe AnaIySIS (LCA) f h LIFE- repair ...
H Manufacturing ...
» common metrics (based CYCLE )

Design and Decommissioning,
modeling ... recycling ...

New technologies,
products, processes ...

on KPIs) — Key Performance
Indicators

Emerging
risks over
the life cycle

> common tools

JUllIc 4, cVvJo





KPIs INTeg-Risk DoW

LANGUAGE & METRICS:
This is a new common language (the iINTeg-Risk Unified Model
Language - UML) and metrics, based on KPIs, for management

of emerqging risks in industry.

KPIs — Measuring things difficult to
measure ... iNTeg-Risk Box “KPIs”

In the business world, the Key Performance Indicators (KPI) are financial
and non-financial metrics used to quantify objectives to reflect strategic
performance of an organization. KPIs are frequently used to "value" difficult

to measure activities such as the benefits of leadership deve lopment,
engagement, service and satisfaction. KPIs are typically tied to an
organization's strategy (as e xemplified through techniques such as the
Balanced Scorecard). They help an organization to measure progress towards
their organizational goals, especial ly toward difficult to quantify know ledge-
based processes. A KPI is a key part of a measurable objective.

e
----------






Some of Results Expected in INTeg-Risk

o(excerpt)

— management - improve possibilities to
model, measure and compare emerging risks
(e.g. by means of KPIs) and/or the “total
Impact” of emerging risks

uuuuu





KPIs for Emerging (iINTeg-Risk) RISKS...

New & emerging =
OSHA definition!

June 2,

Not known /
recognized previously

Known previously, but
now seen from a new
perspective

Known previously, but
recognized as risk
only recently due to
new scientific or other
evidence

Increasing level or
number of people
exposed

2009

New & emerging risks: The risk is considered new
& emerging if:

(@  the risk was previously not recognized and is caused by
new processes, new technologies, new ways of working,
or social or organizational change (e.g. risks linked with
nanotechnology, biotechnology, ICT & chnologies, new
chemicals, effects of globalization etc); or,

(b) along-standing issue is newly considered as arisk due
to a change in social or publicperceptions (e.g. stress,
bullying); or,

()  new scientific knowledge allows a long-standing issue
to be identified asa new risk, e.g. in the situations where
cases have existed for many years without being
identified as risk because of, e g., lack of scientific

knowledge.

The risk isincreasing if the number of hazards leading to the
risk is growing, or the like lihood of exposure to thehazard
leading to the risk is increasing, (exposure leveland/or the
number of people exposed), or effect of the hazard is getting
wors (e g.seriousness of health e ffects and/or the number of
people affected).

se: European Agencyfor Safety and Health EU-OSHA 2005,
Risks Obse rvatory http://riskobservatory.osha.europa.eu

iNTeg-Risk
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KPIs for Emerging (iINTeg-Risk) RISKS...

 What “New
Technologies™?

— ... technologies possibly
being source of real or
perceived risks

— ... technologies of a
broader public (e.g. EU
or global) concern

— ... technologies not
having the established
and widely accepted risk
management or
governance system

— ... technologies needing
an “integrated response”

— ... examples —
authorities, insurances,
companies, ...

June 2, 2009

high

Impact on insurance

Polluter held liable
Emerging infectious diseases

Nanotechnology \ \
Before antibiotics \ s Consumer goods

20
\3.

16 5 2 1

17 6 mo21 4

» "¢ Counterfeit parts

Gradual bodily injury

Hydrogen technology risks

Critical information systems

7 9

Bt lin el Privacy/theft of personal data

low

=
Impact on insurance industry <

=
z

Ann

Estimated time to manifestation of the scenario short

Swift reaction
Subsiantial exposure in the long-term |Substantial exposure in the close future

Early wamings

Weak signals Pre-emptive risk management

Minor exposure, in the long-term Minor exposure in the near future

long Estimated time to manifestation of the scenano short

iNTeg-Risk 7
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KPIs for Emerging (INTeg-Risk) RISKS...

KPIs should help us bring
transparency/comparability!

1. The differences between

- “risk calculated” (“numbers”)
“real risk” and “risk perceived”
(“feelings”)

2. Importance of the “feelings”

- “feelings” define the baseline,
“numbers” can only correct — if they
ever get a chance for that!

3. Interactivity & communication in BOTH directions

- from “feelings” to “numbers”: e.g. include people’s
fears into the analysis of scenarios, and from “numbers” to

“feelings”: e.g. present numbers in such a way that the “feelings”
can understand it (grandma?)

4. Communication & reasoning

- rules & “rules”, stances,
precise language

“Risk calculated”

June 2, 2009






KPIs for INTeg-Risk TECHNOLOGIES...

* “New Technologies” in INTeg-Risk used also as a

synonym for “applications”

* Applications we looked for need to be “representative for
emerging risks”

e Result:
The 17 INTeg-Risk
ERRAS
... In 4 groups

A.
B.
C.

June 2, 2009

New (production) technologies
New materials and products

New technologies &
production networks

New policies

“Hot topic”
emerging risk

R&D
partner(s)

ERRASs:
EMERGING RISK
REPRESENTATIVE

INDUSTRIAL
APPLICATIONS

ERRAS: Emerging Risks
Representative (industrial)

Applications are sig nifi cant Industry
examples of applications related to - partner(s)

industrial safety (emerging risks).
Solutions for the these single,
specific problems related to
emerging risks should allow to
capitalize upon and, by generalizing
the solutions, build the common
European approach to emerging risk.

Each ERRA is a triplet containing: (a) one significant
emerging risk related issue/topic, (b) one or more industrial
partners concerned by the above emerging risk(s), and (c) one
or more R&D partners having proven excel lence in providing
solutions for the above emerging risk(s). They also provide
the test-bed for the developed integrated methods, tools and

the whole system.. iNTeg-Risk Box “ERRAs”

iNTeg-Risk _%

o
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A. New (production) technologies §
B. New materials and products |

C. New technologies &
production networks

D. New policies

Nr Name Responsible Partner
A EMERGING RISKS - NEW TECHNOLOGIES UNIBO
(CONPRICI)

Al  CO, capture and sequestration, both technical risks and governance risk HSE-HSL

A2 Insurance and re-insurance aspects of emerging risks including the security- Swiss Re
related (HSSE) emerging risks of new technologies

A3  Emerging risks related to the industrial use of automated and un-manned GDF
surveillance of industrial infrastructure

A4  Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and D'Apollonia
offshore

A5  Safety and security of underground hubs with interconnected transportation VSH Hagerbach
services and shopping centers

June 2, 2009 INTeg-Risk __%T
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&

Nr

Bl

B2

B3

New (production) technologies
New materials and products

New technologies &
production networks

NDH Schematische Darstellung

iINTeg-Risk: TECHNOLOGIES.. & ™=

Konfektionierungsanlage

Buntsandstein

Salinar

New policies

Name Responsible
Partner

EMERGING RISKS - NEW MATERIALS AND PRODUCTS EU-VRi

Public health and medical issues related to monitoring of emerging risks in Novineon

production, storage and transport of nano-materials on industrial scale in

small and medium enterprises (SMES)

Emerging risks related to advanced storage technologies for hazardous BAM

materials (including H,)

Emerging risks related to development and use of advanced engineering KMM-VIN

materials, composite materials

June 2, 2009 iNTeg-Risk ;R
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INTeg-Risk: TECHNOLOGIES...

A. New (production) technologies
New materials and products

C. New technologies &
production networks

D. New policies

w

Nr Name Responsible Partner

C New technologies & production networks SINTEF

Cl Challenges to safety posed by outsourcing of critical tasks — in oil, gas, DTU
petrochemical and construction industries

C2 Remote operation in environmentally sensitive areas SINTEF

C3  On-line risk-monitoring and assessment of emerging risks in conventional BZF

industrial plants — monitoring of risks beyond the design/regulatory basis

C4  Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield HSE-HSL
implications) and their inclusion in the normal HSSE practice

C5  Security of energy supply and related emerging risks JRC

June 2, 2009 iNTeg-Risk ﬂ%;
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INTeg-Risk: TECHNOLOGIES...

A. New (production) technologies
New materials and products

C. New technologies &
production networks

D. New policies

w

Nr Name

D EMERGING RISKS - RELATED POLICIES

Responsible Partner

D1 Definition of KPIs for emerging risks for selected industry case studies, including

CSR aspects of emerging risks

D2 Integrated approach on emerging risks related to the implementation of European
safety legislation on SMEs and its application on companies working in Distributed

Energy Resources (DER)

D3 Emerging risks related to interaction between natural hazards and technologies at

community level

D4  Emerging risks related to hazardous substances, impact on public health and

relations with REACH and GHS

June 2, 2009

iNTeg-Risk

R-Tech
DNV

LEIA

INERIS

RIVM

4
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KPIs / SPIs ... NOT Synonyms!

o Safety performance vs. Key Performance Indicators?

* A concept everybody is talking about... and no
common understanding available!

 Increasing importance in business, management and
technology ... and social responsibility “measurand” for
companies

business and social value

Transparency

iNTeg-Risk 4%_
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Indicators ...

Plant
operator

| * Operational

(Safety) Indicators h safety level

(Safety) Performance indicators  t 1 1 4

(SPI) -

Key (Safety) performance

indicators (KPI) PP
|

Safety as a “function” of ———
Transparency, Trust,
Sustainability!

tolerance

-

Parameters that can
— be monitored and
| ‘ measured

Reactive monitoring Active monitoring

Risk control system (RCS)

Leading indicators:
Process cr input indicators

Lagging indicator:
Outcome indicatcr

An outcome s the desired safety 4t

... lagging

Processes or inputs

>> O utCO me condition that the RCS is designed are the important actions or
. . to deliver activities within the RCS that
N d [ CatO IS are necessary to deliver the
desired safety outcome

L |ead|ng Usz the information from indicators to:

/I Follow-up adverse findings to
>> ACtIVIty > rectify faults in the safety =
|nd|CatO rs managemen: system

Regularly review performance against
»| all indicators 10 check effectiveness Of |
SMS ard suitability indicators

INTeg-Risk [/

SIVLNTY Frami WO
nnnnnn






KPIs Survey for CEN

Currently (Sept. 2008):

International survey
Done for CEN
Report in Oct. 2008

Closing end of
September

Confirmed the needs for
KPIs and
standardization!

[ Austna
[ Cyprus
B Estonia
Bl Gemany

[] Republic of lre...

B Lithuania
B etheilands
[] Romania
[ Spain
B Other

B Eelgium

B Czech Republic
[ Finland

[ Greece

B taly

Bl Luzembourg
[ Poland

Bl Slovakia

B Sweden

I Eulgana
[ Denmark
B France
Bl Hungary
[ Latvia
[ Malta
Bl Fortugal

Bl Slovenia
[ United Kingdom

iNTeg-Risk ﬂ%_
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KPIs Survey for CEN

Currently (Sept. 2008):
e International survey
 Done for CEN

* Reportin Oct. 2008

e Closing end of
September

: 3
£

e Confirmed the needs for
KPIs and
standardization!






Early Recognition, Monitoring and Integrated Management

of Emerging, New Technology Related, Risks

B s ke ' ' ; Grant agreement number: CP-IP 213345-2

* (IRGC) iNTeg-Risk KPIs for Emerging Risk Tools
- (ShapeRisk) A/\ g ging /\ - Database(ERRA A2)
N governance, * Search
*CHEMICAL C communication . . Agglregate
*OECD - 7 * Application
CEFIC > © ) / H *BM
\/ClI o0 ERMF: *Max
e SO § £| EMERGINGRISK
AP 93 MANAGEMENT
fhar’
NUCLI';\H;LL T FRAMEWORK
*IAEA I‘/\.. policies regulation,
*EDF... standardization R *GRIG3
*OTHERS... 2 « Global Compact (UN)
« DNV
o
How?/Which? Zx:i,_;-;s;: = Fl5g, wik)
WHAT T H R C i=1
Risk i
Envirionment .. .. _
*ISO 26000 S = arale
Toxicit - *|[SO 31000 = ;
Y *|[SO 18000 w Wezgﬂz.ﬁ
«1SO 14000..40144 { = Relevance
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Indicators ... “classic examples”

FATALITIES 1998-2005 HEALTH AND SAFETY AT WORK

Data displayed cover more than 895,000 employees of the
European chemical industry. Contractor data are now starting
to be collected at the European level.

FATALITIES

We are very sorry to report that 15 employees lost their
lives at work in 2006. Every fatality is regarded as one too
many and underlines the need for continuous vigilance. All
fatalities are investigated and actions taken to avoid similar
occurrences from happening again. The fatality rate in 2006
1998 1999 2000 2001 2002 2003 2004 2005 2006 based on the number of cases per 100,000 employees

is 1.7. The overall trend since 1998 is downward. Twelve
countries have started to report safety information on

I.OST TI"E INJURY FREQUENCY RATE contractors. Sadly, six contractors died while working for the

chemical industry in 2006.
LOST TIME INJURY FREQUENCY RATE

The lost time injury frequency rate (LTIR) continues to show
year-on-year improvement and in 2006 was 6.7 2, the
lowest on record. The LTIR is reported as the number of
accidents resulting in one day or more out of work per million
worked hours.

Cases per 100 000 employees
SRR

35--
3.0-
2.5-
2.0-
1.5-
1.0-
0.5-

0

Cases per 1 million worked hours
L b

1998 1999 2000 2001 2002 2003 2004 2005 2006

iNTeg-Risk ﬁ
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Indicators ... “classic examples”

ENVIRONMENT

Many chemical companies have already succeeded in

% change Base= 2003 (19 countries) significantly reducing amissions from their operations and so
help reduce their potential envircnmental footprint Further

¥ L Wy oo vt ST 1

substannal reductions may be dificult to acheve.

itis aiso possibie for the amount of emissions t© change
as a result of new countrics and companics joining the
initiative, te introduction of regu ations and o the changing

Faicimace and nradnietioe reafila Af tha Coramoan charsiesl

(Ul | L= Rw | N LN QR QLN LN N I.JIUIII':.' VL LUV sl

industry.
EMISSIONS TO AIR

Tonnes 259 287

CII FLENES P EsAVIR e e
SULFAVHK VIVAIVE '-,J'Uz}

Sulphur dioxide contributes to atmospheric ecidification, the
main contributors being combustion plants and refineries.

The chermeal industry contribites more than 2958 o tha total
P Sl A 1 Saldl 1 s d L r Sl TR TR A T AT S LT T P LA L e B L]

% change Base= 2003 (19 countries) reported by EPER. Our matched sample of 19 countries

shows a 11% reduction since year 2003, the baseline year.

NITROGEN OXIDES (NOx)

MM cmcne momtribo ta o atroscr hari o '\Fld

PHALA E0 S LD ILE TS LU QL A STIEST  dld a
the potential to contrioute to photochemical czone cn

Our matched sample of 19 countries shows a reduction of
1 6% since 2003,

Tonnes 208,537 208,242 199,279 196,365

iNTeg-Risk






KPIs / SPIs

* A concept everybody is talking about...
e Definition(s)?
API 2005: Indicators:

To t he extent feasible, information should be reported in terms that can be guantitatively
measured. Reporting companies are encouraged to present data using generally
accepted international units and provide standard conversion factors to enable
conversions to other commonly used measurement units. However, not all indicators can
be quantified, in which case the use of qualitative indicators (e.g., case studies, process
or management system descriptions) is also encouraged.

OECD 2008: Indicators:

term ... used to mean observable measures that provide insights into a concept — safety -
that is difficult to measure directly. Examples of two types of indicators are:
» Activities indicators are designed to help identify whether enterprises/organisations are taking
actions believed to lower risks (e.g., the types of actions described in the Guiding Principles); and

» Outcome indicators are designed to help measure whether such actions are, in fact, leading to less
likelihood of an accident occurring and/or less adverse impact on human health or the environment
from an accident.

iNTeg-Risk ﬂ%.

SIViNTH I
PROGAAMME





Challenges

The consent often seriously challenged by:

— lack of the internationally and/or trans-sectorial recognized and
accepted references and de facto standards

— lack of consistency between the higher-level indicators (e.g.
those dealing with corporate responsibility or business
continuity) and the safety related ones

— differences, incompatibilities and, often, respective exclusion of
similar indicators used in different branches of industry (e.qg.
chemical industry vs. nuclear industry vs. IT

— particular difficulties present in the area of “new technologies”
(e.g. nano, H,, CO2, renewables, ... )

— gap between the (widely agreed) theoretical concept, on one
side, and practical application related publicly available agreed
“examples of good practice”, on the other side

— “high profile” of KPI/SPI activities, often considered to be
privilege of big and rich stakeholders only, in a way a luxury
which an SME, for instance, cannot afford

iNTeg-Risk ﬂ%
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So, what to do?

o Support and make sustainable
Initiatives like:
— OECD
— API
— HSE
— |AEA
— Responsible Care

- ... Annual Report

* |nclude different levels of indicators 250‘(',235’0?

* Include all stakeholders
 Embed the idea into “other” project and activitie

e Coordinate/concert all of the above

Do it at your own door-step, in your own (daily) business

Here: Example of EU-VRI / Steinbeis Advanced Risk Technologies
activities and projects...

iNTeg-Risk ﬂ%;
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0ECD Guidance on
O E C D s SAFETY PERFURMAI\ICE IHDICAT[IHS =

A Corspanien 1o the DECD Guiilisg P i CRarmilcal Anadaal Prsvistio niless and Respo

« largely improved the situation in terms of sy, ot At and Cor e
guidelines and anchoring of basic developing SP Programmes relsted o

Chemical Accident Pravention, Prepaiedness and
2/

references... >
e Chemical industry___ GUIDANGE DN DEVELOPING
) Practical Ievel? rulated to Chemical Accident Prevention, Mreparedness sad Mespans

[zocond edition, 2008)

GUIDANCE ON DEVELOPING
O EC D SAFETY PERFORMANCE INDICATORS
related to Chemical Accidem Prevestion, Pregaredness and Respense

OECD Guidance on

SAFETY PERFORMANCE INDICATORS
Guidance for Industry, Public Authorities and Communitie
for Developing

SPI Programmes (A Companion to the OECD Guiding
Principles)

FOR

tsecond edition, 2008)

orcp (@
IoMC



http://www2.oecd.org/guidingprinciples/index.asp

http://www2.oecd.org/guidingprinciples/index.asp

http://www.oecd.org/home/



OECD OECD Guiding Principles

for Chemical Accident
Prevention, Preparedness and Response

e basic principles... Guidance for

Industry fincluding Management and Labour),
Public Authorities, Communities
and other Stakeholders

OECD (@

OECD Guiding Principles for Chemical
Accident Prevention, Preparedness and Response
Guidance for Industry (including Management and Labour),
Public Authorities, Communities and other Stakeholders

iNTeg-Risk 4%_
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API

basic principles
Besides

— Health

— Safety

— Environment
Extension towards:

— CSR

— Economy

AT

@

API

dnverican Petrolsum Institute

Oil and Gas Industry Guidance on
Voluntary Sustainability Reporting

A mé
SE—

Using Environmental, Hea
and Economic Performan:

April 2005
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HSE

Haalith and Saluly
Esscitbvm

basic principles

Besides

— Health

— Safety

— Environment
Extension towards:

— “6 steps”

— Management
system

Developing process safety indicators

A step-by-step guide for chemical agid major hazard inchistries

Part 1: Introduction
Structure and content
Measuring performance - early warning before catastrophic failure
What'’s different about this guide?

Part 2: Six steps to performance measurement
Step 1: Establish the organisational arrangements to implement indicators

Step 2: Decide on the scope of the indicators

Step 3: Identify the risk control systems and decide on the outcomes
Step 4: Identify critical elements of each risk control system

Step 5: Establish data collection and reporting system

Step 6: Review

Part 3: Worked example
Risk control systems

References and further information

S

CHEMICAL INDUSTRIES

AOCIATICN






4 5

HS E, Haalth and Salaly

Esscitbvm

HSE

Develumng process safety mcllcatnrs

by-step quide for chemical agid major hazar

lsaing indicator

lagging indicalor

laoging indicatar

lagging indicator
systarn defecls

leading indicator

— Risk control
system(s)
— Worked example

Isading indicator

i leading indicator

¥ leading Indicator

S

CHEMICAL INDLISTRIES
SEEDCUTICN





VCI

3. Definition und Kategorisierung

Schwere

Ereignis
Lagging Indicator .

/ Beinahe Ereignis h
| Near Miss Containment

 [Fehlerim sms]| ~ functional

- Leading Indicator
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Center for Chemical Process Safety
An AIChE Technology Alliance

Process Safety
Leading and Lagging Metrics

2013 2015






CCPS

Revision History.

Interpretations and Examples

Determine whether an incident meets "Process Safety Incident" criteria

Determine the S everity Index of a CONFIRMED Process S afety Incident

View the Chemicals List

‘Search the Chemicals List and View Chemical Details

For additional information,
wisit the AIChE/CCPS

Add a Custom-Named Mixture to the Chemicals List

website:
www. aiche. org/ccps

Remove a Custom-Named Mixture from the Chemicals List

iNTeg-Risk g





GRI

- G3

Environment

Performance Indicators

Aspect: Materials

EN1

EN2

Materials used by weight or volume.

Percentage of materials used that are recycled
input materials.

Aspect: Energy

EN3

ENd

EN5

ENG

EN7

Direct energy consumption by primary energy
SOUrCe.

Indirect energy consumption by primary
SOUrce.

Energy saved due to conservation and
efficiency improvements.

Initiatives to provide energy-efficient

or renewable energy-based products

and services, and reductions in energy
requirements as a result of these initiatives.

Initiatives to reduce indirect energy
consumption and reductions achieved.

Aspect: Water

H ENB Total water withdrawal by source.

Aspect: Biodiversity

EN11 Location and size of land owned, leased,

managed in, or adjacent to, protected areas
and areas of high biodiversity value outside
protected areas.

EN12 Description of significant impacts of activities,

products, and services on biodiversity in
protected areas and areas of high biodiversity

value outside protected areas.

EN13 Habitats protected or restorad.

EN14 Strategies, current actions, and future plans for

managing impacts on biodiversity.

EN15 Number of IUCN Red List species and national

conservation list species with habitats in areas
affected by operations, by level of extinction
risk.

Aspect: Emissions, Effluents, and Waste

EN16 Total direct and indirect greenhouse gas

emissions by weight.

EN17 Other relevant indirect greenhouse gas





IAEA

basic principles
Besides

— Safety

— Safety

— Safety
Extension towards:

— Hierarchy (levels
of KPIs)!

— Specific risk
indicators

5.

CONTENTS

INTRODUCTION L.t s s s s s

PLANT SAFETY: SAFETY ATTRIBUTES ..o s

OPERATIONAL SAFETY PERFORMANCE INDICATORS:
A HIERARCHICAL STRUCTURE ....ooooi it s o s

3.1. Plant operates SMOOLY ....ooovviie o et e e s
3.1.1. Ovwerall indicator: Operating performance .............cccoee e
3.1.2. Ovwerall indicator: State of structures, systems and components {SSC}
3.1.3. Owerall indicator: Events ... e
3.2, Plant operates with 10w FisK ... e
3.2.1. Deterministic approach....
3.2.2. Probabilistic approach ...
3.3. Plant operates with a positive safety attitude ........ocoooeeoieicieicie e e
3.3.1. Ovwerall indicator: Attitude towards safety......cccoeeveiciciinnns
3.3.2. Overall indicator: Striving for improvement ..............c...cc.....

OPERATIONAL SAFETY PERFORMANCE INDICATORS:
CHARACTERISTICS ..o i s s s e

CONCLUSIONS e e e e s s snennnns

ANNEXI:  ABRIEF INTRODUCTION TO SAFETY CULTURE INDICATORS .Y AGENCY

ANNEXIL  RISK BASED INDICATORS i s s seseins

I-1. Introduction ...,

ﬂ /A

Operational safety performance
indicators for
nuclear power plants

\ F l"l.l

\{ (=72

May 2000

I1-2. Problem formulation ...
I3, What indicators ...
[I-3.1.  Global indicator: Plant risk
11-3.2.  Second level indicators ...
[I-4. How to obtain risk based indicators...
II-4.1.  Plant risk indicator: CDF ...
II-4.2.  Initiating event frequency indicator
[I-4.3.  Core damage probability indicator..............iiiii e
II-4.4.  System unavailability indicator
II-5. Use of risk based indicators ...............
[I-5.1.  Short term and long term applications ...... R
1I-5.2.  Backward looking and forward looking applications ..................

ANNEXTIT:  PILOT STUDIES Lottt st s s
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Include different levels of indicators

PERFORMANCE

WHAT

+—» OPERATIONAL SAFETY
ATTRIBUTES

15
REQUIRED
FROM A PLANT
IN ORDER TO

PERFORM
SAFELY?

PARAMETERS THAT
REPRESENT THE
OVERALL LEVEL OF
OPERATIONAL SAFETY
PERFORMANCE

—» OVERALL
INDICATORS

o~ ———

CONVENIENT PARAMETERS —» 2l RATEGIC
INDICATORS
PARAMETERS THAT CAN BE DIRECTLY —» SPECIFIC
MONITORED AND MEASURED INDICATORS

iNTeg-Risk _%_
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Include different levels of indicators

NPP OPERATIONAL
SAFETY
PERFORMANCE
|
I I I

PLANT PLANT PLANT OPERATES
OPERATES OPERATES WITH WITH A POSITIVE ATTRIBUTES

SMOOTHLY LOW RISK SAFETY ATTITUDE

I I | | I [ 1
_ ETATE OF 550 CHALLERGES PLAKT ABILITY T3 GW“E:I:ITION :;I‘II'-INIEE !-T:III:“-':III'- GVE RA LL.
R ;‘*“E‘T:” e Teatrae =ty ki sk EaFETY WERGUEMENT INDICATORS
— T 1 ! I [ ] 1 I | | | | I |
| | | | ] |

STRATEGIC
INDICATORS
L |I A S SPECIFIC
— L - INDICATORS

iNTeg-Risk ﬂ%_
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Include all stakeholders...

Government,
Reg. bodies...

€ (?) General
KPIs  Requirements

Employers,
Plant owners

€
KPls Specific
Requirements

Need for Safety
KPls

4 Employees

Public,
environment

KPIs
Solution, Safety

Solution providers
KP|s.- incl. R&D

iNTeg-Risk _%
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INTeg-Risk Roadmap oo

*an VERIFICATION

SP 1: iNTeg-Risk ERRAS

1" INTEGRATION

_’.

ERRA’s Technology

Sensitive areas...
CO, Sequestration
Ha

B ERRA’s Materials &

Products

Nano / Bio
Advanced materials
Carbon

ERRA’s Production &

Production Networks

—p °

Common template

Outsourcing / Resilient
On-line risk monitoring
Storage &
Transportation of
hazardous materials

B} ErRRA’s Policies

EU and Non-EU
SMEs
“NaTech”

= Reference
solutions

= Reference
documents

= Methods, Tools

Emerging ~
Risks
Technology

Emerging
Risks
Materials &
Products

Emerging Risks
—®Production &
Production
Networks

Emerging
_>Risks:

Policies

(internal)
verification
and pro-area
consolidation

EMERGING RISK
MANAGEMENT
FRAMEWORK
2" INTEGRATION:
Technology, Percep-
tion, Governance,
Communication ...

e iNTeg-Risk
paradigm for
dealing with
emerging risks;
basis for the
Good Practice
Guideline (“Basel
11” for Emerging
risks)

o iNTeg-Risk
Common
guidelines

o iNTeg-Risk
Common
methods and ...

e .. tools for
dealing with
emerging risks

J

SP 3:
INTeg-
Risk
ENISFER

EUROPEAN
NETWORK OF
INDUSTRIAL ~
SYSTEMS AND
FACILITIES FOR
EXPLORATION OF
EMERGING RISKS

e Verification/valid
ation on the =
(only some!)
same ERRAs

e Verification/vali-
dation on new
ERRASs

e Verification/valid [~
ation on one or
more
“integrative”
ERRAs

------------------------------- A y
m “0” Milestone mlst Milestone @2”" Milestone

SP 4:
INTeg-Risk
“One-Stop

Shop” —

emerging risks

INDUSTRY, SMES,
R&D AND THE EU CITIZEN

iNTeg-Risk Good Practice
Guideline for Emerging risks

iNTeg-Risk Safetypedia

iNTeg-Risk Emerging Risk Early
Warning & Monitoring System
iNTeg-Risk Atlas of Emerging

Risks

iNTeg-Risk Reference Library

iNTeg-Risk Suite of Tools
iNTeg-Risk Pre-
Standardization

European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks

iNTeg-Risk Education &
Qualification: The European
Certified Risk Specialist

A
@ 3 Milestone f

SP 5: Project Management & IT Support Structure

Development of innovative methods and tools

>

Integration over
application areas

=

Integration at the EU-
level

Implementation and

Public, Society &

R&D Industry

Education

Legislation, Stan-

SUSTAINABLE USE AFTER

THE PROJECT

iNTeg-Risk
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SP1 -
implementation

INTeg-Risk

of IRGC

Pre-Assessment Risk Appraisal Tolerability and Risk
Acceptability Judgement Management
—————————————— Risk Factors

@d@@bﬁ“

-~ -

Re-do (review) it in
SP3 - according to
ERMF

—, -

- -

- - - -
[ |

(RFs)

Z:Y) KPIs

Is In INTeg-Risk: Levels +

Framework + RFs(RCMs!) +
iIndustrial verification...

iNTeg-Risk _?_
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Uinderstanding

;.-‘
t-;’ Pre-Assessment

SP1 -
Implementati
on of IRGC
framework

FF
e

g ‘_.-"J . -
" Management( Commumication Y Appraisal

Sp1— s Characternisation
implementation y  and Evaluation
of IRGC
Pre-Assessment Risk Appraisal Tolerability and

Acceptability Judgement

—--zz=°%

[ Risk Factors
Q U ...... (RFS)
‘~.~\ |
. kel o} ‘C) LT e
~< 7 Se~e - __:\\-" \ | .-

G o’ KPIs in iNTeg-Risk: Levels +
Re-do (review) it in Framework + RFS(RCMS!) +

iIndustrial verification...

iNTeg-Risk g





INTeg-Risk

SP1-
implementation
of IRGC

Tolerability and

- ' ' Risk
Pre-Assessment Risk Appraisal Acceptability Judgement Management
RN Uy PEELEEE N RlskFactors
Q U Q ------

KPIs

~~

Re-do (review) it in
SP3-according to
ERMF

SP2 — Risk
Factors & KPIs a
part of INTeg-
Risk
ethodology

Indicator

leading indicator

KPIs in INTeg-Risk: Levels +
Framework + RFs(RCMs!) +

iIndustrial verification...

4
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KPIs portfolio

KPIs — Web-Database

« Currently (Sept. 2008):

e From

Industry
Associations
Organizations
Other sources

 KPIs/SPIs
Leading
Lagging
Environment
Safety
Security
Health
Economy

450+ KPlIs

e < @ KP1 Indicators

[ I 2 - B) - @ - :Page - () Tooks

S
HSE Relevance: IA" ":] Leading/Lagging: IA" :"] Source: I*""‘jI :! | F'karl Score viewer I
[T Check All
Records found : 461
Select | No. | Name Formula Source | Edit
OSHA Recordable (Number Recordable injuries x 200,000}/ ; ’

r S Injury Incidence Rate |[(Number of Hours Worked) Government Institutes Edit
|HSE Relevance |safety
|T\rpe of Indicator [Laggiﬂg
|iNT¢g-Risk perspective [1] [[1—(] Human Management
|Balance Score Card Perspective [2] |tnternal Buizness Processes
|IRGC perspective [2] |Rizk Management
|Document of reference [Calculating OSHA-Based Incidence Rates
|Tirg|lt Industry [4] [Ganaril Industry
|Frequency of measure lannuslly
|Categorv Is1 llncidents, rates
|l_ile Cycle [6] [use, exploitation
|Hazard Scenario [Not defined
|Risk control system [net defined
|Commenbs

OSHA Lost Day Injury (Number Lost day cases x 200,000}/
L (2 Case Rate (Number of Hours Worked) S B
L - M 2 OSHA Recordable (Number of Recordable Ilinesses x P ) g e Edit

iNTeg-Risk N4

STVLT | ST





KPIs — Web-Database

KPIs portfolio — How doesTtwork?

Currently (Sept. 2008):

o Select the KPIs from the DB

* Create the check-list

* Fill-out for one or more plants/times
« Evaluate, compare, monitor...

act

.

Search
criteria

Database :>

of KPIs

(

iNTeg-Risk ﬂ%_

STV AT





KPIs portfolio — Worked example

Refineries — KPIs following API guidelines:

3 refineries

KPIs aggregated to scores

Real application

... further development and application in
the industrial project

... further development and
benchmarking in iINTeg-Risk

100%

66%

(ldeal)

Safe zone
Acceptable-as-is

33%

Warning zone
Corrective actions
required

Danger zone )

Activities have to be stoped
until performance is
corrected to acceptable
level

(Totally

0%

unacceptable) —

[9A9] 9|ge1daday

[9A9] a|qe1dadoeun

Safety Critical factors

Max. score

Leadership and Administration 70
Process Safety Information 80
Process Hazard Analysis 100
Management of Change 80
Operating Procedures 80
Safe Work Practices 85
Training 100
Mechanical Integrity 120
Pre-Startup Safety Review 60
Emergency Response 65
Incident Investigation 75
Contractors 45
Assessments 40
TOTAL 1000

iNTeg-Risk

STVLNTY I RAMLWOTE
o






KPIs portfolio — Worked example

Refineries — KPIs

following API
guidelines:

3 refineries

KPIs aggregated to

scores

Real application

ISafety 'l Leading/Lagging: |All

]

216

217

218

219

220

2Z1

222

223

224

Pelicy in manuzls

Policy in various locations

Policy in rule bocklets

Policy referred in training programs

Other communications ways of the policy

-

Source:

BN

OHANDS

Responsibilities for process safety and health issues

Annuzl Safety Objectives

Formal training course

Safety Committee

(5]

T

r

Le

1000

E.g. Plant overall safety
performance

I

I

1

Safety critical
success factor 1
(aggregation of
indicators)

success factor 2
(aggregation of

Safety critical

indicators)

Safety critical
success factor ...
(aggregation of

success factor 13
(aggregation of

indicators)

Safety critical

indicators)

—_—

Safety indicator
1l-a
(score)

Safety indicator
1-b
(score)

Safety indicator
1-c
(score)

Safety indicator
l-e
(score)

Safety indicator
2-e
(score)

[

—

Safety indicator
...-b
(score)

1

Safety indicator
..md
(score)

I

iNTeg-Risk

Safety indicator
13-c
(score)

1

Safety indicator
13d
(score)

I






KPIs portfolio — First examples

Refineries — KPIs following
API guidelines:

e 3refineries

» KPIs aggregated to
scores

* Real application

Safety performance of each plant

Percentage of CSF achievement for each plant

1. Leadership and
Administration

2. Process Safety
formation

3. Process Hazard
Analysis

11. Incident 4. Management of
Investigation Change
10. Emergency 5. Operating
Response Procedures
9. Pre-Startup 6. Safe Work
Safety Review Practices

~———Plant 1
Plant 2
Plant 3

iNTeg-Risk
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‘Grant agreement number: CP-IP 213345-2

Examples INTeg-Risk: Insurance
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Slide 48

Gaps in Emerging Risk Swiss Re
Governance in

IRGC

m failure to detect early warni

set up early warning ?

Pre-Assessment
® inadequate factual scientific kKnowledge

evaluation of available sci data anc esults >KPI?

= omission of knowledge otion

contacting re it stakholders, ptance > KPI'
= failure to recognize fast changes
deviation monitoring >KP1?2
and Evaluation Gﬂlﬂiﬂﬁﬁiﬂg
e

knowledge
about the risk





Swiss Re

Where do we stand with a IT
particular Emerging Ri~k?

(Scientific)

evidence EHS/soc exposure
Risk perception _ . — R

probable. I " fcolecive |
k“ﬂ

Siide 49 how much evidence is required to trigger action?

Claims

Time to impact






Insurance loss model

4 modules

Swiss Re

Hazard

Vulnerability Value distribution

Cover conditions

Slide 50

Mean damage ratio
[% of total sum insured]

Wind gust [m/s]

- Sums insured
- Cover limits
- Deductibles
- Exclusions

- efc.






eXp|05|O Swiss Re






Swiss Re

Nat Cat risk assessment: four modules

Source data Vulnerability Value Insurance
distribution conditions

Maodelling The madelling software functions like a time-lapse camera. All events and resulting event
losses expected to occur over a very long period of time are calculated on the basis of
the data entered into the four modules.

Result
Loss B Loss frequency curve
arnount

Occurrence frequency
Slide 52
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Oil & Gas industry

PERIODICITY

A - PROACTIVE KPI's

A1 - Safe Visits

Number Safe visits carried out M
Mumber Safe Visits planned 7 M
_ M
b
Mumber Actions close-out in due date Q
h |
Mumber Actions planned Q
N -
A2 Potential Incidents
h |
MHumber Reported Potential Incidents [byverage per Unit) M
1
B - REACTIVE KPI's
B1 - Safety
B1.1 - Exposure Hours
-
Exposure Hours - Caompany Employees M
-
Exposure Hours - Contractor Emplayees M
]
Exposure Hours - (Comp + Contr) M
B1.2 - Work Related Injuries
-
Fatality - Campany M
Fatality - Contractor b M

June 2, 2009






Early Recognition, Monitoring and Integrated Management

T[Ir|-| ging, New Technology Related, Risks
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0 PROGRAMME

‘Grant agreement number: CP-IP 213345-2

Examples INTeg-Risk ERRAS
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HIGH >>

Techno Economical

<< LOW

June 2, 2009

Techno Economical vs. Society Oriented

"Balanced" ERRAs

Society &
Technology ERRAs

Techno-
economical ERRAs

C3
E EmB2

m B3

"Society
Oriented" ERRAs

<< LOW Society Orientation HIGH >>

iNTeg-Risk
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Conclusions — ACCEPTED & USED KPIs!

Development of the (new) KPI concepts needs Data Knowledge
practical actions as a follow up

(OECDY) | 7
Consolidation of KPI approaches across JeleEnane - rem e e
industries and countries urgently needed data to knowledge.

Organizations/association have done a lot
already — (big) industry (sometimes) reluctant

Most SPIs/KPIs currently applied across the
industries, rely on

— injury/fatalities rates and
— emission

There is generally lack in the AGREED link to
leading indicators, which often makes KPIs
ineffective as a proactive tool Techno Economical vs. Society Oriented

Many industries and organizations are not rechno.
using KPlIs, but acknowledge the importance
of them as a tool for the risk management and
have an interest for future
implementation/extension of them into their
risk management system (ISO 31000
probably also 140447?)

Importance of tools for practical applications

KPIs as precondition for sustainability and
ICSR (ISO 26000)! Especially of new
technologies!

Model Analysis

«« LOW  Techno Economical  HIGH »»

« W Sodety Ordentasion HIGH >>

iNTeg-Risk ﬂ%_
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Overview of KPIs approaches and practices and their possible use for emerging risks (examples insurance/reinsurance)

A. Jovanovic, EU-VRi, Germany
R. Schneider, Swiss Re


1st iNTeg-Risk Conference, Workshop KPIs/SPIs


June 4, 2009
Stuttgart, Germany


March 25, 2009
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iNTeg-Risk


iNTeg-Risk: Main elements…


Early Recognition, Monitoring and Integrated Management of Emerging, New Technology Related Risks?


June 2, 2009


2


	In other words we talk about (new) technologies, but we concentrate on:


(new) Emerging risks
and focus onto their


Early recognition


Monitoring (once recognized)


Integrated management











iNTeg-Risk





Cornerstones of the technical solutions


June 2, 2009


iNTeg-Risk solution based on:



common framework based on


IRGC and 


Shape-Risk solutions


common language (UML of emerging Risks, UML - Unified Model Language)


CMMI (Capability Maturity Model Integration) 


Life Cycle Analysis (LCA)


common metrics (based on KPIs) – Key Performance Indicators


common tools








IRGC
Framework





KPIs of/for 
emerging risks








iNTeg-Risk


KPIs iNTeg-Risk DoW





LANGUAGE & METRICS:
This is a new common language (the iNTeg-Risk Unified Model Language - UML)  and metrics, based on KPIs, for management of emerging risks in industry.
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Feel & measure


June 2, 2009
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Once upon a time, there were four blind men who very much wished to know what an elephant looked like, but, being blind, could do nothing but feel it with their hands. The fat blind man, reaching out with his hand, first felt the elephant’s tusk, and said, "I got it, the elephant is like a great, thick, smooth radish." The tall blind man's hand first touched the elephant's ear, and he shouted, "No, no, the elephant is clearly like a great fan!"  "The elephant is just a big pillar," said the short blind man, as he felt the elephant's leg.  But the old blind man said, "Huh? The elephant is not so big, because, it's nothing more than a length of rope."  The four blind men quarreled without end, all insisting that the part they had felt was the true shape of an elephant.  But in reality?  None of them were right.


Or, maybe, all of them were right?








iNTeg-Risk


Some of Results Expected in iNTeg-Risk 


(excerpt)


management - improve possibilities to model, measure and compare emerging risks (e.g. by means of KPIs) and/or the “total impact” of emerging risks 
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KPIs for Emerging (iNTeg-Risk) RISKS…


New & emerging = OSHA definition!


Not known / recognized previously


Known previously, but now seen from a new perspective


Known previously, but recognized as risk only recently due to new scientific or other evidence 


Increasing level or number of people exposed
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KPIs for Emerging (iNTeg-Risk) RISKS…


June 2, 2009
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What “New Technologies”?


… technologies possibly being source of real or perceived risks


… technologies of a broader public (e.g. EU or global) concern 


 … technologies not having the established and widely accepted risk management or governance system


… technologies needing an “integrated response” 


… examples – authorities, insurances, companies, …








iNTeg-Risk


KPIs for Emerging (iNTeg-Risk) RISKS…


KPIs should help us bring transparency/comparability!  


The differences between 


“risk calculated” (“numbers”)
“real risk” and “risk perceived”
(“feelings”)


Importance of the “feelings”


“feelings” define the baseline, 
“numbers” can only correct – if they 
ever get a chance for that!


Interactivity & communication in BOTH directions


from “feelings” to “numbers”: e.g. include people’s 
fears into the analysis of scenarios, and from “numbers” to “feelings”: e.g. present numbers in such a way that the “feelings” can understand it (grandma?)


Communication & reasoning 


rules & “rules”, stances,
precise language


June 2, 2009
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“Risk perceived”


“Risk calculated”


“Risk perceived”


“Risk calculated”


“Risk calculated”


“Risk perceived”


“correction”


“baseline”








iNTeg-Risk


KPIs for iNTeg-Risk TECHNOLOGIES…


“New Technologies” in iNTeg-Risk used also as a synonym for “applications” 


Applications we looked for need to be “representative for emerging risks”


Result: 
The 17 iNTeg-Risk 
ERRAs 
… in 4 groups


New (production) technologies


New materials and products


New technologies & 
production networks


New policies
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KPIs for iNTeg-Risk TECHNOLOGIES…


New (production) technologies


New materials and products


New technologies & 
production networks


New policies
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			Nr			Name			Responsible Partner


			A			EMERGING RISKS - NEW TECHNOLOGIES			UNIBO (CONPRICI)


			A1			CO2 capture and sequestration, both technical risks and governance risk			HSE-HSL


			A2			Insurance and re-insurance aspects of emerging risks including the security-related (HSSE) emerging risks of new technologies			Swiss Re


			A3			Emerging risks related to the industrial use of automated and un-manned surveillance of industrial infrastructure			GDF


			A4			Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and offshore			D'Apollonia


			A5			Safety and security of underground hubs with interconnected transportation services and shopping centers			VSH Hagerbach











A3?








iNTeg-Risk


iNTeg-Risk: TECHNOLOGIES…


New (production) technologies


New materials and products


New technologies & 
production networks


New policies
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			Nr			Name			Responsible Partner


			B			EMERGING RISKS - NEW MATERIALS AND PRODUCTS			EU-VRi


			B1			Public health and medical issues related to monitoring of emerging risks in production, storage and transport of nano-materials on industrial scale in small and medium enterprises (SMEs)			Novineon


			B2			Emerging risks related to advanced storage technologies for hazardous materials (including H2)			BAM


			B3			Emerging risks related to development and use of advanced engineering materials, composite materials  			KMM-VIN








B2?








iNTeg-Risk


iNTeg-Risk: TECHNOLOGIES…


New (production) technologies


New materials and products


New technologies & 
production networks


New policies
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			Nr			Name			Responsible Partner


			C			New technologies & production networks			SINTEF


			C1			Challenges to safety posed by outsourcing of critical tasks – in oil, gas, petrochemical and construction industries			DTU


			C2			Remote operation in environmentally sensitive areas			SINTEF


			C3			On-line risk-monitoring and assessment of emerging risks in conventional industrial plants – monitoring of risks beyond the design/regulatory basis			BZF


			C4			Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield implications) and their inclusion in the normal HSSE practice			HSE-HSL


			C5			Security of energy supply and related emerging risks			JRC








C2?








iNTeg-Risk


iNTeg-Risk: TECHNOLOGIES…


New (production) technologies


New materials and products


New technologies & 
production networks


New policies
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			Nr			Name			Responsible Partner


			D			EMERGING RISKS - RELATED POLICIES			R-Tech


			D1			Definition of KPIs for emerging risks for selected industry case studies, including CSR aspects of emerging risks			DNV


			D2			Integrated approach on emerging risks related to the implementation of European safety legislation on SMEs and its application on companies working in Distributed Energy Resources (DER)			LEIA


			D3			Emerging risks related to interaction between natural hazards and technologies at community level			INERIS


			D4			Emerging risks related to hazardous substances, impact on public health and relations with REACH and GHS			RIVM











D2?
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KPIs / SPIs  … NOT Synonyms! 


Safety performance vs. Key Performance Indicators?


A concept everybody is talking about… and no common understanding available!


Increasing importance in business, management and technology … and social responsibility “measurand” for companies


business and social value
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Indicators … 


(Safety) Indicators


(Safety) Performance indicators (SPI)


Key (Safety) performance indicators (KPI)


Safety as a “function” of 
Transparency, Trust, Sustainability!





… lagging 
>> Outcome 
indicators 


… leading 
>> Activity 
indicators 
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KPIs Survey for CEN





Currently (Sept. 2008): 


International survey


Done for CEN


Report in Oct. 2008


Closing end of September





Confirmed the needs for KPIs and standardization! 
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KPIs Survey for CEN





Currently (Sept. 2008): 


International survey


Done for CEN


Report in Oct. 2008


Closing end of September





Confirmed the needs for KPIs and standardization! 
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Tools


 Database(ERRA A2)


 Search 


 Aggregate


 Application


BM


Max








 GRI G3


 Global  Compact (UN)


 DNV






ISO  26000


ISO  31000


ISO  18000


ISO 14000..40144











CHEMICAL


OECD


CEFIC


VCI


CCPS


PETRO


API


SHELL


NUCLEAR


IAEA


EDF… 


OTHERS…





						How?/Which?									


			WHAT			T			H			R			C


			Risk			...									


			Envirionment			..			..						


			Toxicity			...			..			...			


			…												








  (IRGC)


 (ShapeRisk)





iNTeg-Risk





iNTeg-Risk





iNTeg-Risk KPIs for Emerging Risk














Indicators … “classic examples”  











iNTeg-Risk
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Indicators … “classic examples”  
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KPIs / SPIs


A concept everybody is talking about…


Definition(s)?


API 2005: Indicators: 
To t he extent feasible, information should be reported in terms that can be quantitatively measured. Reporting companies are encouraged to present data using generally accepted international units and provide standard conversion factors to enable conversions to other commonly used measurement units. However, not all indicators can be quantified, in which case the use of qualitative indicators (e.g., case studies, process or management system descriptions) is also encouraged.


OECD 2008: Indicators: 
term … used to mean observable measures that provide insights into a concept – safety - that is difficult to measure directly. Examples of two types of indicators are:


Activities indicators are designed to help identify whether enterprises/organisations are taking actions believed to lower risks (e.g., the types of actions described in the Guiding Principles); and


Outcome indicators are designed to help measure whether such actions are, in fact, leading to less likelihood of an accident occurring and/or less adverse impact on human health or the environment from an accident.
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Challenges


	The consent often seriously challenged by:


lack of the internationally and/or trans-sectorial recognized and accepted references and de facto standards


lack of consistency between the higher-level indicators (e.g. those dealing with corporate responsibility or business continuity) and the safety related ones


differences, incompatibilities and, often, respective exclusion of similar indicators used in different branches of industry (e.g. chemical industry vs. nuclear industry vs. IT


particular difficulties present in the area of “new technologies” (e.g. nano, H2, CO2, renewables, … )


gap between the (widely agreed) theoretical concept, on one side, and practical application related publicly available agreed “examples of good practice”, on the other side


“high profile” of KPI/SPI activities, often considered to be privilege of big and rich stakeholders only, in a way a luxury which an SME, for instance, cannot afford








iNTeg-Risk





23





So, what to do?


Support and make sustainable 
initiatives like:


OECD


API


HSE


IAEA


Responsible Care


…


Include different levels of indicators


Include all stakeholders 


Embed the idea into “other” project and activities


Coordinate/concert all of the above 


Do it at your own door-step, in your own (daily) business


	Here: Example of EU-VRi / Steinbeis Advanced Risk Technologies activities and projects…
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OECD


largely improved the situation in terms of guidelines and anchoring of basic references…


Chemical industry…


Practical level?





OECD Guidance on
SAFETY PERFORMANCE INDICATORS
Guidance for Industry, Public Authorities and Communities for Developing 
SPI Programmes (A Companion to the OECD Guiding Principles) 
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OECD


basic principles…








OECD Guiding Principles for Chemical 
Accident Prevention, Preparedness and Response  
Guidance for Industry (including Management and Labour),
Public Authorities, Communities and other Stakeholders
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API


basic principles


Besides


Health


Safety


Environment


Extension towards:


CSR


Economy


…
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HSE


basic principles


Besides


Health


Safety


Environment


Extension towards:


“6 steps”


Management system


Risk control system(s)


Worked example


…
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HSE


basic principles


Besides


Health


Safety


Environment


Extension towards:


“6 steps”


Management system


Risk control system(s)


Worked example


…
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VCI
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CCPS
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CCPS
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GRI 

– G3
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IAEA


basic principles


Besides


Safety


Safety


Safety


Extension towards:


Hierarchy (levels of KPIs)!


Specific risk indicators


…
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Include different levels of indicators
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Include different levels of indicators
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Include all stakeholders…





KPIs


KPIs


KPIs


KPIs


KPIs


KPIs


KPIs
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KPIs in iNTeg-Risk: Levels + Framework + RFs(RCMs!) + industrial verification… 








iNTeg-Risk
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KPIs in iNTeg-Risk: Levels + Framework + RFs(RCMs!) + industrial verification… 








SP1 – implementation of IRGC framework
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KPIs in iNTeg-Risk: Levels + Framework + RFs(RCMs!) + industrial verification… 








SP2 – Risk Factors & KPIs a part of iNTeg-Risk Methodology


iNTeg-Risk
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KPIs portfolio


Currently (Sept. 2008): 450+ KPIs


From


Industry


Associations


Organizations


Other sources


KPIs/SPIs


Leading


Lagging


Environment


Safety


Security


Health


Economy


KPIs – Web-Database 
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KPIs portfolio – How does it work?


Currently (Sept. 2008): 


Select the KPIs from the DB


Create the check-list


Fill-out for one or more plants/times


Evaluate, compare, monitor…


act 


KPIs – Web-Database 








Database of KPIs


Selection of a subset of KPIs according to the industry case selected.








Implementation of subset of KPIs to the selected industry case

















Search                        criteria
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KPIs portfolio – Worked example


Refineries – KPIs following API guidelines: 


3 refineries


KPIs aggregated to scores


Real application 


… further development and application in the industrial project


… further development and benchmarking in iNTeg-Risk


			Safety Critical factors			Max. score


			Leadership and Administration			70


			Process Safety Information			80


			Process Hazard Analysis			100


			Management of Change			80


			Operating Procedures			80


			Safe Work Practices			85


			Training			100


			Mechanical Integrity			120


			Pre-Startup Safety Review			60


			Emergency Response			65


			Incident Investigation			75


			Contractors			45


			Assessments			40


			TOTAL			1000
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KPIs portfolio – Worked example


Refineries – KPIs following API guidelines: 


3 refineries


KPIs aggregated to scores


Real application 
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KPIs portfolio – First examples


Refineries – KPIs following API guidelines: 


3 refineries


KPIs aggregated to scores


Real application 
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API 581 subset of KPIs





Implementation of API KPIs in Plants 1, 2 and 3
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Examples iNTeg-Risk: Insurance





June 2, 2009
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Gaps in Emerging Risk Governance
IRGC





 failure to detect early warnings


set up early warning system > KPI?


 inadequate factual scientific knowledge


evaluation of available sci data and study results >KPI? 


 omission of knowledge related to public perception


contacting relevant stakholders, evaluate acceptance > KPI?


 failure to recognize fast changes in systems


deviation monitoring >KPI?
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Where do we stand with a particular Emerging Risk?





(Scientific) evidence


Risk perception


Claims














First risk- related 
studies


Indication of 
EHS/soc risks


Risk & exposure
assessment


Cause/effect 
relationship





Expert journals





Popular media





Public debate





Solution phase





Claims probable





Claims filed





Claims non - collective





Class action





Up to 5 yrs





5 – 10 yrs





10 – 20 yrs





More than
20 yrs


























  Time to impact


how much evidence is required to trigger action?
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Insurance loss model
4 modules





Hazard


Vulnerability


Value distribution


Cover conditions


Sums insured


Cover limits


Deductibles


Exclusions 


etc.    


How often / how strong?


How well built and protected?








What exactly is covered ...     
where...                and how? 
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Liquefied Natural Gas (LNG) tanker explosion Boston Liquefied Natural Gas (LNG) terminal serves as a major route to import LNG as energy source to mainland USA












Hazard


Vulnerability


Value distribution


Cover conditions
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Nat Cat risk assessment: four modules
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Examples iNTeg-Risk: Plants 
(Oil & Gas industry)





June 2, 2009
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Oil & Gas industry


June 2, 2009
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June 2, 2009
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iNTeg-Risk


Techno Economical vs. Society Oriented


A1 	A2 	A3 	A4 	A5 	B1 	B2 	B3 	C1 	C2 	C3 	C4 	C5 	D1 	D2 	D3 	D4 	0	1.6666666666666667	0.66666666666666663	0.33333333333333331	-0.33333333333333331	1.3333333333333333	-1.3333333333333333	-2	1	1.3333333333333333	-1.6666666666666667	-0.33333333333333331	-1.3333333333333333	0.66666666666666663	0.66666666666666663	1	1.3333333333333333	1.3333333333333333	-0.33333333333333331	0.33333333333333331	0.66666666666666663	0.66666666666666663	0	0.66666666666666663	0.33333333333333331	-0.66666666666666663	0.33333333333333331	0.66666666666666663	1	0	-1	-0.33333333333333331	1	0.33333333333333331	<< LOW       Society Orientation HIGH >>


<<  LOW       Techno Economical       HIGH >>





Conclusions – ACCEPTED & USED KPIs!


Development of the (new) KPI concepts needs practical actions as a follow up
(OECD!)


Consolidation of KPI approaches across industries and countries urgently needed 


Organizations/association have done a lot already – (big) industry (sometimes) reluctant


Most SPIs/KPIs currently applied across the industries, rely on 


injury/fatalities rates and 


emission


There is generally lack in the AGREED link to leading indicators, which often makes KPIs ineffective as a proactive tool


Many industries and organizations are not using KPIs, but acknowledge the importance of them as a tool for the risk management and have an interest for future implementation/extension of them into their risk management system (ISO 31000 probably also 14044?)


Importance of tools for practical applications


KPIs as precondition for sustainability and iCSR (ISO 26000)! Especially of new technologies!
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KPIs  –  Measuring things difficult to  measure …    In the business world, the Key Performance Indicators (KPI) are financial  and non - financial metrics used to quantify objectives to reflect strategic  performance of an organization. KPIs are frequently used  to "value" difficult  to measure activities such as the benefits of leadership development,  engagement, service and satisfaction. KPIs are typically tied to an  organization's strategy (as exemplified through techniques such as the  Balanced Scorecard). They  help an organization to measure progress towards  their organizational goals, especially toward difficult to quantify knowledge - based processes. A KPI is a key part of a measurable objective.   



iNTeg - Risk Box  “KPIs”  
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KPIs – Measuring things difficult to measure … 





In the business world, the Key Performance Indicators (KPI) are financial and non-financial metrics used to quantify objectives to reflect strategic performance of an organization. KPIs are frequently used to "value" difficult to measure activities such as the benefits of leadership development, engagement, service and satisfaction. KPIs are typically tied to an organization's strategy (as exemplified through techniques such as the Balanced Scorecard). They help an organization to measure progress towards their organizational goals, especially toward difficult to quantify knowledge-based processes. A KPI is a key part of a measurable objective. 
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New & emerging risks:



 



The risk is considered new



 



& emerging



 



if: 



 



(a)



 



the risk was previously 



not recognized



 



and is caused by 



new processes, new technologies, new 



ways of working



, 



or social or organizational change (e.g. risks linked with 



nanotechnology, biot



echnology, ICT technologies, new 



chemicals, 



effects of globalization 



etc); or, 



 



(b)



 



a long



-



standing issue is newly considered as a risk due 



to a change in social or public perceptions (e.g. stress, 



bullying); or, 



 



(c)



 



new scientific knowledge allows a long



-



standin



g issue 



to be identified as a new risk, e.g. in the situations where 



cases have existed for many years without being 



identified as risk because of, e.g., lack of scientific 



knowledge.



 



The risk is increasing if the number of hazards leading to the 



risk is g



rowing, or the likelihood of exposure to the hazard 



leading to the risk is increasing, (exposure level and/or the 



number of people exposed), or effect of the hazard is getting 



worse (e.g. seriousness of health effects and/or the number of 



people affected).



 



see: European Agency for Safety and Health EU



-



OSHA 2005, 



Risks Observatory 



http://riskobservatory.osha.europa.eu/
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New & emerging risks: The risk is considered new & emerging if: 





the risk was previously not recognized and is caused by new processes, new technologies, new ways of working, or social or organizational change (e.g. risks linked with nanotechnology, biotechnology, ICT technologies, new chemicals, effects of globalization etc); or, 





a long-standing issue is newly considered as a risk due to a change in social or public perceptions (e.g. stress, bullying); or, 





new scientific knowledge allows a long-standing issue to be identified as a new risk, e.g. in the situations where cases have existed for many years without being identified as risk because of, e.g., lack of scientific knowledge.





The risk is increasing if the number of hazards leading to the risk is growing, or the likelihood of exposure to the hazard leading to the risk is increasing, (exposure level and/or the number of people exposed), or effect of the hazard is getting worse (e.g. seriousness of health effects and/or the number of people affected).





see: European Agency for Safety and Health EU-OSHA 2005, Risks Observatory � HYPERLINK "http://riskobservatory.osha.europa.eu/" ��http://riskobservatory.osha.europa.eu/�
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build the common 
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partners concerned by the above emerging r
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ERRAs: Emerging Risks Representative (industrial) Applications are significant examples of applications related to industrial safety (emerging risks). Solutions for the these single, specific problems related to emerging risks should allow to capitalize upon and, by generalizing the solutions, build the common European approach to emerging risk. 





Each ERRA is a triplet containing: (a) one significant emerging risk related issue/topic, (b) one or more industrial partners concerned by the above emerging risk(s), and (c) one or more R&D partners having proven excellence in providing solutions for the above emerging risk(s). They also provide the test-bed for the developed integrated methods, tools and the whole system..
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Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

NGRSk

PROGRAMME

Grant agreement number: CP-IP 213345-2

OECD Guidance on Developing Safety Performance
Indicators related to Chemical Accident Prevention,
Preparedness and Response

— Potential for application to areas of emerging risks

Mark Hailwood
Chair OECD Working Group on Chemical Accidents

Laurence Cusco & Diego Lisbona
HSL, UK
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LABORATORY





SEVENTH FRAMEWORK
PROGRAMME

Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

INTegERiske s :

Grant agreement number: CP-IP 213345-2

Historical background

« OECD Working Group on Chemical Accidents developed the “Guiding
Principles for Chemical Accident Prevention, Preparedness and Response”
(1992, 2nd. Ed. 2003)

* In 1998, French proposal to measure the effectiveness of specific elements of the
Guiding Principles

Recognised challenges associated with difficult mandate

» First Group of Experts (Working Group) established

Six meetings between 1999 and 2001

Reviewed existing experience in this area

Identified objectives and scope

Developed 2003 Interim version of the Guidance

Created Pilot Programme in light of the fact that it was “breaking new ground” and lingering

iIssues/concerns

HEALTH & SAFETY HSE

LABORATORY
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Early Recognition, Monitoring and Integrated Management

" of Emerging, New Technology Related, Risks

SEVENTH FRAMEWOR
 PROGRAMME Grant agreement number: CP-IP 213345-2

OECD Guidance on Safety Performance Indicators
(2003)

« Authored by experts from Canada, Sweden and the US

* Published in 2003 as an “interim publication” to provide opportunity
to test approach

« Served as tool to develop or review an SPI Programme
 Encouraged users to tailor to specific needs (not prescriptive)

* Focused on providing a comprehensive menu of both outcome and
activities indicators

 Developed interactive website, with tools to search text and to help
users develop own SPI Programme

ww S XE
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Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

Pilot Programme to test the OECD Guidance on
SPIs

* Volunteers from all stakeholder groups

» Results were generally positive

« Several important recommendations:

» Assistance needed to get started developing an SPI Programme
o Text not very applicable for emergency responders

* Further guidance on metrics needed

 New Group of Experts established to revise the Guidance, in light of
Pilot Programme and other developments

 Looked at what others were doing (what was working well)
 Met twice to finalise text, create more user-friendly Guidance
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of Emerging, New Technology Related, Risks

INEE=ERISS

SEVENTH FRAMEWORK
PROGRAMME

Other SPI /KPI Initiatives (1)

« United Kingdom

— Health and Safety Executive (HSE)
together with the Chemical
Industries Organisation (CIA)
developed a publication (2006):
Developing process safety
Indicators: A step-by-step guide for
chemical and major hazard
Industries (HSG254).

Early Recognition, Monitoring and Integrated Management

Grant agreement number: CP-IP 213345-2

HSE

Developing process safety indicators
step guide for chemical agd major hazard industries

Cal an OF |

ww S XE
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Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

.
A L 2 ‘

SEVENTH FRAMEWOR
 PROGRAMME Grant agreement number: CP-IP 213345-2

Developing process safety indicators (HSG254)

» First published in 2006

» Six step approach

 Two types of indicators ‘leading’ and ‘lagging’ indicators (dual
assurance) for each Risk Control System (RCS)
— Measurement system can be tailored to Organizational to
Installation levels

— Different RSC weightings depending on criticality (installation
specific)
* Fully worked example (bulk chemical storage site)

— Collective need for the chemical and major hazard sectors to
demonstrate that risks are being adequately controlled
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Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

INTe RSk

SEVENTH FRAMEWORK
PROGRAMME

Grant agreement number: CP-IP 213345-2

Developing process safety indicators (HSG254)

Scope of the system

Organisational |:> Organisational level
G::> Arrangements Hazard scenarios & Causes E@

Performance review

Review _
Process management system Identify RCS
Scope Set lagging indicator
Tolerances
Q:I Data collection & <:| Identify Critical elements d
reporting Set leading indicators

% ¥

HEALTH & SAFETY HSE

LABORATORY
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SEVENTH FRAMEWORK
PROGRAMME

Developing process safety indicators (HSG254)

lagging indicator

lagging indicaior

lagging indicatos

lagging indicator
system defects

leading indicalor

leading indicator

/ leading indicator

leading indcator

James Reason (1997)

w
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AL il Grant agreement number: CP-IP 213345-2

Developing process safety indicators (HSG254)

Desired safety outcomes RISK Process controls

No unexpected loss of containment due Plant or equipment in unsafe ing Inspection and maintenance systems

to failure of flexi hoses, couplings, condition
pumps, valves, flanges, fixed pipes, bulk
tanks or instrumentation
A
OUTPUTS INPUTS
e
B
LEADING INDICATORS
LAGGING INDICATOR Percentage of safety critical plant/equipment that performs to

specification when inspected or tested
Number of unexpected loss of containment incidents due to
failure of flexi hoses, couplings, pumps, valves, flanges, fixed Percentage of maintenance actions identified which are

pipes, bulk tanks or instrumentation completed to specified timescale
» EE
»
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Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

L iNTe ARk

PROGRAMME

Grant agreement number: CP-IP 213345-2

Examples of application of HSG254

« Guidance on management of ageing and thorough reviews of ageing

installations (Offshore Information Sheet 4/2009)
http://www.hse.gov.uk/offshore/infosheets/is4-2009.pdf

High level ¢ Investment and long-term planning: a commitment to
proactive investment

¢ Planning for success: providing competent staff and

sufficient resource

A role for technical engineering input into senior

management decision making

Trend analysis of safety critical elements

Reviews of maintenance strategy

Root cause analysis for ongoing maintenance problems

Number of temporary repairs in place

ESD valve closure times

Deluge systems (KPI measure might be number of nozzle

blockages per test or time taken for water to flow out of

remote nozzles)

Mid level

Lower level

ww S XE
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SEVENTH FRAMEWORE.
PROGRAMME

Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

INTEgERiSk

Grant agreement number: CP-IP 213345-2

Examples of application of HSG254
Operational level procedures Management level information, Organisational level
requiring measurement of e.g. information, e.g.
information relevant to ageing, oTrend analyses eCompetency
e.g. eReviews records
eMaintenance eRoot cause analyses eResource
e|nspection eAssesments of specific ageing allocations
eTesting of SCEs equipment items, systems etc

\ Selection of representative topics to /

indicate performance on ageing

!

Choice of specific measurable KPI(s)
for each topic

Safety Performance Indicators in the Explosives Sector (Hazards
XXI, Manchester, November 2009)

HSE Web communities Chemical Industries Process Safety

Performance Measures
http://webcommunities.hse.qgov.uk/inovem/inovem.ti/group/chemicalindustries.pspm/grouphome
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of Emerging, New Technology Related, Risks
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Grant agreement number: CP-IP 213345-2

Other SPI /KPI Initiatives (2)

U S A Process Safety Leading and Lagging Metrics

— Center for Chemical Process Safety

--.You don't improve what you don'f measure

(CCPS) initiative - publication in 2006

=

“To continuously improve upon process [ e

safety performance, it is essential that
companies in the chemical and petroleum
Industries implement effective leading and
lagging process safety metrics.

CCPS has filled this need through a
diverse, international effort leading to the
publication of recommended process safety
metrics.”

— You Don’t Improve What you Don’t

Measure
w:w Q EE
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Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

OECD Guidance on Developing Safety
Performance Indicators (2008)

 Document reorganised

 New chapter with step-by-step guidance on how to develop an SPI
Programme

* Prior text (menu of outcome and activities indicators) in new Chapter
3 revised in light of experience

* Divided into two publications:

— For Industry

— For Public Authorities/Communities
* Focused guidance for emergency response personnel
 Expanded annexes with more guidance on metrics
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_of Emerging, New Technology Related, Risks

L iNTieaERisk —

PROGRAMME Grant agreement number: CP-IP 213345-2

7 Early Recognition, Menitoring and Integrated Management

STEP ONE

i Core 7-Step
Process

STEP TWO
Identify the Key
Issues of Concern

e Process to create and
Implement an SPI

STEP SEVEN STEP THREE

Evaluate and Refine Define Outcome Programme

Safety Performance Indicator(s) and

Indicators Related Metrics

« Steps 2to 7 are a cycle
of continuous
Improvement, with Steps

STEP SIX STEP FOUR 3 and 4 often being

Act on Findings from Define Activities

Safety Performance Indicator(s) and Iteratlve.

Indicators Related Metrics

STEP FIVE
Collect the Data
and Report Indicator
Results






Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

OECD Guidance on SPIs — Use by Industry

 To assess whether they are implementing appropriate chemical
safety programmes and policies

* To help to determine the extent such programmes and policies are
making a difference

* To identify whether there is appropriate emphasis on different
aspects of safety management

* To set priorities for future investment of resources

 To communicate with public authorities with regard to the
effectiveness and suitability of the safety management system
(demonstration of compliance)

* To facilitate co-operation with public authorities, other enterprises

and the local community
. <>
-y B.Q HSE
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Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

OECD Guidance on SPIs — Use by Authorities

 To provide a tool to respond to the question: what is our contribution
to improved safety and assess whether their activities are leading to
overall improvements

» To facilitate co-operation with industry and motivate industry to
Improve safety, helping to establish priorities for inspections and
Identifying areas that should be considered during inspections and
reviews

» To facilitate co-operation with communities/public and other
stakeholders concerning safety and help to identify gaps in
regulations and policies

 To measure the performance of public authorities

ww S XE
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Early Recognition, Monitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

OECD Guidance on SPIs — Use by Communities

 To encourage the involvement of communities in prevention,
preparedness and response related to accidents involving
hazardous substances

« To provide tools for communities to measure their own performance
with respect to accident prevention, preparedness and response

 To assess the performance of members of communities in the
vicinity of hazardous installations

» To facilitate co-operation with industry and public authorities and
motivate them to improve safety
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Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

Safety Performance Indicators (SPIs)

 Two Types of Indicator considered:
— Qutcome Indicators: designed to assess whether safety related
actions have reached their desired goals

— Activities Indicators: designed to help identify whether organisations
are taking actions believed necessary to reduce risks

« Guidance does not specify which indicators should be applied by an
Individual organisation — it focusses on the process of establishing
an SPI programme.

» Guidance provides a menu of possible outcome indicators and
activities indicators to help organisations towards choosing
appropriate indicatores for their own situation.
w:w Q =12
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Early Recognition, Menitoring and Integrated Management
of Emerging, New Technology Related, Risks

PROGRAMME

Grant agreement number: CP-IP 213345-2

Potential Application of SPIs to emerging risks

 Emerging Risks could have a substantial impact on the environment
or society.

* Once identified Emerging Risks need to be managed effectively with
appropriate control mechanisms.

 There is therefore a parallel between chemical accident / process
safety management and the management of Emerging Risks which
should allow the application of similar assessment tools to the
management systems.

« This should in turn enable effective resource control, improved
communication and provide feedback on the effectiveness of control
measures and management activities.
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Any questions?

THANK YOU

dieqgo.lisbona@hsl.gov.uk

Fire & Process Safety Unit
Health and Safety Laboratory
Harpur Hill, Buxton

SK17 9JN, UK

Tel.: +44 (0)1298 218946
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OECD Guidance on Developing Safety Performance Indicators related to Chemical Accident Prevention,  Preparedness and Response 


– Potential for application to areas of emerging risks 


Mark Hailwood


Chair OECD Working Group on Chemical Accidents





Laurence Cusco & Diego Lisbona


HSL, UK











Historical background


			OECD Working Group on Chemical Accidents developed the “Guiding Principles for Chemical Accident Prevention, Preparedness and Response” (1992, 2nd. Ed. 2003)








			In 1998, French proposal to measure the effectiveness of specific elements of the Guiding Principles


			Recognised challenges associated with difficult mandate





			First Group of Experts (Working Group) established


			Six meetings between 1999 and 2001


			Reviewed existing experience in this area


			Identified objectives and scope


			Developed 2003 Interim version of the Guidance


			Created Pilot Programme in light of the fact that it was “breaking new ground” and lingering issues/concerns














OECD Guidance on Safety Performance Indicators (2003)


			Authored by experts from Canada, Sweden and the US


			Published in 2003 as an “interim publication” to provide opportunity to test approach


			Served as tool to develop or review an SPI Programme


			Encouraged users to tailor to specific needs (not prescriptive)


			Focused on providing a comprehensive menu of both outcome and activities indicators


			Developed interactive website, with tools to search text and to help users develop own SPI Programme














Pilot Programme to test the OECD Guidance on SPIs


			Volunteers from all stakeholder groups


			Results were generally positive


			Several important recommendations:


			Assistance needed to get started developing an SPI Programme


			Text not very applicable for emergency responders


			Further guidance on metrics needed


			New Group of Experts established to revise the Guidance, in light of Pilot Programme and other developments


			Looked at what others were doing (what was working well)


			Met twice to finalise text, create more user-friendly Guidance














Other SPI /KPI Initiatives (1)


			United Kingdom


			Health and Safety Executive (HSE) together with the Chemical Industries Organisation (CIA) developed a publication (2006):


Developing process safety indicators: A step-by-step guide for chemical and major hazard industries (HSG254). 














Developing process safety indicators (HSG254)


			First published in 2006


			Six step approach 


			Two types of indicators ‘leading’ and ‘lagging’ indicators (dual assurance) for each Risk Control System (RCS)


			Measurement system can be tailored to Organizational to Installation levels


			Different RSC weightings depending on criticality (installation specific)


			Fully worked example (bulk chemical storage site)


			Collective need for the chemical and major hazard sectors to demonstrate that risks are being adequately controlled 














Developing process safety indicators (HSG254)








Organisational Arrangements


Scope of the system


Organisational level


Hazard scenarios & Causes


Performance review


Identify RCS 


Set lagging indicator


Identify Critical elements


Set leading indicators


Review


Process management system


Scope


Tolerances


Data collection & 


reporting











Developing process safety indicators (HSG254)








James Reason (1997)











Developing process safety indicators (HSG254)

















Examples of application of HSG254





			Guidance on management of ageing and thorough reviews of ageing installations (Offshore Information Sheet 4/2009)





	http://www.hse.gov.uk/offshore/infosheets/is4-2009.pdf








				High level 



				· Investment and long-term planning: a commitment to proactive investment




· Planning for success: providing competent staff and sufficient resource




· A role for technical engineering input into senior management decision making







				Mid level 



				· Trend analysis of safety critical elements




· Reviews of maintenance strategy




· Root cause analysis for ongoing maintenance problems







				Lower level 



				· Number of temporary repairs in place




· ESD valve closure times




· Deluge systems (KPI measure might be number of nozzle blockages per test or time taken for water to flow out of remote nozzles)

















Examples of application of HSG254



































			Safety Performance Indicators in the Explosives Sector (Hazards XXI, Manchester, November 2009)


			HSE Web communities Chemical Industries Process Safety Performance Measures http://webcommunities.hse.gov.uk/inovem/inovem.ti/group/chemicalindustries.pspm/grouphome





Operational level procedures requiring measurement of information relevant to ageing, e.g.


			Maintenance


			Inspection


			Testing of SCEs





Management level information, e.g. 


			Trend analyses


			Reviews 


			Root cause analyses


			Assesments of specific ageing equipment items, systems etc





Organisational level information, e.g.


			Competency records


			Resource allocations





Selection of representative topics to indicate performance on ageing


Choice of specific measurable KPI(s) for each topic











Other SPI /KPI Initiatives (2)


			USA


			Center for Chemical Process Safety (CCPS) initiative  - publication in 2006


			“To continuously improve upon process safety performance, it is essential that companies in the chemical and petroleum industries implement effective leading and lagging process safety metrics.


CCPS has filled this need through a diverse, international effort leading to the  publication of recommended process safety metrics.” 


			You Don’t Improve What you Don’t Measure














OECD Guidance on Developing Safety Performance Indicators (2008)


			Document reorganised


			New chapter with step-by-step guidance on how to develop an SPI Programme


			Prior text (menu of outcome and activities indicators) in new Chapter 3 revised in light of experience


			Divided into two publications:


			For Industry


			For Public Authorities/Communities


			Focused guidance for emergency response personnel


			Expanded annexes with more guidance on metrics














Core 7-Step Process


			Process to create and implement an SPI Programme


			Steps 2 to 7 are a cycle of continuous improvement, with Steps 3 and 4 often being iterative.





			














OECD Guidance on SPIs – Use by Industry


			To assess whether they are implementing appropriate chemical safety programmes and policies


			To help to determine the extent such programmes and policies are making a difference


			To identify whether there is appropriate emphasis on different aspects of safety management


			To set priorities for future investment of resources


			To communicate with public authorities with regard to the effectiveness and suitability of the safety management system (demonstration of compliance)


			To facilitate co-operation with public authorities, other enterprises and the local community














OECD Guidance on SPIs – Use by Authorities


			To provide a tool to respond to the question: what is our contribution to improved safety and assess whether their activities are leading to overall improvements


			To facilitate co-operation with industry and motivate industry to improve safety, helping to establish priorities for inspections and identifying areas that should be considered during inspections and reviews


			To facilitate co-operation with communities/public and other stakeholders concerning safety and help to identify gaps in regulations and policies


			To measure the performance of public authorities














OECD Guidance on SPIs – Use by Communities


			To encourage the involvement of communities in prevention, preparedness and response related to accidents involving hazardous substances


			To provide tools for communities to measure their own performance with respect to accident prevention, preparedness and response


			To assess the performance of members of communities in the vicinity of hazardous installations


			To facilitate co-operation with industry and public authorities and motivate them to improve safety














Safety Performance Indicators (SPIs)


			Two Types of Indicator considered:


			Outcome Indicators: designed to assess whether safety related actions have reached their desired goals


			Activities Indicators: designed to help identify whether organisations are taking actions believed necessary to reduce risks





			Guidance does not specify which indicators should be applied by an individual organisation – it focusses on the process of establishing an SPI programme.


			Guidance provides a menu of possible outcome indicators and activities indicators to help organisations towards choosing appropriate indicatores for their own situation.














Potential Application of SPIs to emerging risks


			Emerging Risks could have a substantial impact on the environment or society.


			Once identified Emerging Risks need to be managed effectively with appropriate control mechanisms.


			There is therefore a parallel between chemical accident / process safety management and the management of Emerging Risks which should allow the application of similar assessment tools to the management systems.


			This should in turn enable effective resource control, improved communication and provide feedback on the effectiveness of control measures and management activities.
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Desired safety outcomes

No unexpected loss of containment due Plant or equipment in unsafe & Inspection and maintenance systems

to failure of flexi hoses, couplings,
pumps, valves, flanges, fixed pipes, bulk
tanks or instrumentation

[}

OUTPUTS

LAGGING INDICATOR

Number of unexpected loss of containment incidents due to

failure of flexi hoses, coupiings, pumps, valves, flanges, fixed
pipes, bulk tanks or instrumentation

RISK Process controls

condition

INPUTS

LEADING INDICATORS

Percentage of safety critical plant/equipment that performs to
specification when inspected or tested

Percentage of maintenance actions identified which are
completed to specified timescale






High level 



 



·



 



Investment and long



-



term planning: a commitment to 



proactive investment



 



·



 



Planning for success: providing competent staff and 



sufficient resource



 



·



 



A role for technical engineering input into senior 



management decision making



 



Mid level 
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Trend anal



ysis of safety critical elements
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Reviews of maintenance strategy
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Root cause analysis for ongoing maintenance problems



 



Lower level 
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Number of temporary repairs in place
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ESD valve closure times
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Deluge systems (KPI measure might be number of nozzle 



blockages



 per test or time taken for water to flow out of 



remote nozzles)
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KPIs for Human Factors and Safety
Management: Status and Prospects

Henning Boje Andersen
Technical University of Denmark — DTU

Post INTegRisk-conference workshop:
How to build KPIs for emerging risks

Stuttgart, 4 June 2009
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Outline

HE

Narrowing of focus:
How to establish KPIs for
Human factors
- Safety climate (safety culture)
Safety Management

- Safety management during
operational phases,

iINTeg-Risk ﬂ%—
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Desirable chacteristics for KPIs (1/2) =

DESIDERATA
- Largely copied from measurement theory:

1.Validity — measure what they are said to
represent

2.Reliability — results reproducible when using
other techniques, instruments, persons etc.

3.Accuracy, precision

4.Robustness — able to cope with non-normal
iInput

5.Theoretically sound: model-based

iNTeg-Risk *Z 3





Desirable chacteristics for KPIs (2/2)

HE

Practical KPI desiderata:

6.Revealing - should point to underlying
processes that are significant for safety

7.Useful — some of them should have “credibility”
staff at the sharp end

8. Honest — “non-fakeable” or safequarded against
“creative statistics / fabrication”

9. Cost-efficient — the information value should
outweigh cost of extraction and processing

10.Non-invasive — should disturb primary
operations as little as possible

iINTeg-Risk ﬂ%—
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Safety Culture/Climate

i

SAFETY CULTURE introduced (20 years ago) to
explain what lay behind the Chernobyl nuclear
power plant accident

* Invoked to “explain” a corporate mindset that
tolerated gross violations and risk taking
behaviours of Chernobyl management and staff

e S0, “Organisations with a positive safety culture
are characterised by: communications founded
on mutual trust, by shared perceptions of the
Importance of safety and by confidence in the
efficacy of preventive measures” (ACSNI *)

The Advisory Committee on the Safety of Nuclear Installations (ACSNI):

iINTeg-Risk —%—





1st generation conceptualizations

HE

Positive safety culture:
- communications founded on mutual trust
- shared belief in the importance of safety

- shared belief that preventive measures
make a difference

Sources: (a) IAEA: International Atomic Energy Association. (b) ASCNI: The Advisory
Committee on the Safety of Nuclear Installations (UK):

iINTeg-Risk 1%—





Subsequent developments....

i

Continued emphasis on

Organizational (top management)
commitment to safety

Shop-floor management commitment

But additionally emphasis on

Employee involvement / motivation

Employee perception of reward and
feedback from immediate superior

Organisational learning: willingness and
ability to learn from experience (errors,
Incidents and accidents)

iINTeg-Risk —%—





Safety climate

i

The term introduced by Zohar (1980) and
defined as:

employees’ shared perceptions of their
management’s commitment and
performance with regard to safety policies,
procedures and practices

Safety climate can be measured by the
methods and techniques developed by
psychologists/social scientists to elicit
attitudes and beliefs: for example and In
particular, questionnaires.

iINTeg-Risk —%—





Can culture be measured?

HE

It has been argued that Culture is a holistic,
Interpretative structure of beliefs and values.
That it makes little sense to assess (let alone
"measure”) culture by survey methods

The shared beliefs and values of the members of a
given culture are:

(a) largely tacit / unconscious and
(b) slow to change and thus relatively permanent
(c) holistic (parts have meaning only in context)

Therefore, the beliefs and values that constitute the
culture of a given group cannot be "measured”
iIndividually

iINTeg-Risk 1%—





Summary of Culture / Climate distinctions

HE

Culture

Climate

= Tacit / subconscious
= Not easily changed
= "Holistic" meaning

Preferred methods:
anthropological
observations /participation

= Explicit

= Shaped by context

= Holistic in principle, but
piece-meal elicitation
possible

Preferred methods:
questionnaire surveys and
interviews

iINTeg-Risk ﬂ%—





Culture and climate — critical questions?

E

-

!

Culture or climate Is very "qualitative”
We can’t see it, smell it, hear It, feel it, so....

1.

2.

3.

Do we have any evidence that culture or
climate I1s a causal factor behind
accidents?

Do we have objective methods of
measuring It?

And If so, are there proven methods of
changing climate or culture?

iINTeg-Risk 1%—





Culture can make a difference

HE
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Culture can make a difference

Example: the construction of the @resundbridge

Swedish and Danish workers performing the

same work (in concrete plants)

Swedish workers in Sweden
Danish workers in Denmark
Swedish workers in Denmark

"The LTI-rate (lost time injury) for Danish workers at the Danish
concrete element factory was 4.7 (95% confidence interval:
1.9-11.5) times higher than for Swedish workers working at
the same site”

(Spangenberg et al. Safety Science, 2003)

iNTeg- Risk =i
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Culture can make a difference (cont’d)

Danish and Swedish
concrete production plants

1600
o
S 1400 ODMALM@: SVENSKE
S 1200
~ 91000 .
< 80 B K@BENHAVN:
2 2 600 DANSKE
£8 400 OK@BENHAVN:
2 G 200 SVENSKE
f 0
(&)
<

1997
Source: Oresund Bridge Consortium
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Factors largely beyond
organizational control

Authorities:

» Laws & regulations
- international

- national/ local

Society at large:
* the press
* public perceptions

Nature of production:
* tasks
* resources

Labour market
Unions
Professional societies

Operator/owner req’s
Competition
Insurers / market

State of knowl. of target
processes

Technical maturity of
control options

Factors largely within
organizational control

s

Safety Culture

Managment & staff - norms &
attitudes involving:

* Leadership & motivation

* Mutual trust /communic.

* Risks & safety prioritisation
e Learning / reporting / feedbk

Safety Mgm't Structure

Procedures / guidelines

Risk identification
Quality control

Learning: mechanisms for
reporting, analysis, review,
feedback & dissemination

Technology integration
Human Machine Interaction
Automation & ergonomics

Training

Recruitment / selection
Manninng / shift rotation
Resource allocation

Frontline staff
actions: Team &
individual factors

Environmental /
process factors

INTeg-Risk
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[ Accident

PROGRAMME





The OHSAS 18000 / 18001 specification

HE

OHSAS 18000 / 18001 requires the plant operator to
identify health/safety hazards and risks associated
with his operations, eliminate or control those
hazards / risks, and demonstrate improvement by
minimizing and/or eliminating illness and injury.

Since there is not yet an official ISO health/safety
management standard, OHSAS 18001 has achieved
a certain level of international acceptance.

But has not gone through the exhaustive development
of an ISO process. So OHSAS 18000 /18001 is not a
“Standard”, but a "specification.”

iINTeg-Risk 1%—





OTU
An example: Safety management structure=
(The ARAMIS project)

o Safety management =oer the set of management
activities that ensure that hazards are effectively
identified, understood and minimised to a level that is
reasonably achievable

* Risk minimisation is performed mainly by
Implementing and maintaining safety barriers

« To maintain barrier effectiveness during the life cycle
safety management must ensure that the necessary
structural systems are in place (e.g., man power
planning, training, procedures revision ....)

(* after Duijm et al. 2004, ARAMIS WP3)

INTeg-Risk *Z





i

Management
structure

Organisational
culture

—>

Resources
and
constraints

—>

Risk Analysis

v

Identify and/or select
safety barriers

v

Repeat process:

*At fixed intervals
*On modifications
*On other events

Manage life cycle of
safety barriers

T

* Duijm et al. 2004: ARAMIS WP3. Figure showing the General process of safety management

in relation to Major Accident Hazards.
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Barrier /

_>

Design

—»

Install

—_

Use

Maintain

e

T

la. Risk (scenario)
identification

1b. Barrier selection &
specification

v

2. Distribution of roles,
responsibilities for
barrier management

T

~—

/m ?ve 4“

—»
4

It

F

4. Manpower planning &
availability

5. Competence & suitability
6. Commitment, compliance &
conflict resolution

7. Communication &
coordination

8. Procedures, rules & goals
9. Hard/software purchase,
build, interface, install

10. Hard/software inspect,
maintain, replace

3. Monitoring,
feedback, learning &
change management

A

*Duijm et al. 2004, ARAMIS WP3. Figure showing structural elements of the safety management

organisation in relation to the task of managing the life cycle of safety barriers.
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Aramis audit

Audit focus on scenarios and barriers. Prior to audit for a particular
plant an identification of the barrier functions that have been
installed is carried out well in advance of the on-site audit.

Based on these results, the audit team agrees on a manageable

number of scenarios (generally, two or more) and a
representative sample of barriers (usually with a maximum of

20-30) to be used as focal points during the audit.
The set of barriers is classified according to the Aramis barrier

taxonomy (11 types).
The M-index, which is the numerical indicator for the quality of

management of barriers, is used to modify the SlL-values of any
barrier in any scenario under investigation.

Duijm & Goosens: Quantifiying the influence of safety management on the reliability of safety barriers. J Haz

Mat, 2006
Guldenmund, Hale et al. The development of an audit technique to assess the quality of safety barrier

management. J Haz Mat 2006
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Ifferen ween P1 & P2

i

« 57 items (of the total 138 items)

* refer directly to safety issues

* responses can be interpreted directly as
“negative” and “positive’- i.e., there is a
natural direction of “better” or “worse” safety
attitudes/perceptions

» distinguish the two plants at a statistically
significant level (p<0.01)

* On 56 out of these 57, one and the same
plant shows a statistically significantly higher
“negative” response than its sister plant

iINTeg-Risk —%—





Safety climate in Japanese train track maintenance ==

Study by Tokyo Inst. of Technology (Kenji Itoh) and Risg@
Nat’l Lab. (HB Andersen) of Japanses fast train (bullet
train: Shinkansen) track maintenance operators 1997-99

Two samples:
N=493 from two companies
N=288 from five branches of a single company

Japanese night repair trains and crews preparing tracks for
bullet train

iINTeg-Risk 1%—





Links between climate and safety outcome

HE

..the measurement of safety climate could be
considered an alternative safety performance
indicator” (Guldenmund 2000)

"No performance indicators to gauge safety culture and its
Impact on safety of operations appear to have identified
and validated. (Sorenson 2002)

Indeed: some thorough studies have tried and failed to
establish a link*. But others have — with varying degrees
of evidence - identified a correlation

*)HSE Factoring the human into safety (2003): surveying 13 oil
platforms during 1998 and 1999, the authors summarise:
”..dimensions of climate predictive of safety outcome in one time
period do not retain their predictive power either between years or
between accident types.

iINTeg-Risk ﬁ%— 23





Links between climate and safety outcome

HE

Correlations found by:

1. Silvia et al. (2004) (7 organisations provided acc.data):
e organisational climate index — accident rate

» safety climate index — accident rate

2. Zohar (2000) Employee perceptions of supervisor
support/actions explain 16% of the variation in micro-
accidents (so, 84% of variation not accounted for)

3. Johnson (2007) Using Zohar’s scales, a correlation
between climate and safety behaviours is found
(r=0.78;p<0.05) but non-significant between climate and
Injury rate (however, small sample: n=17)

Marginally: Nielsen et al (2008) Twin-plant sample —
diff.between plants in 4/6 climate scales (p<0.01), and
marginally for LTIs -,
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Reliability and validity of measures

of safety culture

i

Weighted acci./inci.
rate (/L100km * year)

Brar:h B 05
0.4
0.3
0.2
0.1

Branch D

X & Branch A
Branch C

Branch E

-04 -0.2 0

(a) Motivation

0.4 0.6
Factor score

Weighted acci./inci.
rate (/LOOkm * year)

Branch B 05 |-

|
0.4

0.3

0.2

Branch D )
0.1

Branch E

€ Branch A

BranchI C

-0.4 -0.2 0

(Thesign of the factor score is reversed)

(b) Morale

0.4 0.6
Factor score

Figure 3 Relations between attitudinal factor
and accident/incident rate

The incident statistics of five different
branches within the same company
(track maintenance) is depicted along
the Y axis.

Along the X axis is depicted the
aggregated response results from
employees of the five branches. Here
we show responses to two groups of
guestions - items which concern
motivation and morale (or
conscientiousness).

Results suggest a link between
incidents and the subjects’
responses.

Similar results were found when
comparing different track

maintenance companies.
Source: Itoh, Andersen & Seki 2004
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Weighted acci. rate
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0

(b) Correlation with trust in mother company's management

Figure 2 Effects of attitudinal factors on accident/incident rates

for all the branches and companies
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Twin plant sample

Two Danish production plants, P1 and P2, daughter
companies within same corporation

e Each having a workforce of around 450 persons
Same:

« safety management structure,

e corporate top management,

e production and tasks,

« work force composition

» each situated in regional locations

iINTeg-Risk 1%—
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The twin company sample

i

Plant 1 Plant 2
No. of respondents 364 388
Response rate 94% 88%
LTAs per million work hours in 2003) 60,6 44,2
Self-reported incidents/accidents per person-year 3,3 1,2
sssadsg
Thus: Plant 1 has 37% more LTAs and a 178%
higher rate of self-reported work incidents than its
sister plant
y 4
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Thank you for your attention!
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Any questions?

|
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INTeg-Risk Post-Conference Workshop on KPIs and SPIs,
June 4, 2009, Stuttgart, Germany

General Concept of KPIs in INTeg-Risk
(ERRA D1)

Peter FRIIS HANSEN and Thomas G. SATREN,
Det Norske Veritas, Research & Innovation

Havik, Oslo

March 25, 2009 iNTeg-Risk 4%; 1

STV AT





CO n te n t MANAGING RISK 2101

 What is understood by a KPI?

e Who are the stakeholders?

 \Which stakes should we consider?

 How does this fit into the INTeg-Risk framework?

May 29, 2009 INTeg-Risk TZ
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OECD documents on SPIs (or KPIS )i sk

GUIDANCE ON DEVELOPING
SAFETY PERFORMANCE INDICATORS

oeco (@
10MC

GUIDANCE ON DEVELOPING
SAFETY PERFORMANCE INDICATORS

The term “Safety Performance Indicators” (SPI) is used
to mean observable measures that provide insights into
a concept — safety — that is difficult to measure.

By taking a pro-active approach to risk management,
enterprises not only avoid system failures and the
potential for costly incidents, they also benefit in terms of
business efficiency.

iNTeg-Risk ﬂ%;
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O E C D S P I S MANAGING RISK

Example

e Qutcome indicators
— Percentage of incidents
— Extend of employee satisfaction ... inspections completed
« Activities indicators
— Is there a procedure for ensuring workspace ... equipment
— Are all relevant workplaces covered in safety rounds

e What do these tell us?

 What is the problem?

 When should we act — and why?

 How may we use these to improve safety?

 How may they guide us in choosing a risk management strategy?
 What if we have possible conflicting KPIs, which is then dominant?

iNTeg-Risk ﬂ?}
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KPIs for assuring safe operation  wwoners &

e Answering:

e |s it safe?

— Has it been?
— Will it be?

uuuuu





KPIs for assuring safe operation  wwoners &

o Safety with respect to what?
— Harm to humans (life, health, +++)
— Material loss
— Environmental loss
— Deferred production

— Impact on surrounding society
— +++

iNTeg-Risk ﬂ%_
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KPIs for assuring safe operation  wwoners &

 How does the selected KPI relate to safety?
— What is the relational dependence for interpretation of the KPI?
— What information does the KPI provide?
— On what basis shall this information be rooted?
— Should the KPIs be gualitative or quantitative?
— How may the KPIs guide our strategies for managing the risks?
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Understanding KPIs in a larger frame.oeus

DNV

Internal relations
with other KPlIs

Risk perspective
e.g. Hollnagel vs. Reason

KPIs

(Buiurem Ajres Jo
9a1bap) awel) swl|

A function within a larger
functional model

iNTeg-Risk

STVLNTY I RAMLWOTE

uuuuuuuuuu





L 38
KPI: definition MANAGING RISK 5

 Hopkins (2009): “Safety management systems ultimately
aim to prevent harm, both harm to people and harm to
property” ... “Where possible, safety performance
Indicators should be based on harmful outcomes”

« Wreathall (2009) : “Indicators are proxy measures for
items identified as important in the underlying model(s)
of safety. As such they are uncertain and often only
distantly connected to idealized measures that are rarely
available in practice”

e Data provided by indicators in it self does not provide
Improvements in safety. It is the quality of the safety
management system that is important

iNTeg-Risk ﬂ%

PROGAAMME





Underlying model (risk perspective)uocus &5

e The underlying model must take into account the
Interaction between technical and human disciplines
— Several choices of models for the risk perspective

 The epidemiological types

— Reason: Human errors are largely the result of 5 Bo 4
deficiencies in the workplace such as procedures ‘@UZU\“
training, availability of tools, poor interfaces, etc.

« The adaptive behavioural model @.2?

— Hollnagel, Woods: Human errors are the result of < C \/ ¢
people having to cope with and adapt to conditions = ﬁ
forced upon them to perform beyond their ‘textbook’ %}' %
competences ... production pressure, stress, ...
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The hOI|St|C “Sk mOdeI MANAGING RIsK TN

Aggregated risk

CoOnsequences:

Human

Q';i;.";;;;/: 1\ - Material
. } N T Environment
nnnnnnnnn '/ T i Deferred prod.

Defined
boundary
conditions

+++

SRS
UL

N

Societal
consequences

Risks are taken for the opportunity to gain potential benefits
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Leading or lagging indicators MANAGING Risk. I

Wreathall (2009) : Whatever!

Hopkins (2009): “Two dimensions of safety indicators
can be distinguished: personal safety versus process
safety indicators, and lead versus lag indicators”

— “... the distinction between lead and lag indicators, while
frequently referred to, is rather more problematic”

Divides into relativist and the absolutists groups:
— Relativist: depends on the situation!
— Absolutists: Location in the bowtie relative to the knot!

Hopkins concludes that there are no convincing
arguments for one or the other

iNTeg-Risk ﬂ%
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KPIS |n |NTeg'R|Sk ERMF MANAGING RISK 107

ERMF defines dimensions to look
at during the risk management
phase

Need a model construct that
captures the four dimension of the
ERMF model. l.e. the proxy that
assesses the unwanted
consequences.

The KPIs that carries the most
information about the unwanted
events shall be identified

|
iNTeg-Risk Emerging Risk Management

Framework (ERMF)...

... with its “four dimensions” T-C-H-R is the core ofthe whole
project. Relying on the framework developed inthe Shape-Risk
project, it provides the basis for infegration of the research and
management activities in the area of emerging risks.

|
-~ governance, Y - ‘
communication
?‘:—_ =H .
o3 ERMF: . % ‘
2| EMERGINGRISK @5| §
o8| MANAGEMENT |38 ‘
- FRAMEWORK (B | K
T -+ 2
— = s
policies regulation, ‘

ERMF and IRGS matrix:

Defines to what extend the
different ERMF element enters or
are relevant for the IRGS tasks
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IRGC: International Risk Governance Coulgxwsx

Approach applied in iNTeg-Risk

IRGC Risk Governance
Framework

Assessment Sphere:
Generation of Knowledge

* Problem Framing
* Early Warning

* Screening

* Determination of
Scientific Conventions

Implementation Risk Assessment

* Option Realisation ¢ Hazard |dentification & Estimation

* Monitoring & Control * Exposure & Vulnerability Assessment
* Feedback from Risk Mgmt. Practice == *Risk Estimation

Decision Making Concern Assessment

= Option |dentification & Generation * Risk Perceptions

* Option Assessment * Social Concerns

* Option Evaluation & Selection * Socio-Economic Impacts

Risk Evaluation
 Judging the Tolerability
& Acceptability

Risk Characterisation
» Risk Profile
* Judgement of the

= Need for Risk Seriousness of Risk
Reduction Measures * Conclusions & Risk
Reduction Options
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Future development in T1.5.1 MANAGING RisK. [

e T1.5.1: Definition of KPIs and ISA for emerging risks in
oll, gas, petrochemical and power industries, including
the CSR aspects of emerging risks

e Itis within the general ERMF and IRGC framework the
members of Task 1.5.1 need to work in developing
methods for application of KPIs for identifying emergings
risks and risks from new technologies

« This will be completed through studying a set of selected
cases

iNTeg-Risk _%
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The participants of T1.5.1 MANAGING RISk

Kick-off meeting at Beitostglen, Norway, April 20-22, 2009
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General Concept of KPIs in iNTeg-Risk (ERRA D1) 


Peter FRIIS HANSEN and Thomas G. SÆTREN, 


Det Norske Veritas, Research & Innovation


Høvik, Oslo


March 25, 2009


*


iNTeg-Risk Post-Conference Workshop on KPIs and SPIs, 


June 4, 2009, Stuttgart, Germany
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Content





			What is understood by a KPI?





			Who are the stakeholders?





			Which stakes should we consider?





			How does this fit into the iNTeg-Risk framework?





May 29, 2009


*
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OECD documents on SPIs (or KPIs)








The term “Safety Performance Indicators” (SPI) is used 


to mean observable measures that provide insights into 


a concept – safety – that is difficult to measure.


By taking a pro-active approach to risk management, 


enterprises not only avoid system failures and the 


potential for costly incidents, they also benefit in terms of 


business efficiency. 
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OECD SPIs


Example


			Outcome indicators


			Percentage of incidents


			Extend of employee satisfaction … inspections completed


			Activities indicators


			Is there a procedure for ensuring workspace … equipment


			Are all relevant workplaces covered in safety rounds





			What do these tell us?


			What is the problem?


			When should we act – and why?


			How may we use these to improve safety?


			How may they guide us in choosing a risk management strategy?


			What if we have possible conflicting KPIs, which is then dominant?
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KPIs for assuring safe operation


			Answering:  





			Is it safe? 


			Has it been? 


			Will it be?








The answer to this shall identify what needs the KPIs shall fulfil and thus why it was selected.  It shall clarify what information the KPIs must provide and on what basis the assessment of the KPIs shall be rooted.  Should the metric on which the KPIs are measured be quantitative or would a qualitative measure be sufficient?  Should it be possible to aggregate KPIs or is it sufficient to have a spectrum of individual KPIs?  
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KPIs for assuring safe operation


			Safety with respect to what?


			Harm to humans (life, health, +++)


			Material loss


			Environmental loss


			Deferred production


			Impact on surrounding society


			+++ 








The answer to this shall identify what needs the KPIs shall fulfil and thus why it was selected.  It shall clarify what information the KPIs must provide and on what basis the assessment of the KPIs shall be rooted.  Should the metric on which the KPIs are measured be quantitative or would a qualitative measure be sufficient?  Should it be possible to aggregate KPIs or is it sufficient to have a spectrum of individual KPIs?  
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KPIs for assuring safe operation


			How does the selected KPI relate to safety?


			What is the relational dependence for interpretation of the KPI?


			What information does the KPI provide?


			On what basis shall this information be rooted?


			Should the KPIs be qualitative or quantitative?


			How may the KPIs guide our strategies for managing the risks?


			








The answer to this shall identify what needs the KPIs shall fulfil and thus why it was selected.  It shall clarify what information the KPIs must provide and on what basis the assessment of the KPIs shall be rooted.  Should the metric on which the KPIs are measured be quantitative or would a qualitative measure be sufficient?  Should it be possible to aggregate KPIs or is it sufficient to have a spectrum of individual KPIs?  
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Understanding KPIs in a larger frame








Internal relations


with other KPIs


Risk perspective


e.g. Hollnagel vs. Reason


A function within a larger 


functional model


Time frame (degree 


of early warning)


KPIs
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KPI: definition


			Hopkins (2009): “Safety management systems ultimately aim to prevent harm, both harm to people and harm to property” ...  “Where possible, safety performance indicators should be based on harmful outcomes”





			Wreathall (2009) : “Indicators are proxy measures for items identified as important in the underlying model(s) of safety. As such they are uncertain and often only distantly connected to idealized measures that are rarely available in practice”





			Data provided by indicators in it self does not provide improvements in safety. It is the quality of the safety management system that is important








We fully agree on this view!  The view implies that a model which relates the performance of the functional system to the outcome of harmful events needs to be established.  Based on a set of observed states in the functional model (we may call these lagging indicators) the system risk can be updated.  The underlying model must take into account the interaction between technical and human disciplines.  The model can be rooted either in the ecological type (Reason: Human errors are largely the result of deficiencies in the workplace such as procedures training, availability of tools, poor interfaces, etc) or the adaptive behavioral model (Hollnagel (), Woods ():  human errors are the result of people having to cope with and adapt to conditions forced upon them to perform beyond their ‘textbook’ competences … production pressure, stress,…).
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Underlying model (risk perspective)


			The underlying model must take into account the interaction between technical and human disciplines


			Several choices of models for the risk perspective





			The epidemiological types


			Reason: Human errors are largely the result of 


deficiencies in the workplace such as procedures 


training, availability of tools, poor interfaces, etc.





			The adaptive behavioural model 


			Hollnagel, Woods: Human errors are the result of 


people having to cope with and adapt to conditions 


forced upon them to perform beyond their ‘textbook’ competences … production pressure, stress, … 
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The holistic risk model


Risks are taken for the opportunity to gain potential benefits


75.346





Aggregated risk
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Leading or lagging indicators


			Wreathall (2009) : Whatever!





			Hopkins (2009): “Two dimensions of safety indicators can be distinguished: personal safety versus process safety indicators, and lead versus lag indicators”


			“… the distinction between lead and lag indicators, while frequently referred to, is rather more problematic” 





			Divides into relativist and the absolutists groups:


			Relativist: depends on the situation!


			Absolutists: Location in the bowtie relative to the knot!





			Hopkins concludes that there are no convincing arguments for one or the other
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KPIs in iNTeg-Risk: ERMF








ERMF defines dimensions to look at during the risk management phase


ERMF and IRGS matrix:


Defines to what extend the different ERMF element enters or are relevant for the IRGS tasks


Need a model construct that captures the four dimension of the ERMF model. I.e. the proxy that assesses the unwanted consequences.





The KPIs that carries the most information about the unwanted events shall be identified
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IRGC: International Risk Governance Council








Approach applied in iNTeg-Risk
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Future development in T1.5.1


			T1.5.1: Definition of KPIs and ISA for emerging risks in oil, gas, petrochemical and power industries, including the CSR aspects of emerging risks 





			It is within the general ERMF and IRGC framework the members of Task 1.5.1 need to work in developing methods for application of KPIs for identifying emergings risks and risks from new technologies





			This will be completed through studying a set of selected cases
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The participants of T1.5.1








Kick-off meeting at Beitostølen, Norway, April 20-22, 2009 
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IRGC Risk Governance
Framework

Assessment Sphere:
Generation of Knowledge

* Problem Framing

« Early Warning

* Screening

* Determination of
Scientific Conventions

Implementation Risk Assessment

* Option Realisation * Hazard Identification & Estimation

** Monitoring & Control * Exposure & Vulnerability Assessment
* Feedback from Risk Mgmt. Practice * Risk Estimation

Decision Making Concern Assessment

* Option Identification & Generation * Risk Perceptions
 Option Assessment * Social Concerns
 Option Evaluation & Selection * Socio-Economic Impacts

Risk Evaluation Risk Characterisation

 Judging the Tolerability « Risk Profile
& Acceptability * Judgement of the

* Need for Risk Seriousness of Risk
Reduction Measures  Conclusions & Risk

Reduction Options
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consequences:
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Environment
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conditions system
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Applying KPIs to: Safety challenges posed by
outsourcing of critical tasks in industries such
as oil, gas, petrochemical and construction

Henning Boje Andersen & Jacob Thommesen
Technical University of Denmark — DTU

INTegRiskWorkshop: How to build KPIs for
emerging risks and new technologies

Stuttgart, 4 June 2009

4 June 2009 INTeg-Risk a%; 1
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Outsourcing risks: why single them out?=

Because...

Scattered evidence suggests that safety threats
arise as an unwanted side-effect of
outsourcing/subcobt

At the same time: Global trend towards
outsourcing/subcontracting

Companies subcontract also safety critical
activities to independent entities
(subcontractors)

Coordination between parent company and
subcontractors — and among subcontractors —
becomes key to safety management

iINTeg-Risk —z





M=

Outsourcing risks?

Possible side-effects of
outsourcing/subcontracting:

- Heterogeneous safety cultures
- Distributed lines of responsibility

- Fuzzy ownership of safety responsibility beyond
explicit, contractual terms

- Sometimes lack of requisite local knowledge
- Fragmentation of work

iINTeg-Risk 17;}





An example: Value Jet (1/2)

i

ValuJet Flight 592: crashed on May 11, 1996, en route
from Miami to Atlanta due to an in-flight fire

NTSB determined that: Before takeoff, expired chemical
oxygen generators were placed in the cargo
compartment by ValuJet's maintenance contractor,
SabreTech, in contravention of FAA regulations
forbidding the transport of hazardous materials in aircraft
cargo holds

Chemical oxygen generators, when activated, produce
oxygen. As a byproduct of the exothermic chemical
reaction, they also produce a great quantity of heat. The
oxygen and the heat were sufficient to start an accidental

fire, and produce extra oxygen needed to keep the fire
burning
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An example: Value Jet (2/2)

i

The NTSB placed fault for ValuJet Flight 592 on
three parties:

1. The parent company, ValuJet, for not properly
supervising its subcontractor SabreTech

2. The subcontractor, SabreTech, for illegally transporting
dangerous materials aboard a commercial aircratft,
iImproperly labelling them, and not providing safety
equipment to ship them

3. The requlator, the Federal Aviation Authority (FAA), for
not properly supervising ValuJet ...and not requiring
active fire suppression in the cargo compartment

Refs: 1. NTSB ValuJdet 592. 2. W. Langewische: The Lessons of ValuJet 592 (the Atlantic). 3.
Wikipedia: ValuJet Flight 592
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"Qutsourcing” or "subcontracting”?

M=

e Qutsourcing: A practice used by different companies to
reduce costs by transferring portions of work to outside
suppliers rather than completing it internally [1]

e Qutsourcing: Paying another company to provide
services which a company might otherwise have
employed its own staff to perform, e.g. software
development. [2]

e Qutsourcing: Work arrangement made by an employer
who hires an outside contractor to perform work [3]

iINTeg-Risk :7;—





"Qutsourcing” or "subcontracting”?

i

« Subcontracting: the delegation to a third party of ..work that
one has contracted to do. .... Responsibility for the
fulfillment of the original contract remains with the original
contracting party. The term subcontracting is sometimes
used to describe outsourcing arrangements. [4]

e Subcontracting: the displacement of an employment
contract by a commercial one as a means of getting a job
done [5]

* In [sub]contracting the ownership/control of the operation
...being contracted is with the parent company, whereas in
outsourcing the control of the process is with the third party
Instead of the parent company [4]

Refs.: 1 . Webster's New Millennium Dictionary of English. 2. The Free On-line Dictionary of Computing . 3.
Encyclopedia Britannica Online, 2008. 4. Bnet: bnet.com. 5. Atkinson & Meager, Changing Working
Patterns (1986) . 6. Cyber Futuristics: cyfuture.com/ %

iINTe g-R isk s





Reasons for outsourcing/subcontracting =

An often quoted list:
1. lower costs (economies of scale, lower labor rates)
2. variable capacity, increased flexibility (seasonal, cyclic)

3. ability to focus on core competencies by ridding yourself
of peripheral ones

4. lack of in-house resources
. getting work done more efficiently or effectively

6. increased flexibility to meet changing business and
commercial conditions

7. tighter control of budget through predictable costs
. lower ongoing investment in internal infrastructure
9. access to innovation and thought leadership

ol

Co
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Characteristics to consider (1/2):

Examples:

Function subcontracted: e.g.,Development, Production,
Infrastructure, Maintenance (degree of safety criticality)

Degreel/type of outsourcing: Length of contract: short-term vs. long-
term

Measures of performance: methods/techniques/routines for
assessing compliance with contractual terms, e.g., between
departments of same company or between independent companies

Localization of activities: Internal (on the “ordering party” premises)
or External (“contracting party” premises)

Reason for contracting: Capacity subcontracting vs Specialty
subcontracting

Work organization - Is the work planned as: Collaborative, shared
(interdependence, co-ordination) or “strictly” contractual
relationship?
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Characteristics to consider (2/2).

M=

Examples:

Requirements to subcontractor w.r.t. staff qualification, training;
equipment, tools and standards

Safety Management

 Operational feedback policy (organizational learning from
incidents)

o Safety auditing (lead indicators)
Type of relation with contractor (qualitative)

 Long-term, close relationships vs. short-term, strictly market
based

 ‘Power relations’: who may be substituted most easily

Role of regulators
« Contractor and/or contract subject to regulation by authorities?
e auditing/inspection by authorities?
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SC problems observed (1/2)

Contract-related

Inadequate time for preparing contract
Contractor emphasizes production/performance over safety
Inadequate monitoring of contract
Inadequate monitoring contractors’ staff
Authorizations, training
Working hours
Too many (or few) contractors
Contractors too small (or big)
— Problems with investment in safety equipment
— Company ‘survival’ at issue
Problems with ‘cascading’ (multilayer) contracts
Problems related to length of contracts
— Too short for adequate investments

— Too long to optimize selection -
INTeg-Risk  wwis
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SC problems observed (2/2)

M=

Other (than contract)

Fragmentation of work/multiple interfaces
Problems with coordination, communication, collaboration
Language issues

Misunderstandings due to differences in organizational (safety)
culture

Learning inhibited by fragmentation — failure to learn from
iIncidents and other warnings signs across interfaces

Fragmentation of knowledge

Costs of specialization: difficulties with coordinating, monitoring
contractor; no general knowledge of process/industry

Inadequate regulation/inspection by authorities

Unclear responsibility for specific safety issues —
fragmentation leaving issues beyond any single unit
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Desirable chacteristics for KPIs (1/2) =

DESIDERATA

- derived from measurement theory:

1.Validity — measure what they are said to
represent

2.Reliability — results reproducible when using
other technigues, instruments, persons etc.

3.Accuracy, precision

4.Robustness — able to cope with non-normal
iInput

and we may add:

5.Theoretically sound: model-based

iINTeg-Risk *Z
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Desirable chacteristics for KPIs (2/2)

Practical KPI desiderata:

6.Simple to interpret - should have “credibility”
with managers/operators whose actions have an
Influence on the KPI at issue

/.Honest — either inherently non-fakeable or
safeguarded against “cheating”

8. Cost-efficient — its information value should
outweigh cost of extraction and processing

9.Non-invasive — should disturb primary
operations as little as possible
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How we [T141] will establish KPIs (1/2) =

1. Cross-sectorial current knowledge
summary

2. Best practice
Normative model & KPIs (Dec. 2010)
4. Field test of Model (2011)

o
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How we [T141] will establish KPIs (2/2)

i

1. collect/analyse [some of the] known evidence
of safety problems associated with outsourcing
/[subcontracting: evidence from several sectors

2. what Is the experience and advice of
companies who have a successful history of
engaging in (sub)contracting?

3a. development of a normative model of safety
management for subcontracting

3b. spin-off: Development of KPIs for the quality of
managing safety of work distributed across
Independent organizations

iINTeg-Risk —z
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Applying KPIs to: Safety challenges posed by outsourcing of critical tasks in industries such as oil, gas, petrochemical and construction  


Henning Boje Andersen & Jacob Thommesen


Technical University of Denmark – DTU


___________________________________________


iNTegRiskWorkshop: How to build KPIs for emerging risks and new technologies


Stuttgart, 4 June 2009


4 June 2009	
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Outsourcing risks: why single them out? 


Because…


Scattered evidence suggests that safety threats arise as an unwanted side-effect of outsourcing/subcobt 


At the same time: Global trend towards outsourcing/subcontracting


Companies subcontract also safety critical activities to independent entities (subcontractors) 


Coordination between parent company and subcontractors – and among subcontractors – becomes key to safety management
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Outsourcing risks?





Possible side-effects of outsourcing/subcontracting:





Heterogeneous safety cultures


Distributed lines of responsibility 


Fuzzy ownership of safety responsibility beyond explicit, contractual terms


Sometimes lack of requisite local knowledge


Fragmentation of work





*
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An example: Value Jet (1/2)


ValuJet Flight 592: crashed on May 11, 1996, en route from Miami to Atlanta due to an in-flight fire


NTSB determined that: Before takeoff, expired chemical oxygen generators were placed in the cargo compartment by ValuJet's maintenance contractor, SabreTech, in contravention of FAA regulations forbidding the transport of hazardous materials in aircraft cargo holds


Chemical oxygen generators, when activated, produce oxygen. As a byproduct of the exothermic chemical reaction, they also produce a great quantity of heat. The oxygen and the heat were sufficient to start an accidental fire, and produce extra oxygen needed to keep the fire burning
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An example: Value Jet (2/2)


The NTSB placed fault for ValuJet Flight 592 on three parties: 


The parent company, ValuJet, for not properly supervising its subcontractor SabreTech


The subcontractor, SabreTech, for illegally transporting dangerous materials aboard a commercial aircraft, improperly labelling them, and not providing safety equipment to ship them


The regulator, the Federal Aviation Authority (FAA), for not properly supervising ValuJet …and not requiring active fire suppression in the cargo compartment


______________


Refs: 1. NTSB ValuJet 592.  2. W. Langewische: The Lessons of ValuJet 592 (the Atlantic). 3. Wikipedia: ValuJet Flight 592
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”Outsourcing” or ”subcontracting”?


			Outsourcing: A practice used by different companies to reduce costs by transferring portions of work to outside suppliers rather than completing it internally [1]


			Outsourcing: Paying another company to provide services which a company might otherwise have employed its own staff to perform, e.g. software development. [2] 


			Outsourcing: Work arrangement made by an employer who hires an outside contractor to perform work [3]
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”Outsourcing” or ”subcontracting”?


			Subcontracting: the delegation to a third party of ..work that one has contracted to do. …. Responsibility for the fulfillment of the original contract remains with the original contracting party. The term subcontracting is sometimes used to describe outsourcing arrangements. [4]


			Subcontracting: the displacement of an employment contract by a commercial one as a means of getting a job done [5]


			In [sub]contracting the ownership/control of the operation …being contracted is with the parent company, whereas in outsourcing the control of the process is with the third party instead of the parent company [4] 








Refs.: 1 . Webster's New Millennium Dictionary of English.  2. The Free On-line Dictionary of Computing . 3. Encyclopedia Britannica Online, 2008. 4. Bnet: bnet.com.  5. Atkinson & Meager, Changing Working Patterns (1986) .  6. Cyber Futuristics: cyfuture.com/
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Reasons for outsourcing/subcontracting 


An often quoted list:


lower costs (economies of scale, lower labor rates) 


variable capacity, increased flexibility (seasonal, cyclic)


ability to focus on core competencies by ridding yourself of peripheral ones 


lack of in-house resources 


getting work done more efficiently or effectively 


increased flexibility to meet changing business and commercial conditions 


tighter control of budget through predictable costs 


lower ongoing investment in internal infrastructure 


access to innovation and thought leadership
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Characteristics to consider (1/2):


Examples: 


Function subcontracted: e.g.,Development, Production, Infrastructure, Maintenance (degree of safety criticality)


Degree/type of outsourcing: Length of contract: short-term vs. long-term


Measures of performance:  methods/techniques/routines for assessing compliance with contractual terms, e.g., between departments of same company or between independent companies


Localization of activities:  Internal (on the “ordering party” premises) or External (“contracting party” premises)


Reason for contracting: Capacity subcontracting vs Specialty subcontracting 


Work organization - Is the work planned as: Collaborative, shared (interdependence, co-ordination) or “strictly” contractual relationship?
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Characteristics to consider (2/2):


Examples: 





Requirements to subcontractor w.r.t.  staff qualification, training; equipment, tools and standards 


Safety Management


			Operational feedback policy (organizational learning from incidents)


			Safety auditing (lead indicators)





Type of relation with contractor (qualitative)


			Long-term, close relationships vs. short-term, strictly market based 


			‘Power relations’: who may be substituted most easily 





 Role of regulators 


			Contractor and/or contract subject to regulation by authorities?


			auditing/inspection by authorities?
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SC problems observed (1/2)


Contract-related


			Inadequate time for preparing contract


			Contractor emphasizes production/performance over safety


			Inadequate monitoring of contract


			Inadequate monitoring contractors’ staff


			Authorizations, training


			Working hours


			Too many (or few) contractors


			Contractors too small (or big)


			Problems with investment in safety equipment


			Company ‘survival’ at issue


			Problems with ‘cascading’ (multilayer) contracts


			Problems related to length of contracts


			Too short for adequate investments


			Too long to optimize selection
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SC problems observed (2/2)


Other (than contract)


			Fragmentation of work/multiple interfaces


			Problems with coordination, communication, collaboration


			Language issues


			Misunderstandings due to differences in organizational (safety) culture


			Learning inhibited by fragmentation – failure to learn from incidents and other warnings signs across interfaces


			Fragmentation of knowledge


			Costs of specialization: difficulties with coordinating, monitoring contractor; no general knowledge of process/industry


			Inadequate regulation/inspection by authorities


			Unclear responsibility for specific safety issues – fragmentation leaving issues beyond any single unit
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Desirable chacteristics for KPIs (1/2)


DESIDERATA 


- derived from measurement theory:


Validity – measure what they are said to represent


Reliability – results reproducible when using other techniques, instruments, persons etc. 


Accuracy, precision


Robustness – able to cope with non-normal input 


and we may add:


Theoretically sound: model-based
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Desirable chacteristics for KPIs (2/2)


Practical KPI desiderata:


Simple to interpret  - should have “credibility” with managers/operators whose actions have an influence on the KPI at issue


Honest – either inherently non-fakeable or safeguarded against “cheating”


Cost-efficient – its information value should outweigh cost of extraction and processing


Non-invasive – should disturb primary operations as little as possible
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How we [T141] will establish KPIs  (1/2) 





Cross-sectorial current knowledge summary


Best practice


Normative model & KPIs (Dec. 2010)


Field test of Model (2011)














*








iNTeg-Risk





How we [T141] will establish KPIs (2/2) 


collect/analyse [some of the] known evidence of safety problems associated with outsourcing /subcontracting: evidence from several sectors


what is the experience and advice of companies who have a successful history of engaging in (sub)contracting?


3a. development of a normative model of safety management for subcontracting


3b. spin-off: Development of KPIs for the quality of managing safety of work distributed across independent organizations
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KPIs / SPIs for gas & oil transmission
pipelines / automatic aerial surveillance -
Telling a story with figures

INTeg-Risk Post Conference Workshop, GDF SUEZ, Enagas

June 04, 2009
Stuttgart, Germany
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1. Gas Transmission Pipelines are already very safe

12 EU operators collect incident data for rare events to increase exposure
Failure frequency = Number of incidents with leak / (Number of km * years)
Same for oll lines - CONCAWE

mPrimary failure frequency: average
sPrimary failure frequency: 5 year maving average

1

0.9 u=s,

=
c 0.5

7" EGIG report 1970 — 2007. Gas pipeline incidents, EGIG, 12/2008, www.eqiq.1l
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http://www.egig.nl/



2. The main single cause is external interference

e External interference accounts for half of the incidents with leak, same as
n the US

Failure causes

- 6,7%
Ground movement Other & Unknow
15,4%
Corrosion Hot-tap made by

error

16,5% 49,6%
Construction defect External
/ material failure interference

7" EGIG report 1970 — 2007. Gas pipeline incidents, EGIG, 12/2008, www.eqiq.r/
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3. Main causes are discriminated, External
Interference share decreased over time

e The main cause was the fastest decaying one due to improved prevention
— Lagging KPI, but necessary feedback, how to manage —~ stability?
s External interference & Hot tap made by error

mCorrosion & Ground movement
o Construction defect / Material failurem Other and unknown

o
(®)]

o
@)

o
LS

o
N

o
RN

o

Moving average primary failure frequency (5 year)
o
w

Year [-]

7" EGIG report 1970 — 2007. Gas pipeline incidents, EGIG, 12/2008, www.eqiqg./
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4. Breakthrough(s) needed to further improve

NO

Conditions
for hit met
YES

Legend: Colour for Prevention / Protection activities = [T
June 4th, 2009  GTIE S\—ez INTeg-Risk ;—Mng‘.!.,..,..





5. Breakthrough(s) needed to further improve

e Several options are avallable / explored based on:

— Technical innovation: automated aerial surveillance, optical fibres,
acoustic monitoring, mechanical protection

— Improved accounting for human & organisational factors — e.qg.
COREGI project on practical methods for resilience engineering

What Is expected via survelllance:

— Detect undeclared construction yards

— Check that work on yards is done in satisfactory conditions
— Contribute to detection of ground movement hazards

— Contribute to right of way maintenance

How to describe performance?

— Detection rate for undeclared construction yards — ratio to declared
yards, seldomly an objective reference

— Separate evaluation ? At least for the new technology
June 4th, 2009 GTOF S\CZ iINTeg-Risk ﬂ%
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6. Focus on performance evaluation

e Current transmission pipelines survelllance practices:
— Aerial surveillance — planes, helicopters

Ground patrols — company vehicles along pipelines
Visual inspection — pipeline walking

ERRA 1.2.3 defines from the beginning the activity / performance
evaluation criteria — zooming in on this emerging risk

— Automatic aerial surveillance — as a substitute & improvement to
aerial surveillance — more frequent, can it cover also other aspects?

— Automatic image collection, via a drone — see Mavionics part
— Automatic image processing via a system — see Definiens part

— Global performance as a convolution of both functions, to be checked
In full-scale tests

— Emerging risk related with this new technology, to be balanced in a
risk — benefit assessment:
» Related to the drone malfunction, even crash risk, public acceptance

* Functional failure, provide false indications
June 4th, 2009 GTOF S\CZ iINTeg-Risk ﬂ%
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		KPIs / SPIs for gas & oil transmission pipelines / automatic aerial surveillance - Telling a story with figures

		1. Gas Transmission Pipelines are already very safe

		2. The main single cause is external interference

		3. Main causes are discriminated, External interference share decreased over time

		4. Breakthrough(s) needed to further improve

		5. Breakthrough(s) needed to further improve

		6. Focus on performance evaluation
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KPIs / SPIs for gas & oil transmission pipelines / automatic aerial surveillance - Telling a story with figures


iNTeg-Risk Post Conference Workshop, GDF SUEZ, Enagas


June 04, 2009


Stuttgart, Germany


June 4th, 2009
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1. Gas Transmission Pipelines are already very safe


June 4th, 2009


*


12 EU operators collect incident data for rare events to increase exposure


Failure frequency = Number of incidents with leak / (Number of km * years)


Same for oil lines - CONCAWE


7th EGIG report 1970 – 2007. Gas pipeline incidents, EGIG, 12/2008, www.egig.nl 
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2. The main single cause is external interference


June 4th, 2009


*


			External interference accounts for half of the incidents with leak, same as in the US





7th EGIG report 1970 – 2007. Gas pipeline incidents, EGIG, 12/2008, www.egig.nl 
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3. Main causes are discriminated, External interference share decreased over time


7th EGIG report 1970 – 2007. Gas pipeline incidents, EGIG, 12/2008, www.egig.nl 


June 4th, 2009


*


			The main cause was the fastest decaying one due to improved prevention – Lagging KPI, but necessary feedback, how to manage ~ stability?
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4. Breakthrough(s) needed to further improve


June 4th, 2009
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5. Breakthrough(s) needed to further improve


June 4th, 2009


*


			Several options are available / explored based on:


			Technical innovation: automated aerial surveillance, optical fibres, acoustic monitoring, mechanical protection


			Improved accounting for human & organisational factors – e.g. COREGI project on practical methods for resilience engineering





			What is expected via surveillance:


			Detect undeclared construction yards


			Check that work on yards is done in satisfactory conditions


			Contribute to detection of ground movement hazards


			Contribute to right of way maintenance


			…





			How to describe performance?


			Detection rate for undeclared construction yards – ratio to declared yards, seldomly an objective reference


			Separate evaluation ? At least for the new technology
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6. Focus on performance evaluation


June 4th, 2009


*


			Current transmission pipelines surveillance practices:


			Aerial surveillance – planes, helicopters


			Ground patrols – company vehicles along pipelines


			Visual inspection – pipeline walking 





			ERRA 1.2.3 defines from the beginning the activity / performance evaluation criteria – zooming in on this emerging risk


			Automatic aerial surveillance – as a substitute & improvement to aerial surveillance – more frequent, can it cover also other aspects?


			Automatic image collection, via a drone – see Mavionics part


			Automatic image processing via a system – see Definiens part


			Global performance as a convolution of both functions, to be checked in full-scale tests


			Emerging risk related with this new technology, to be balanced in a  risk – benefit assessment:


			Related to the drone malfunction, even crash risk, public acceptance


			Functional failure, provide false indications
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External interference



Corrosion



Construction defect / Material failure



Hot tap made by error



Ground movement



Other and unknown



 



Failure causes

7,3% 6,7%
Ground movement Other & Unknow
15,4% 4,6%
Corrosion Hot-tap made by
error
16,5% 49,6%
Construction defect External
/ material failure interference
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Development of a change detection image
processing system for automatic industrial
surveillance

INTeg-Risk Post Conference Workshop, Definiens AG

June 04, 2009
Stuttgart, Germany
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Change Detection

« Based on areference image data base, potential hazards and threats
are detected by comparison of images

« Potential hazards, as e.g. digging machinery, have to be reported to
the pipeline operator within 24 hours

DEFINIENS @@ iNTeg-Risk [

June04, 2009 Understanding Images B T





Change Detection

Image processing-critical KPI:
Ratio of true positives, false positives & false negatives vs. total calls:

« The number of false alarms needs to be kept low, only qualified
threats shall be reported

» False positive alarms can cause trouble, but are not dangerous

 False negative alarms —i.e. not recognizing a possible threat - can be
real hazards

 Recurrent alarms have to be avoided, which makes the change
detection —i.e. the comparison between new and former
observations — even more important

June 04, 2009 DEF:NIENS iNTeg-Risk ﬂ%

Understanding Images
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Change Detection

Example from PRESENSE - 5" FP EU

i change in radar and optical/|R
@ change in optical/IR only L4
{ o change L4

7 change in radar only
{_ynot_monitoring,_zomne_ L4

@ suildings
(O Roads
@ new water (ref L2) L4

(O medium change close to important change L4
@ medium change away from important change L4

@ important change L4
@ very important change L4
June 04, 2009 PEE'}"ﬂ}g'—E iNTeg-Risk g%;
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		Development of a change detection image processing system for automatic industrial surveillance 

		Change Detection

		Change Detection

		Change Detection
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Development of a change detection image processing system for automatic industrial surveillance 


iNTeg-Risk Post Conference Workshop, Definiens AG


June 04, 2009


Stuttgart, Germany


June 04, 2009
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Change Detection


			Based on a reference image data base, potential hazards and threats are detected by comparison of images


			Potential hazards, as e.g. digging machinery, have to be reported to the pipeline operator within 24 hours
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Change Detection


Image processing-critical KPI:





Ratio of true positives, false positives & false negatives vs. total calls:





			The number of false alarms needs to be kept low, only qualified threats shall be reported


			False positive alarms can cause trouble, but are not dangerous 


			False negative alarms – i.e. not recognizing a possible threat - can be real hazards


			Recurrent alarms have to be avoided, which makes the change detection – i.e. the comparison between new and former observations – even more important
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Change Detection


Example from PRESENSE – 5th FP EU


June 04, 2009
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Adaptation of a light drone system for automatic
Industrial surveillance of pipelines

INTeg-Risk Post Conference Workshop, Mavionics AG

June 04, 2009
Stuttgart, Germany
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The INTeg-Risk Drone (1/2) eV

» Demonstrator Drone: Mavionics “Carolo P200”

- fully automatic flight (integrated miniature autopilot) along a user-defined
trajectory

- 2 m wingspan, 6 kg take-off-weight
- digital camera for taking aerial images (10 megapixel resolution)
- electrically powered, 50 km range

ﬂ% iINTeg-Risk

PROGRAMME
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The iNTeg-Risk Drone (27/2)

» Ground Control:
- mission planning and supervision
- spline-based trajectory definition G
- communication to aircraft via radio link iy,

;“1':-.‘

S S A __,'1;-....-.—;-5';:"
> Miniature Autopilot on-board: S s i-\.x‘
e o el

- completely automatic flight
along planned trajectory

- combines data from inertial sensors and GPS
receiver for both position and attitude
determination

- Image acquisition: storage of image data and
corresponding position & attitude

» 2 Groups of Key Performance Indicators:

1. Aircraft-Critical KPI - loss of aircraft control, possible aircraft crash

2. Mission-Critical KPI - no aircraft loss, but insufficient image acquisition

%_ iINTeg-Risk

SIVENTH | maM W
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Aircraft-Critical KPI (1/1) eU-VRI)

» Critical Aircraft Failure

hardware failure (sensors, actuators, engine, structure) or “hidden” software errors
rough weather like heavy rain or strong gusts (flight-mechanical limits of the aircraft)

erroneous mission planning by the user (e.g. “controlled flight into terrain”)

» The Concept of the Designated Flight Corridor

Keeping the aircraft within this corridor is vital for both regulatory and safety reasons

Corridor is defined by minimum and maximum altitude and a
maximum lateral deviation from the planned trajectory

|:> Leaving this corridor has to be seen as critical as a Critical Aircraft Failure

» Applicable Key Performance Indicators

Reliability check of GPS receiver data
- on-board integrity monitoring of GPS “raw” data

roll, pitch and yaw angles (aircraft attitude)
- detection of reaching flight-mechanical limits

Roll Error [deg]
helelel

40100 40300

Actual distance d from planned trajectory
- to be measured on-board by an independent GPS (redundancy)

Violation of KP1 thresholds leads to mission abort, e.g. by ejecting a parachute

_7; iINTeg-Risk

»»»»»»»»»»
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Mission-Critical KPI (1/72)

» Successful flight does not ensure proper images...

- blurry images due to
unintended aircraft movement

- incorrect exposure or lack of image data
due to camera malfunction

- incorrect image triggering due to
erroneous payload control by the autopilot

- incorrect ground coverage due to high
roll / pitch angles

Detection of insufficiencies has to be done as soon after the landing as
possible, since repetition of the mission might be necessary

a

[> Complete data processing takes several hours/days, so simple indicators are
needed which can be applied directly after the landing as a first quality check

77 iNTeg-Risk| s
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Mission-Critical KPI (2/72)

> Applicable Key Performance Indicators — 15t Image

Quality Check

- lateral and angular movement (e.g. roll speed) >
estimate blurring problems

- covered ground area by considering position, altitude
and attitude for each image
- ensure coverage of the whole pipeline corridor and
correct image overlapping

- Evaluation of image histograms to estimate exposure
problems

violation of KPI thresholds leads to mission repetition

|:> despite passing this quality check, insufficiencies might be detected in
a later image processing step, requiring mission repetition

6
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Adaptation of a light drone system for automatic industrial surveillance of pipelines


iNTeg-Risk Post Conference Workshop, Mavionics AG


June 04, 2009


Stuttgart, Germany


June 04, 2009


*








*


iNTeg-Risk





The iNTeg-Risk Drone (1/2)


			Demonstrator Drone: Mavionics “Carolo P200”


			fully automatic flight (integrated miniature autopilot) along a user-defined trajectory


			2 m wingspan, 6 kg take-off-weight 


			digital camera for taking aerial images (10 megapixel resolution) 


			electrically powered, 50 km range
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			Ground Control: 


			mission planning and supervision


			spline-based trajectory definition


			communication to aircraft via radio link


			Miniature Autopilot on-board:


			completely automatic flight 


along planned trajectory


			combines data from inertial sensors and GPS receiver for both position and attitude determination


			image acquisition: storage of image data and corresponding position & attitude





			2 Groups of Key Performance Indicators:





Aircraft-Critical KPI  loss of aircraft control, possible aircraft crash


Mission-Critical KPI  no aircraft loss, but insufficient image acquisition


The iNTeg-Risk Drone (2/2)
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			Critical Aircraft Failure


			hardware failure (sensors, actuators, engine, structure) or “hidden” software errors


			rough weather like heavy rain or strong gusts (flight-mechanical limits of the aircraft)


			erroneous mission planning by the user (e.g. “controlled flight into terrain”)


			The Concept of the Designated Flight Corridor


			Keeping the aircraft within this corridor is vital for both regulatory and safety reasons


			Corridor is defined by minimum and maximum altitude and a 


maximum lateral deviation from the planned trajectory





	Leaving this corridor has to be seen as critical as a Critical Aircraft Failure


			Applicable Key Performance Indicators


			Reliability check of GPS receiver data 


 on-board integrity monitoring of GPS “raw” data


			roll, pitch and yaw angles (aircraft attitude)


 detection of reaching flight-mechanical limits


			Actual distance d from planned trajectory


 to be measured on-board by an independent GPS (redundancy)





	Violation of KPI thresholds leads to mission abort, e.g. by ejecting a parachute


Aircraft-Critical KPI (1/1)
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			Successful flight does not ensure proper images…


			blurry images due to 


unintended aircraft movement


			incorrect exposure or lack of image data 


due to camera malfunction


			incorrect image triggering due to 


erroneous payload control by the autopilot


			incorrect ground coverage due to high 


roll / pitch angles





	Detection of insufficiencies has to be done as soon after the landing as possible, since repetition of the mission might be necessary


	Complete data processing takes several hours/days, so simple indicators are needed which can be applied directly after the landing as a first quality check


Mission-Critical KPI (1/2)
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			Applicable Key Performance Indicators – 1st Image Quality Check


			lateral and angular movement (e.g. roll speed)  estimate blurring problems


			covered ground area by considering position, altitude and attitude for each image 


 ensure coverage of the whole pipeline corridor and correct image overlapping


			Evaluation of image histograms to estimate exposure problems





Mission-Critical KPI (2/2)


violation of KPI thresholds leads to mission repetition


despite passing this quality check, insufficiencies might be detected in a later image processing step, requiring mission repetition
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Conventional Onshore Technology:
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LNG regasification technologies

IMPIANTO DI RIGASSIFICAZIONE s

 New technologies are proposed
 New accident scenarios possible

 No or very limited experience coming from
previous applications

e Growing risk-aversion framework
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Offshore gravity-based terminals
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- Storage tanks under sea level
- Presence of a sealine to connect the terminal to the shore
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FRSU: Offshore floating terminals
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LNG vaporizers:

Submerged Combustion Vaporizer

Fumi di combuztione

Gas di combustione

Intermediate
Fluid
(propane)
Vaporizer






Aims of ERRA A4

 Analysis of emerging risks related to LNG regasification

 Development of tools for the control and management of risk
related to LNG regasification

« Assessment of safety-critical issues in existing and new
technologies proposed for LNG regasification

It is not acceptable to wait for an accident in order to
understand safety critical issues in new technologies:

Introduction of leading key performance indicators?
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Application of KPIs to LNG regasification?

Introduction of new technologies
No/limited operational experience present for new technologies

Relevant hazards present in the process

Need to assess and compare existing technologies
(operational experience) to technologies In the
conceptual/basic design stage

Inherent safety seems the best framework for the comparison






The Inherent Safety framework (1)

* Inherent Safety - Eliminating (or reducing) the hazard by using less
hazardous materials, technologies, operating conditions and/or
plant layout

e Passive Safety - Minimizing the hazard by process and equipment
design features which reduce either the frequency or consequence
of the hazard without the presence of “active” devices.

« Active Safety - Achieving safety by using active devices as control
systems, safety interlocks, and emergency shutdown systems to
detect and correct process deviations

 Procedural Safety - Using operating procedures, administrative
checks, emergency response, and other management approaches
to prevent incidents, or to minimize the effects of an incident

* Inherent safety seems the best framework for the comparison
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The Inherent Safety framework (2)

Inherent safety guidewords:

* Intensification/Minimization: use smaller quantities of
hazardous substances

o Substitution: replace a material with a less hazardous
substance

e Moderation/Attenuation: use less hazardous conditions, a
less hazardous form of a material, or facilities which minimize
the impact of a release of hazardous material or energy

« Simplification: design facilities which eliminate unnecessary
complexity and make operating errors less likely, and which

are forgiving of errors which are made
(adapted from CCPS, 1996)
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Conflicts among guidewords

Problems may arise in the practical application of these
strategies (e.g. conflict among guidewords).
An example:
Reactor - inventory is linked to kinetics that is regulated by
temperature and pressure

Intensification

- S

|
i
" ml |
_L T
g — Attenuation

_— O

(from Kletz, 1991)
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Definition of an Inherent Safety metric

Guidewords alone are not sufficient to support design
activities.

A guantitative assessment tool is needed to:

1 Measure the effectiveness of design improvements
that result from the implementation of Inherent
Safety guidewords;

d Allow tradeoffs (i.e. solve conflicts) among the
Inherent Safety guidewords;

d Integrate assessment of Inherent Safety aspects
with multi-criteria optimization of design.
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A new metric for inherent safety

Two elements will be exploited:

1) Standardized reference accident scenarios

A European Research “Bow-tie”

Project (ARAMIS Project)
proposed a collection of /

reference accident
Critical Event

scenarios. Generic
reference fault and event
trees are also defined.

o mowc PO

A
e

O MmO =Z2ZMmMmacomaw=EZO0O0

(Delvosalle et al., 2006) Fault tree Event tree
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A new metric for inherent safety

2) Availability of “quick” consequence analysis tools

The current computational e/  ——
resources allow the rapid run of |
complex mathematical models
for consequence analysis.

Conseqguence simulation
models are available in user- =

friendly commercial software. ..

= A10000 ppm

It is now possible to develop T ttiirisirogcrrcoootErerect
A “consequence-based” inherent safety assessment tool,
accounting for a specific analysis of expected accident severity
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A tool for the assessment of IS KPIs

sl Input data required:
entification o
process units
! v Process Flow Diagram;
step2 Step 4 .
e ans Lo m;?;?:.f;,f;;ﬁ?e:z; v’ Substances and operative
v conditions (P, T);
*| and soenarp slection .
! v Flows and preliminary
Identis;‘ti?:gt?on of CaIcSutIZ[:_ign of S|Z|ng Of process I|neS,
credit factors damage distances

Step 7 J v" Preliminary definition of

Unit index

calculation eql_“pment for unlt
No operations;

All the units
assessed?

Step 8

v' Estimation of inventories
Caiulaion INn process units.

|~ NIA iNTeg-Risk ?
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Process units

1) Identification of process units on the flow diagram

General Categories Subcategories Code
Vessel-like equipment Atmospheric vessel (storage, process, etc.) EQ1.1
Pressurized vessel (storage, column, reactor, etc.) EQ1.2

Mobile vessel (tank wagon, road tanker, etc.) EQ1.3

Tube bundle equipment S&T heat exchanger, reactor, etc. EQ2.1
Plate and frame equipment Filter, plate heat exchanger, etc. EQ3.1
Pipe Pipeline, manifold, etc. EQ4.1
Pumping equipment Pump (centrifuge, alternative, etc.) EQ5.1
Compressor (centrifuge, alternative, etc.) EQ5.2

Warehouse Packed materials (bags, barrels, etc.) EQ6.1
Spare materials (piles, etc.) EQ6.2

Special equipment Solid handling (conveyors, crushers, etc.) EQ7.1
Other EQ7.2

* A classification of units is proposed, allowing the use of average
reference data in the assessment of “standard units”.
* The tool is open to specific input data for “non-standard units”.
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Faillure modes and credit factors :

2) ldentification of failure modes and of loss intensity

Loss of Containment
(LOC)

R1: small leak, continuous release from a 10
mm equivalent diameter hole

R2: catastrophic rupture, release of the entire
inventory in 600 s

R3: catastrophic rupture, instantaneous
release of the entire inventory and release
from the full-bore feed pipe

R4: pipe leak, continuous release from a hole
having 10% of pipe diameter

R5: pipe rupture, continuous release from the
full-bore pipe

Standard reference faillure modes
were associated to each category
of units.

For non-standard units
Failure Modes & Effects Analysis
(FMEA) may be used.

Each failure mode leads to a
reference Loss of Containment
(LOC) event.

- NIA iNTeg-Risk _?

. Sk E | | RAMLWORE
ey = . T





Faillure modes and credit factors

]

=

3) Identification of credit factors

-
Loss of Containment Hor;g-”lt_arag (;T Qq’ Faﬁ:g!m:lOnrr;‘> (Cg;n.@uggs ehe%&% bEI;leS
(£o0) “ctedibility of the LB Cayant forthe:
R1: small leak, conti lease f 10 uiftit.
: small leak, continuous release from a i
mm equivalent diameter hole vf express (the hazard associated
R2: catastrophic rupture, release of the entire withieach-ynit
inventory in 600 s e -6 A . -5
“Referefite failure frequency datd
Ra: catastrophic rupture, instantaneous may be used to evaluate the credit
ire inv y and release
from the full-bore feed pipe 5x-|[a7ct() rgxlo'6 5x105
. . dard-credit factors mavibe
R4:_p|pe leak, continuous release from a hole bt Bl i '. TS
having 10% of pipe diameter mo |f|ed tO a(ﬁﬁ@ﬁunt fOl&lbmproved
]Iflzj:_brz)i[r)eegil;p;ture, continuous release from the Saf -I-y perfﬂrmanCP ﬂf gpgcilfic
pieces of equitpmerpt. 1x10
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_ _ —
Accident scenarios E=

4) Identification of hazardous material properties
(flammability, toxicity, instability...)
5) Definition of event trees and selection of scenarios

A set of reference event trees was defined.

Selection among the event trees is based on the
LOCs, the hazards and the state of the materials.

Gas or vapor Jet Fire

Continuous release

Toxic and flammable VCE
Flash Fire
Dispersion

The event tree defines the accident scenarios associated to
each LOC event.
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-
Damage distances ﬂ%

6) Calculation of damage distances

Scenarios Threshold ' The damage distance (d) is a

. Value parameter  representing  the
Flash Fire Y% LFL i .
Eireball 7 KW/m? severity of each scenario.
Jet Fire 7 kW/m?
Pool Fire 7 KW/m? The homogenous assessment of
Vapor cloud explosion 14 kPa the distances is based on
E%z'gf‘o'ame‘:ha“'ca' 14 kPa thresholds for the same damage
BLEVE 14 kPa or final effect (e.g. start of lethality,
Toxic exposure IDLH 50% probability of death, etc.)

(Ministry of Public Works, Italy, Decree 09/05/01)

= Damage distances are calculated by appropriate consequence
simulation models

» Standard reference assumptions were defined for parameters
Influencing the calculation of conseguences
(e.g. position and orientation of the release, weather conditions, etc.)
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Unit KPIs ﬂg
i

7) Calculation of KPIs for units
di;x damage distance (i-th LOC, J-th scenario, k-th unit)
cf,,  credit factor (i-th LOC, k-th unit)

e

UPI, = max(max(d, ; ))°
i j

The unit potential hazard index (UPI) is a representation of
the impact area potentially affected by the worst-case scenario.

ZcfIk max(dI )

The unit inherent hazard mdex (UHI) considers the safety
score of the equipment by the credit factors of LOC events.
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Overall KPIs %

8) Calculation of KPIs for groups of units ?J’

The KPIs of single units may be combined to yield
overall KPIs.

The overall KPIs allow for the comparison of the
performance of different groups of units (e.g. whole plant).

N . .
P| = ZUPIK Potential hazard |r_1dex (PI)
= (worst-case scenarios)

Inherent hazard index (HI)

N
Al ZUHIK (safety performance and LOC
k=t events of the process units)
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Add-On: escalation distances

Threshold Values

Physical effect Escalation

Effect on humans (Cozzani et al., 2007,2008)

Flash Fire — transient radiation Y LFL, %vol not considered
Fireball — transient radiation 7 kW/m?2 15" - 50 kW/m?2
Jet Fire — stationary radiation 7 kW/m?2 15" - 50 kW/m?2
Pool Fire — stationary radiation 7 KW/m?2 15" - 50 kW/m?2
Vapor cloud explosion — overpressure 14 KPa 0.16 - 0.22" kPa
Physical/mechanical explosion — overpressure 14 kPa 0.16 - 0.22" kPa
Toxic exposure IDLH, ppm -

" Marked values refer to atmospheric target equipment; unmarked values to pressurized equip.

Domino escalation thresholds are used for the consequence
simulation for the scenarios (step 6).






Add-On: escalation indexes %

The domino hazard KPIs are calculated as the KPIs for §J’
hazard to population.

e,  escalation distance (i-th LOC, k-th unit)

cf,,  credit factor (I-th LOC, k-th unit)

B

UPD, =max(e, )’ Unit domino potentigl hazard index
! (worst-case scenarios)

Unit domino inherent hazard index

(safety performance and LOC
events of the process units)

UHD, = Zcfi,k e’
i=1
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Example of results (... not yet for LNG):

UPI aux

Normalized data

UHI bulk

UPI: unit potential hazard index
UHI: unit inherent hazard index

= Compressed UPD: unit potential escalation index

= Cryogenic UHD: unit inherent escalation index

= Metal hydrides
m Complex hydrides

S UPI max UHD bulk ¢

_JUPI bulk UHD max \

UHD aux

UPD max

UPD bulk

AUX: sum of auxiliary equipment KPIs
BULK: bulk storage unit KPI
MAX: maximum KPI value






Integrated risk management: safety is only one issue!

An integrated framework to the assessment of design sustainability

1 1
1 1
' | Environmental Economic e :
| c b o Social indices |
: indices indices i
1
: .
| L&vel 1 !
! Normalized . . !
it ' . Normalized Normalized '
Normalization i ARGLLEIEL economic indicgs social indices |
factors ! indices :
S R | R R )
e - --1%TT-"-"=-"=-"=-"=-"=-"-"|f ~"="=""=""=-""=-"/=-"V/=-""-yy-"-=-"=-== 1
1 1
1 1
1 H 1

F Environmental .. .
Weight ! : Economic index Social index evel 2 |
factors ! index :
D N . N A :
N Y A 1
1 1
1 1
. | |
Weight L Overall index Level 3 |
factors : :
.. —_—— :

eni

Numerical aggregation
of indices is based on
the use of
normalization and
weighted summation

Novel specific criteria
were defined for these
procedures.
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A further issue: life cycle of technologies

KPI should be used to identify and consider the safety issues at each stage of
the lifecycle

KPlIs for
design IS

Operation
Lifecycle

Conceptual
design

Procedure definitio

Basic design

5,
%:

KPIs for
| operation /
Detailed Layout management
design design






Conclusions

« A streamline to Inherent Safety KPIs definition
for the assessment of new technologies was
developed

 The framework for the definition of an integrated
set of KPIs to be used Iin early design was
outlined

 The introduction of lif-cycle issues should be
considered

 The application to LNG technologies will be
carried out within ERRA A4 of Integ-Risk project
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			The LNG Chain:
 a renewed technology diffusing throughout  Europe  			1) Extraction			2) Liquefaction


			3)Transport 			4) Regasification 			5) Distribution
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Ship Unloading Terminal





Conventional Onshore Technology:





Storage Tanks


Boil-off management and vaporization
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LNG regasification technologies


			New technologies are proposed


			New accident scenarios possible


			No or very limited experience coming from previous applications


			Growing risk-aversion framework





*
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Offshore gravity-based terminals








			 Storage tanks under sea level


			 Presence of a sealine to connect the terminal to the shore
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FRSU: Offshore floating terminals
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LNG vaporizers:


Submerged Combustion Vaporizer


Open Rack Vaporizer


Intermediate


Fluid


(propane)


Vaporizer








iNTeg-Risk





Aims of ERRA A4


			Analysis of emerging risks related to LNG regasification


			Development of tools for the control and management of risk related to LNG regasification


			Assessment of safety-critical issues in existing and new technologies proposed for LNG regasification





…. It is not acceptable to wait for an accident in order to understand safety critical issues in new technologies:


Introduction of leading key performance indicators?
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Application of KPIs to LNG regasification?


			Introduction of new technologies


			No/limited operational experience present for new technologies


			Relevant hazards present in the process


			Need to assess and compare existing technologies (operational experience) to technologies in the conceptual/basic design stage





			Inherent safety seems the best framework for the comparison
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The Inherent Safety framework (1)


			Inherent Safety - Eliminating (or reducing) the hazard by using less hazardous materials, technologies, operating conditions and/or plant layout


			Passive Safety - Minimizing the hazard by process and equipment design features which reduce either the frequency or consequence of the hazard without the presence of “active” devices.


			Active Safety - Achieving safety by using active devices as control systems, safety interlocks, and emergency shutdown systems to detect and correct process deviations


			Procedural Safety - Using operating procedures, administrative checks, emergency response, and other management approaches to prevent incidents, or to minimize the effects of an incident


			Inherent safety seems the best framework for the comparison
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The Inherent Safety framework (2)


Inherent safety guidewords:





			Intensification/Minimization: use smaller quantities of hazardous substances


			Substitution: replace a material with a less hazardous substance


			Moderation/Attenuation: use less hazardous conditions, a less hazardous form of a material, or facilities which minimize the impact of a release of hazardous material or energy


			Simplification: design facilities which eliminate unnecessary complexity and make operating errors less likely, and which are forgiving of errors which are made





(adapted from CCPS, 1996) 
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Conflicts among guidewords








Intensification


Attenuation


Reactor - inventory is linked to kinetics that is regulated by temperature and pressure


An example:


(from Kletz, 1991)


Problems may arise in the practical application of these strategies (e.g. conflict among guidewords).





Other examples:


-Supercritical fluids (substitution vs. attenuation)


-Simplifaction of unit/plant (e.g. process intensification)
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Definition of an Inherent Safety metric


A quantitative assessment tool is needed to:


			Measure the effectiveness of design improvements that result from the implementation of Inherent Safety guidewords;





Guidewords alone are not sufficient to support design activities.


			Allow tradeoffs (i.e. solve conflicts) among the Inherent Safety guidewords;





			Integrate assessment of Inherent Safety aspects with multi-criteria optimization of design.
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A new metric for inherent safety





Two elements will be exploited:


			Standardized reference accident scenarios





(Delvosalle et al., 2006)


A European Research Project (ARAMIS Project) proposed a collection of reference accident scenarios. Generic reference fault and event trees are also defined.


“Bow-tie”








iNTeg-Risk





2)	Availability of “quick” consequence analysis tools


The current computational resources allow the rapid run of complex mathematical models for consequence analysis.


Consequence simulation models are available in user-friendly commercial software.


It is now possible to develop


A “consequence-based” inherent safety assessment tool, accounting for a specific analysis of expected accident severity





A new metric for inherent safety
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A tool for the assessment of IS KPIs 


Input data required:


			Process Flow Diagram;


			Substances and operative conditions (P, T);


			Flows and preliminary sizing of process lines;


			Preliminary definition of equipment for unit operations;


			Estimation of inventories in process units.











Step 1


Identification of


process units





Step 2


Identification of failure 


modes and 


LOCs





Step 3


Identification of


credit factors





Step 4


Identification of 


material proprieties





Step 5


Event trees definition 


and scenario selection





Step 6


Calculation of


damage distances





Step 7


Unit index


calculation





Step 8


Overall index 


calculation








All the units


assessed?





























No


Yes
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Process units 


1) Identification of process units on the flow diagram


			A classification of units is proposed, allowing the use of average reference data in the assessment of “standard units”.


			The tool is open to specific input data for “non-standard units”.





			General Categories			Subcategories			Code


			Vessel-like equipment			Atmospheric vessel (storage, process, etc.)			EQ1.1


			Pressurized vessel (storage, column, reactor, etc.)			EQ1.2


			Mobile vessel (tank wagon, road tanker, etc.)			EQ1.3


			Tube bundle equipment			S&T heat exchanger, reactor, etc.			EQ2.1


			Plate and frame equipment			Filter, plate heat exchanger, etc.			EQ3.1


			Pipe			Pipeline, manifold, etc.			EQ4.1


			Pumping equipment			Pump (centrifuge, alternative, etc.)			EQ5.1


			Compressor (centrifuge, alternative, etc.)			EQ5.2


			Warehouse			Packed materials (bags, barrels, etc.)			EQ6.1


			Spare materials (piles, etc.)			EQ6.2


			Special equipment			Solid handling (conveyors, crushers, etc.)			EQ7.1


			Other			EQ7.2


























































































































The classification is based on the geometrical structure of the unit
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Standard reference failure modes were associated to each category of units.


For non-standard units


Failure Modes & Effects Analysis (FMEA) may be used.


Each failure mode leads to a reference Loss of Containment (LOC) event.


Failure modes and credit factors 


2) Identification of failure modes and of loss intensity


			Loss of Containment
(LOC)


			R1: small leak, continuous release from a 10 mm equivalent diameter hole


			R2: catastrophic rupture, release of the entire inventory in 600 s


			R3: catastrophic rupture, instantaneous release of the entire inventory and release from the full-bore feed pipe


			R4: pipe leak, continuous release from a hole having  10% of pipe diameter


			R5: pipe rupture, continuous release from the full-bore pipe
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Standard credit factors may be modified to account for improved safety performance of specific pieces of equipment.


The Credit Factors (Cf) assess the credibility of the LOC event for the unit.


Cf express the hazard associated with each unit.


Reference failure frequency data may be used to evaluate the credit factors.


Failure modes and credit factors 


3) Identification of credit factors


			Loss of Containment
(LOC)


			R1: small leak, continuous release from a 10 mm equivalent diameter hole


			R2: catastrophic rupture, release of the entire inventory in 600 s


			R3: catastrophic rupture, instantaneous release of the entire inventory and release from the full-bore feed pipe


			R4: pipe leak, continuous release from a hole having  10% of pipe diameter


			R5: pipe rupture, continuous release from the full-bore pipe





			Horizontal gas storage
(EQ1.2)			Floating roof tank
(EQ1.1)			Centrifugal pump
(EQ5.1)			Centrifugal compressor
(EQ5.2)			Shell & tube heat exchanger (EQ2.1)


			1x10-5			1x10-4			-			-			1x10-3


			5x10-7			5x10-6			-			-			5x10-5


			5x10-7			5x10-6			-			-			5x10-5


			-			-			5x10-4			1x10-3			-


			-			-.			1x10-4			1x10-4			-
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Accident scenarios 


4) Identification of hazardous material properties


5) Definition of event trees and selection of scenarios


(flammability, toxicity, instability…)


A set of reference event trees was defined.


Selection among the event trees is based on the LOCs, the hazards and the state of the materials.


The event tree defines the accident scenarios associated to each LOC event.













































































Gas or vapor


Continuous release


Toxic and flammable


Jet Fire


Flash Fire


Dispersion


VCE
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			Different types of physical effects are accounted for (thermal radiation, overpressure, toxicity) 





Damage distances 


6) Calculation of damage distances


			The damage distance (d) is a parameter representing the severity of each scenario.





			Damage distances are calculated by appropriate consequence simulation models





			Standard reference assumptions were defined for parameters influencing the calculation of consequences





	(e.g. position and orientation of the release, weather conditions, etc.)


The homogenous assessment of the distances is based on thresholds for the same damage or final effect (e.g. start of lethality,  50% probability of death, etc.)
















































































IDLH


Toxic exposure


14 kPa


BLEVE


14 kPa


Physical/mechanical explosion


14 kPa


Vapor cloud explosion


7 kW/m2


Pool Fire


7 kW/m2


Jet Fire


7 kW/m2


Fireball


½ LFL


Flash Fire


Threshold Value


Scenarios











(Ministry of Public Works, Italy, Decree 09/05/01)
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Unit KPIs 


di,j,k	damage distance (i-th LOC, j-th scenario, k-th unit)


cfi,k	credit factor (i-th LOC, k-th unit)














The unit potential hazard index (UPI) is a representation of the impact area potentially affected by the worst-case scenario.


The unit inherent hazard index (UHI) considers the safety score of the equipment by the credit factors of LOC events.


7) Calculation of KPIs for units
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Overall KPIs











8) Calculation of KPIs for groups of units


The KPIs of single units may be combined to yield overall KPIs.


The overall KPIs allow for the comparison of the performance of different groups of units (e.g. whole plant).


Potential hazard index (PI)


Inherent hazard index (HI)


(worst-case scenarios)


(safety performance and LOC events of the process units)
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The escalation distance (e) is the maximum distance from the unit at which secondary units may be damaged.


Specific domino KPIs were defined to assess the hazard of domino effects of the analyzed design.


The assessment follows the same step by step procedure.


The escalation distance substitutes the damage distance as a severity parameter in the proposed method.


Domino escalation thresholds are used for the consequence simulation for the scenarios (step 6).


Add-On: escalation distances


Escalation by domino effect is a severe hazard source for many installations.


			Physical effect			Threshold Values


			Effect on humans			Escalation
(Cozzani et al., 2007,2008)


			Flash Fire – transient radiation			½ LFL, %vol			not considered


			Fireball – transient radiation			7 kW/m2			15* - 50 kW/m2


			Jet Fire – stationary radiation			7 kW/m2			15* - 50 kW/m2


			Pool Fire – stationary radiation			7 kW/m2			15* - 50 kW/m2


			Vapor cloud explosion – overpressure			14 KPa			0.16 - 0.22* kPa


			Physical/mechanical explosion – overpressure			14 kPa			0.16 - 0.22* kPa


			Toxic exposure			IDLH, ppm			-


			* Marked values refer to atmospheric target equipment; unmarked values to pressurized equip.
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Add-On: escalation indexes


ei,k	escalation distance (i-th LOC, k-th unit)


cfi,k	credit factor (i-th LOC, k-th unit)


Unit domino potential hazard index


Unit domino inherent hazard index


The domino hazard KPIs are calculated as the KPIs for hazard to population.


(worst-case scenarios)


(safety performance and LOC events of the process units)
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Example of results (… not yet for LNG):





AUX: sum of auxiliary equipment KPIs


BULK: bulk storage unit KPI


MAX: maximum KPI value


UPI: unit potential hazard index


UHI: unit inherent hazard index


UPD: unit potential escalation index


UHD: unit inherent escalation index


Normalized data
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An integrated framework to the assessment of design sustainability


Numerical aggregation of indices is based on the use of normalization and weighted summation


Novel specific criteria were defined for these procedures.


Integrated risk management: safety is only one issue!

















Environmental indices


Social indices


Economic indices


Normalization  factors


Environmental index

















Level 1


Level 3


Level 2





Normalized environmental indices





Social index


Normalized   social indices





Weight  factors





Economic index


Overall index


Normalized economic indices














Weight  factors
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A further issue: life cycle of technologies


KPI should be used to identify and consider the safety issues at each stage of the lifecycle





KPIs for design


KPIs for operation / management




















Conceptual design


Basic design


Detailed design


Layout design


Procedure definition


Start-up


Normal operation


Upgrade


Decommission


Design Lifecycle


Operation Lifecycle
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Conclusions


			A streamline to Inherent Safety KPIs definition for the assessment of new technologies was developed


			The framework for the definition of an integrated set of KPIs to be used in early design was outlined


			The introduction of lif-cycle issues should be considered





			The application to LNG technologies will be carried out within ERRA A4 of Integ-Risk project





*
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KMM-VIN KMMun

Virtual Institute on Knowledge-based Multifunctional Materials is an
International non-profit research organization (association) founded by
25 institutions from 10 European countries (universities, research
Institutes, national research organizations: e.g. Fraunhofer Gesellschaft
from Germany and ONERA from France, SMEs, ...) - members of the
FP6 Network of Excellence on ,Knowledge-based Multicomponent
Materials for Durable and Safe Performance” (KMM-NOE).

The mission of KMM-VIN is to promote European research and
development in the area of knowledge based multifunctional materials
(KMM) to become an interface at the European level between the
community of KMM-VIN partners and all other stakeholders having
Interest in KMM, and to promote the mutual acceptance of KMM by, inter
alia, building of confidence, development of quality assurance and
traceability and implementation of relevant standards.
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Participants KMM i

B3 ERRA Leader and other partners:

« KMM-VIN: European Virtual Institute on Knowledge-based
Multifunctional Materials AISBL (Brussels/Warsaw)

— IPPT: Institute of Fundamental Technological Research of Polish
Academy of Sciences (Warsaw, PL)

— IMRSAS: Institute of Materials Research, Slovak Academy of
Sciences (Kosice, SK)

— IMIM: Institute of Metallurgy and Materials of Polish Academy of
Sciences (Krakow, PL)

— MCL.: Materials Centre Leoben Forschung GmbH (Leoben, AU)

« MERL: Materials Engineering Research Laboratory Limited
(Hertfordshire, UK)

 EU-VRI: European Virtual Institute for Integrated Risk Management
(Stuttgart, DE)

 IMPER: Imperial College, Department of materials (London, UK)
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DoW K.N\MVIN

Subtask I: Identification of emerging risk-related features of
advanced materials, in particular produced by nano-powder
technology, e.g. metal-ceramic composites, carbon-nanotubes,
materials utilizing fine ashes, intermetallics.

Subtask lI: Identification of emerging risk-related with the use of
new materials in new high risk technologies generating high
stresses on materials : application to oil recovery technology, using
CO, as the stimulant as well as steam and concentrated H,S, for
which new advanced materials will show extended corrosion
erosion and wear resistance over current carbon steel

Subtask lll: Identification of emerging risk-related features of new
coatings processes including side products with a strong face on
materials with dimensions in the nanometer scale

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk ?

PROGAAMME





Emerging Risks KMMy

 The development of advanced/novel materials is always accompanied by
new desired and non-desired mechanical and chemical behaviour.

 The behaviour cannot be predicted ahead. In principle, only the “global”
chemistry and the desired composition are known, while side reactions and
mechanical and structural properties of these materials are unknown.

* In the last years the structural properties of the advanced materials have
gained more attention because the structural dimensions were shifted to the
nanometer scale. This obviously introduces a second parameter to the more
general questions of direct toxicity and side products that needs to be
considered.

» The side products can either be fixed on the surface or be free particles in
powdered form or fume. It is clear, that physical and chemical properties of
advanced materials have significant implications for Emerging Risks

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk ?
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KPIs/SPIs - new materials KMM i

KPIs — measures of improvement of advanced
material properties — mechanical, material and
safety properties

=
Applying KPIs =

more safety life in the presence
of advanced materials

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk 7
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Example

Past: risks connected with excellent but dangerous
materials like asbestos gradually eliminated

Asbestos is excellent fiber for brake linings, as it offers good strength,
temperature and chemical resistance. However, asbestos fibers
easily shred into thin needle like strands that can drift in the air and
be inhaled. The fibers lodge deep in the lungs where their sharp ends
becomes a source of constant irritation. To make matters worse, the
human body cannot get rid itself of these fibers because they are
Impervious to biochemical assault. So over time, exposure to
asbestos dust may result in lung disease or cancer.

Present: emerging risks related to development and use
of advanced engineering materials, like new brakes
including ceramic or composite ones.

Emerging risk:
- brake wear products in the town polution (field test)

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk %
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KPIs/SPls generators KMM i

The mechanical / material properties of the materials.

Stability — ability of a material to remain unchanged during
conditions of anticipated use.

Incompatibility — material may create hazardous reaction when
In direct contact with another material.

Reactivity — material undergoes a chemical reaction with
release energy.

Corrosivity — material causes visible destruction or irreversible
damage at site of contact.

Decomposition — material disassociates or breaks down into
parts or simpler compounds.

How safe are the consumers using products that contain new
materials?

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk %
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KPIs/SPIs generators KMM i

« How does new material distribute itself between air,
water, soll etc.?

 What are the design and failure criteria for these
materials including: joining, durability, life assessment,
lack of standards and data bases to ensure adequate
safety factors are employed in the design phase?

 What is the environmental and human health risks
iInvolved in the disposal or recycling of new products
/materials, especially, the potential for small-particles of
material to escape from ‘contained’ waste disposal sites
as well as their impact on sewage treatment plants.
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Possible KPls KMM i

 Life timel/life cycle (from manufacturig to utilization)
 Resistance to pressure, temperature
 Wear resistance (improve)

 Resistance to a range of aggressive fluids and
gases, corrosion resistance

* Probability of decomposition (e.g. that material
disassociates or breaks down into parts or simpler
compounds)

* Failure modes (occurrence, severity, detection)
 Cost of manufacturing

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk %
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Possible KPIs KMM i

 Physico-chemical complexity of the new
materials versus some given reference
materials, especially the proportion of some very
unigue components which make up the new
material.

o Stability, i.e. an ability of the material to remain
unchanged under the service conditions and
during the service time anticipated.

* The reduction of the potential health hazards
connected with the production and use of new
materials.

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk %
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Possible KPIs KMM i

* The reduction of the potential negative impact
on environment during processing, use and
recycling of new materials.

 The reduction of failure uncertainties (leading
to fugitive emissions, fires and explosions),
analysis and identification of subsequent
material loss and impact on the environment and
humans.

e The reduction the unit cost of new material
production.

Workshop on KPIs/SPIs, June 4, 2009 iNTeg-Risk %
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Possible KPIs - Risk of New Material failures KN\MVIN

 To the Environment
(sea, sea bed, and coast for offshore, land for onshore)

- H,S Leak causing pollution

- Permeation of CO, through

seals giving environmental damage
- Release of steam

 To flora, fauna, fisheries, animals humans, etc

- Clean up costs
- Deaths and ill-health (humans and animals)

e Economic risk
- Loss of business
- Cost of interventions
- Maintenance costs
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Summarizing KMM

 KPIs in our ERRA should to be defined on the basis on the
already existing experiments/expirience/expertises

 We are focused on quantitative leading (if possible) KPIs
related to material properties

 The main objective of this ERRA is to propose a consistent
approach to manage the emerging risks connected with the
Introduction of new materials into a new generation of
products and technologies.

 The Key Performance Indicators reflect the emerging risk
related to developing and use of advanced
engineering/advanced materials.

* Applying KPIs in this ERRA we should identifiy the
possibilities to evaluate the successful way towards the
decision makers goals even in the presence of many

uncertainties (emerging risks) related to new materials.
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KMM-VIN


Workshop on KPIs/SPIs, June 4, 2009


*


Virtual Institute on Knowledge-based Multifunctional Materials is an international non-profit research organization (association) founded by 25 institutions from 10 European countries (universities, research institutes, national research organizations: e.g. Fraunhofer Gesellschaft from Germany and ONERA from France, SMEs, …) - members of the FP6 Network of Excellence on „Knowledge-based Multicomponent Materials for Durable and Safe Performance” (KMM-NoE).





The mission of KMM-VIN is to promote European research and development in the area of knowledge based multifunctional materials (KMM) to become an interface at the European level between the community of KMM-VIN partners and all other stakeholders having interest in KMM, and to promote the mutual acceptance of KMM by, inter alia, building of confidence, development of quality assurance and traceability and implementation of relevant standards.
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Participants


*


B3 ERRA Leader and other partners:





			KMM-VIN: European Virtual Institute on Knowledge-based Multifunctional Materials AISBL (Brussels/Warsaw)


			IPPT: Institute of Fundamental Technological Research of Polish Academy of Sciences (Warsaw, PL)


			IMRSAS: Institute of Materials Research, Slovak Academy of Sciences (Kosice, SK)


			IMIM: Institute of Metallurgy and Materials of Polish Academy of Sciences (Krakow, PL)


			MCL: Materials Centre Leoben Forschung GmbH (Leoben, AU)


			MERL: Materials Engineering Research Laboratory Limited 


(Hertfordshire, UK)


			EU-VRi: European Virtual Institute for Integrated Risk Management (Stuttgart, DE)


			IMPER: Imperial College, Department of materials (London, UK)
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DoW


			Subtask I: Identification of emerging risk-related features of advanced materials, in particular produced by nano-powder technology, e.g.  metal-ceramic composites, carbon-nanotubes, materials utilizing fine ashes, intermetallics. 





			Subtask II: Identification of emerging risk-related with the use of new materials in new high risk technologies generating high stresses on materials :  application to oil recovery technology, using CO2 as the stimulant as well as steam and concentrated H2S, for which new advanced materials will show  extended corrosion erosion and wear resistance over current carbon steel





			Subtask III: Identification of emerging risk-related features of new coatings processes including side products with a strong face on materials with dimensions in the nanometer scale 





*
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Emerging Risks


*


			  The development of advanced/novel materials is always accompanied by new desired and non-desired mechanical and chemical behaviour. 





			  The behaviour cannot be predicted ahead. In principle, only the “global” chemistry and the desired composition are known, while side reactions and mechanical and structural properties of these materials are unknown. 





			   In the last years the structural properties of the advanced materials have gained more attention because the structural dimensions were shifted to the nanometer scale. This obviously introduces a second parameter to the more general questions of direct toxicity and side products that needs to be considered. 





			  The side products can either be fixed on the surface or be free particles in powdered form or fume. It is clear, that physical and chemical properties of advanced materials have significant implications for Emerging Risks
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KPIs/SPIs - new materials


KPIs – measures of improvement of advanced material properties – mechanical, material and safety properties

















Applying KPIs =


more safety life in the presence 


of advanced materials


*
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Past: risks connected with excellent but dangerous materials like asbestos gradually eliminated 





Asbestos is excellent fiber for brake linings, as it offers good strength, temperature and chemical resistance. However, asbestos fibers easily shred into thin needle like strands that can drift in the air and be inhaled. The fibers lodge deep in the lungs where their sharp ends becomes a source of constant irritation. To make matters worse, the human body cannot get rid itself of these fibers because they are impervious to biochemical assault. So over time, exposure to asbestos dust may result in lung disease or cancer.





Present: emerging risks related to development and use of advanced engineering materials, like new brakes including ceramic or composite ones.


Emerging risk:


- brake wear products in the town polution (field test)


Example 
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KPIs/SPIs generators


			The mechanical / material properties of the materials.


			Stability – ability of a material to remain unchanged during conditions of anticipated use.


			Incompatibility – material may create hazardous reaction when in direct contact with another material.


			Reactivity – material undergoes a chemical reaction with release energy.


			Corrosivity – material causes visible destruction or irreversible damage at site of contact.


			Decomposition – material disassociates or breaks down into parts or simpler compounds.


			How safe are the consumers using products that contain new materials?





*
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KPIs/SPIs generators


			How does new material distribute itself between air, water, soil etc.?


			What are the design and failure criteria for these materials including: joining, durability, life assessment, lack of standards and data bases to ensure adequate safety factors are employed in the design phase?


			What is the environmental and human health risks involved in the disposal or recycling of new products /materials, especially, the potential for small-particles of material to escape from ‘contained’ waste disposal sites as well as their impact on sewage treatment plants.





*
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Possible KPIs


			Life time/life cycle (from manufacturig to utilization)


			Resistance to pressure, temperature


			Wear resistance (improve)


			Resistance to a range of aggressive fluids and gases, corrosion resistance


			Probability of decomposition (e.g. that material disassociates or breaks down into parts or simpler compounds)


			Failure modes (occurrence, severity, detection)


			Cost of manufacturing
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Possible KPIs


			Physico-chemical complexity of the new materials versus some given reference materials, especially the proportion of some very unique components which make up the new material. 


			Stability, i.e. an ability of the material to remain unchanged under the service conditions and during the service time anticipated. 


			The reduction of the potential health hazards connected with the production and use of new materials. 





*
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Possible KPIs


			The reduction of the potential negative impact on environment during processing, use and recycling of new materials. 


			The reduction of failure uncertainties (leading to fugitive emissions, fires and explosions), analysis and identification of subsequent material loss and impact on the environment and humans. 


			The reduction the unit cost of new material production.





*
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Possible KPIs - Risk of New Material failures 


			To the Environment 


(sea, sea bed, and coast for offshore, land for onshore)





    - H2S Leak causing pollution


    - Permeation of CO2 through 


 seals giving environmental  damage


    - Release of steam 


 


			To flora, fauna, fisheries, animals humans, etc





    - Clean up costs


    - Deaths and ill-health (humans and animals)


 


			 Economic risk





    - Loss of business


    - Cost of interventions


    - Maintenance costs       
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Summarizing 


    


Workshop on KPIs/SPIs, June 4, 2009


			KPIs in our ERRA should  to be defined on the basis on the already existing experiments/expirience/expertises


			We are focused on quantitative leading (if possible) KPIs related to material properties


			The main objective of this ERRA is to propose a consistent approach to manage the emerging risks connected with the introduction of new materials into a new generation of products and technologies. 


			The Key Performance Indicators reflect the emerging risk related to developing and use of advanced engineering/advanced materials. 


			Applying KPIs in this ERRA we should identifiy the possibilities to evaluate the successful way towards the decision makers goals even in the presence of many uncertainties (emerging risks) related to new materials. 
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» Introduction
- Possible approaches for establishment of indicators

» ERRA C2 — Remote operation in sensitive areas
- Hot topics
- Emerging risk & emerging risk issue

» Risk-based indicator framework

- Technical part
- Organizational part

» Considerations about approaches for development of EWIs
- Risk-based
- Combination of approaches (triangulation)
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Introduction |EV-YRI

» Initial thoughts on possible approaches for the establishment
of early warning indicators (EWI)

» Possible approaches are, e.g.:

- Risk-based approach
« Technical indicators Risk-based approach
e Organizational indicators
- Performance-based approach

 Event indicators
e Barrier indicators
e Activity indicators
- Incident-based approach

- Resilience-based approach

» Not decided on the approach for ERRA C2, but knowledge
about risk-based indicator development may be useful also for
other parts of the INTeg-Risk project.

(Research on risk-based indicators is relatively limited.)

3
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ERRA C2 — Remote operation in sensitive areas [Ed

» Eni Norge

The “hot topic” in ERRA C2 is the
combination of:

» Remote operation (or integrated
operation — 10) — a new production
technology (ERRA C)

» Environmental risk requirements —
stricter demands in the Northern
Regions (zero discharge policy)

e Harsh climate and other new
challenges in the Northern Regions

%_ iINTeg-Risk
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ERRA C2 — Emerging risk & risk issue EU-YRI

» The production of oil and gas (with increased use of integrated
operations/remote operations) in environmental sensitive areas
(previously not opened for oil production) constitutes an emerging
risk.

» The emerging risk issue focused on in ERRA C2 is how to avoid
accidents (with potential oil spills) through the development of
early warning indicators (EWIs).

_% INTeg-Risk

||||||||||

5






Risk-based indicators; basics

Sociotechnical
system (OPI)

Risk model

(QRA)

s

77 iNTeg-Risk
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Risk-based indicators; basics EU-YRI

Risk Influencing Factor (RIF):

An aspect (event/condition) of a
system or an activity that affects

the risk level of this system/
activity. Risk Influencing Factor (RIF)

Risk model Risk
(QRA) measure

Sociotechnical
system (OPI)

7
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Risk-based indicators; basics EU-YRI

Risk Indicator:

A measurable/operational ~ Risk
definition of a risk influencing indicators
factor.

Risk Influencing Factor (RIF):

An aspect (event/condition) of a _ _
system or an activity that affects (? Risk Indicator
the risk level of this system/

activity. Risk Influencing Factor (RIF)

Risk model Risk
(QRA) measure

Sociotechnical
system (OPI)

8
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Present use: Obtain risk status

Sociotechnical
system (OPI)

Risk
indicators

Risk
status

Risk model

(QRA)

Risk Indicator

Risk Influencing Factor (RIF)

Risk
measure

_W; INTeg-Risk
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Future use: Obtain early warnings | EU-VRi |

Sociotechnical
system (OPI)

Risk
status

(*) Risk Indicator

Risk Influencing Factor (RIF)

Risk model

(QRA)

e
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Risk-based indicators; framework — two parts  |E&EZ

Risk
Organizational part indicators Technical part
~
\
\
\
\
Risk Indicator

I
Risk Influefncing Factor (RIF)

\ / N
N - — <

~

Risk model

(QRA)

Sociotechnical
system (OPI)
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|. Technical methodology

Organizational framework

0O1. Qualitative organizational model =
Y

02. Organizational risk indicators

Quantification |methodology

Y

03. Quantitative organizational model
y

0O4. Rating process
Y

0O5. Weighting process
Y

06. Effect on important parameter (-s)
v

-» O7. Effect on risk

Risk
indicators

Sociotechnical
system (OPI)

Risk model
(QRA)

) ~y,
- ~
7 N
’ I N
/ Technical methodology S\

: : . \

1. Selection of categories of accidental events e

/ ¥ \
/ 2. Identification of risk influencing factors (RIFs) € \

! : \
' 3. Assessment of potential change in RIFs ‘
I ¥ 1
I 4. Assessment of effect of change on risk - |
| ! '

5. Selection of significant RIFs ,
] ¥ ]

\ 6. Initial selection of risk indicators -

; /
- \ 7. Testing and final selection of risk indicators /
¥ /
8. Establishment of application routines /
/
N\
N\
g 7’
_ ”’
Risk | ™~ ma o _ =~
measure
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1. Selection of categories of accidental events

Process accidents 1

Other accidents

\ 3 %// Earthquake
0
25 % 6 % 2 % — Extreme weather

Blowouts ; i
12 % A Helicopter accidents

Riser/pipeline accidents

Occupational accidents

7 iNTeg-Risk

13





2. ldentification of risk influencing factors (RIFs)

Ignited
Leak Iaslt_ir? ngI](::-ak leakiin > eStlrgsnign
9 module P

Y

] j Fire escal.
Short _] Fire to other
leak segments
— Ignited
Nonl-lgrlllted leak outside |—
ea module Fire escal.

to other
areas

\ 4

Non-ignited Local fire
leak .
in module
Barriers: 1. Shutdown (prevent further supply of hydrocarbons) 4. Prevent strong explosion

2. Prevent ignition in module
3. Prevent ignition outside module

5. Prevent spread to other segments
6. Prevent spread to other areas

7 iNTeg-Risk
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2. ldentification of risk influencing factors (RIFs) [EZZd

Accident type: Process Accident

Barrier No. 1: Shutdown

No

Input parameter/RIF

Notation

Comments

1 |Detectors not exposed (2x60%LEL) (1-P3) 0 f(number, location, leak rate, etc.)
2 |Failure in gas detection system (1-P4) 0.001 f(2.1-2.4)
2.1 |Failure in gas detector 0.002 0.001 for 2003 with 2x60%LEL
2.2 | Failure in gas panel 0-0.001 |f(test frequency), 6 per year, --"--
2.3 | Systematic calibration failure ~0 -7
2.4 | Catalyst poisoning ~0 --7en

3 | Failure in ESD panels (1-P5) ~0

4 | Failure in isolation valves (1-P6) 0.012

5 [Failure in manual shutdown (1-P2) 0.05/0.3/1 |P2=1.0 for very large leaks

% iINTeg-Risk

SIVENTH | maM W
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3. Assessment of potential change in RIFs | EU-VRi |

Accident type: Process Accident Sis
Barrier No. 1: Shutdown ]
No Input parameter/RIF Notation Comments /abs.
1 | Detectors not exposed (2x60%LEL) (1-P3) 0 f(number, location, leak rate, etc.) No
2 |Failure in gas detection system (1-P4) 0.001 f(2.1-2.4) Yes x0.1/x100
2.1 | Failure in gas detector 0.002 0.001 for 2003 with 2x60%LEL
2.2 | Failure in gas panel 0-0.001 |f(test frequency), 6 per year, --"--
2.3 | Systematic calibration failure ~0 -
2.4 | Catalyst poisoning ~0 -
3 | Failure in ESD panels (1-P5) ~0 No
. . . x0.5/x2/
4 | Failure in isolation valves (1-P6) 0.012 Yes x8.3 (0.1)
. . _ 0.5/0.7/0.5
5 |Failure in manual shutdown (1-P2) 0.05/0.3/1 | P2=1.0 for very large leaks Yes 1.0/1.011.0
Comments/evaluations:
1) Due to shut in modules (except UM3 and UM10)
2) Newer/better/more detectors will result in more reliable detection. (Voting is also changed to 2003 with 2x30%LEL)
3) Still assumed to be neglectable
Andsoon ...

16
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4. Assessment of effect of change on risk

Accident type: Process Accident 3 RN
Barrier No. 1: Shutdown |
No Input parameter/RIF Notation Comments N ~ s
1 | Detectors not exposed (2x60%LEL) (1-P3) 0 f(number, location, leak rate, etc.) No
2 | Failure in gas detection system (1-P4) 0.001 f(2.1-2.4) Yes x0.1/x100 | 0.005/0.52
2.1 |Failure in gas detector 0.002 0.001 for 2003 with 2x60%LEL
2.2 |Failure in gas panel 0-0.001 | f(test frequency), 6 per year, --"--
2.3 | Systematic calibration failure ~0 -
2.4 | Catalyst poisoning ~0 -
3 |Failure in ESD panels (1-P5) ~0 No
. - . x0.5/x2/ 0.03/0.06/
4 | Failure in isolation valves (1-P6) 0.012 Yes x8.3 (0.1) 047
. . _ 0.5/0.7/0.5 0.003
5 |Failure in manual shutdown (1-P2) 0.05/0.3/1 | P2=1.0 for very large leaks Yes 1.0/1.0/1.0 076
Comments/evaluations:
1) Due to shut in modules (except UM3 and UM10)
2) Newer/better/more detectors will result in more reliable detection. (Voting is also changed to 2003 with 2x30%LEL)
3) Still assumed to be neglectable
And soon ...

17
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5. Selection of significant RIFs

-
- —~— ~ 4
1 0.+ [%] ~
, s R, A Probability of ignition ﬁleailure in electrical equipment (x2)
/ 1 Pro&b'lity of hot work (x2
20 {
/ P ~
/ Proiability of autoignitiongdx2) N
/ hobability o?ignition due to drive unit (x1.5) \
10+ \
Pro‘ability of ignition given leakage and hot wo* (x1.6)
I 2.3 ,Probability of ignition due to punvns/compr. (x2)
0 I
-3.0% 2.7 1
Redurlti}n factor for electrical disconnection of ignitiln sources (x2)
10 Probability of bl ﬂ 0
robability of blowolit (xO.
ty (x0.7Q) Y
S s’
Number of workovers ()?.5) ~ ~ e = -
20 Number of drill d comfletions (0)
umber of drillings and completions H HY &
\ e Insignificant RIFs
\ Probability of leakage in neigWor module (x0.4)
N N -30 /
N V4 B Potential risk increase
™~ P - Potential risk reduction
~ 404 Leak frequency (xQ)
-
— —
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6. Initial selection of risk indicators EU-YRI

Risk influencing factor Risk indicator Effect on risk 6
RIF; X; (or Z)) AR n(0,t)/R(0) [%]*
1. Process leak No. of all leaks 46.4
2. Ignition due to failure in el. equipment No. of all failures in electrical equipment 18.0
3. Disconnection of ignition sources No applicable indicator found -
4. Hot work No. of hot work permits class A and B 5.3
5. Ignition given leakage and hot work ~ No applicable indicator found -
6. Ignition due to failure in pumps/compr. No. of hours of critical maintenance backlog 2.3
7.  Ignition due to failure in driving units  No. of all failures in electrical driving units 7.2
8.  Auto-ignition No applicable indicator found -
9.  Ignition in neighbor module No. of alarms indicating loss of overpressure ~ 28.0°
10. Drilling and completion No. of days with drilling/completion activity — 11.0
11. Workover (on wells) No. of days with workover 10.4
12. Blowout No. of trips (i.e. withdrawals of the drillpipe) 4.3
*The effect on risk is based on 100% increase in the risk indicator value (i.e. normalized values)
® This refers to change in ignition probability and not to the proposed risk indicator

!

7. Testing and final selection of risk indicators

\ 4

8. Establishment of application routines

_7 iINTeg-Risk
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ll. Organizational framework

-—
- -~ -

-~ ~

7 N

Organizational framework

0O1. Qualitative organizational model =

L]

02. Organizational risk indicators

Quantification |methodology

Y

03. Quantitative organizational model

L]

0O4. Rating process

L]

0O5. Weighting process

L]

06. Effect on important parameter (-s)

L]

O7. Effect on risk

Risk
ﬁdicators

@cmcﬁlical
system (OPI)

w

Technical methodology

L]

L]

3. Assessment of potential change in RIFs

L]

L]

5. Selection of significant RIFs

L]

L]

7. Testing and final selection of risk indicators

L]

8. Establishment of application routines

1. Selection of categories of accidental events e

2. Identification of risk influencing factors (RIFs) €

4. Assessment of effect of change on risk -

6. Initial selection of risk indicators € -

Risk model
(QRA)

Risk
measure

SIVENTH | maM W
PROGRAMME
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Organizational model, factors and indicators EU-YRi

Organizational
risk indicators

(x) Direct risk indicators

(:) Indirect risk indicators
[
|
|
|

Hydrocarbon

leakages Risk influencing factors - RIFs

Risk model L Risk measure

Only for significant RIFs (for which direct indicators are difficult to obtain)!
(Not like ARAMIS, I-RISK, WPAM, etc.) 7 iINTeg-Risk
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O1. Qualitative organizational model
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O2. Organizational risk indicators EU-YRI

Organizational risk indicators proposed for the pilot mstallation 2

Organizational Factor ~ Organizational Risk Indicator

OF1  Training/ ORI11  Proportion of process technicians having formal system training
competence ORI12  Average no. of areas in which the process technicians are trained

ORI13  Proportion of instrument technicians attended joint/valves courses
ORI14  Proportion of mechanics attended courses in flange mounting
ORI15  Proportion of mechanics attended courses in gaskets and seals
ORI16  Average no. of years experience on this installation for rel. pers.
ORI17  Average no. of years of experience 1n total for relevant personnel
ORI18  Proportion of relevant personnel pursuing vocational development

OF2  Procedures etc ORI21  Proportion of relevant personnel having received JSA training
ORI22  Proportion of relevant personnel having performed JSA last year
ORI23  No. of ISAs carried out last quarter of the year
ORI24  No. of controls of ISA preparation and application

OF3  Planning etc ORI31  Proportion of critical jobs being checked
ORI32  Proportion of work orders signed at workplace

OF4  Design ORI41  No. of design related leaks and leak attempts
OF5  PM-program/  ORI51  No. of hours inspection of leak exposed equipment
inspection ORI52  No. of corr. maintenance work orders on leak exposed equipment

_iNTeg-Risk | 23





Early warning indicators (risk-based)

Organizational framework

OL1. Qualitative organizational model

L]

02. Organizational risk indicators

Quantification | methodology

A

03. Quantitative organizational model

L]

O4. Rating process

L]

O5. Weighting process

L]

06. Effect on important parameter (-s)

L]

O7. Effect on risk

Risk
indicators

Sociotechnical
system (OPI)

4
f

Technical methodology

A

Risk model
(QRA)

1. Selection of categories of accidental events

L]

2. Identification of risk influencing factors (RIFs)

L]

3. Assessment of potential change in RIFs

L]

4. Assessment of effect of change on risk

L]

5. Selection of significant RIFs

L]

6. Initial selection of risk indicators

L]

7. Testing and final selection of risk indicators

L]

8. Establishment of application routines

Risk
measure
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Early warning indicators (risk-based or ...)

0O2. Organizational risk indicators

Alternatively or complementary (e.qg.,
triangulation of methods/approaches):

- Performance-based approach
- Incident-based approach
- Resilience-based approach

- Dual-assurance approach (HSE)

Risk
indicators

L ’ (? Risk Indicator

Sociotechnical
system (OPI)

Risk Influencing Factor (RIF)

Risk model
(QRA)

%_ iINTeg-Risk
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The End

Thank for your attention!

» References can be found in:
Guidance on Safety Performance Indicators, OECD 2003

77 iNTeg-Risk
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http://www2.oecd.org/safetyindicators/
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Introduction


			Initial thoughts on possible approaches for the establishment of early warning indicators (EWI)


			Possible approaches are, e.g.:


			Risk-based approach





Technical indicators


Organizational indicators


			Performance-based approach





Event indicators


Barrier indicators


Activity indicators


			Incident-based approach


			Resilience-based approach


			Not decided on the approach for ERRA C2, but knowledge about risk-based indicator development may be useful also for other parts of the iNTeg-Risk project.





	(Research on risk-based indicators is relatively limited.) 


Risk-based approach
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The “hot topic” in ERRA C2 is the combination of:





			 Remote operation (or integrated operation – IO) – a new production technology (ERRA C)








			 Environmental risk requirements – stricter demands in the Northern Regions (zero discharge policy)








			 Harsh climate and other new challenges in the Northern Regions








ERRA C2 – Remote operation in sensitive areas
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ERRA C2 – Emerging risk & risk issue


			The production of oil and gas (with increased use of integrated operations/remote operations) in environmental sensitive areas (previously not opened for oil production) constitutes an emerging risk. 





			The emerging risk issue focused on in ERRA C2 is how to avoid accidents (with potential oil spills) through the development of early warning indicators (EWIs). 
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Risk-based indicators; basics





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators
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Risk-based indicators; basics


Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/ activity. 





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators







*


iNTeg-Risk





Risk-based indicators; basics


Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/ activity. 


Risk Indicator:


A measurable/operational definition of a risk influencing factor. 





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators
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Present use: Obtain risk status





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators




Risk
status
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Future use: Obtain early warnings





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators




Risk
status




Early warning
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Risk-based indicators; framework – two parts


Technical part


Organizational part





Risk Influencing Factor (RIF):


An aspect (event/condition) of a system or an activity that affects the risk level of this system/activity.





Risk Indicator:


A measurable/operational definition of a risk influencing factor.











Risk Influencing Factor (RIF)




Risk model
(QRA)




Sociotechnical system (OPI)




Risk
measure




Risk Indicator 




Risk
indicators
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I. Technical methodology








Risk model
(QRA)




Sociotechnical system (OPI)




1. Selection of categories of accidental events




Risk
measure




2. Identification of risk influencing factors (RIFs)




3. Assessment of potential change in RIFs




4. Assessment of effect of change on risk




5. Selection of significant RIFs




6. Initial selection of risk indicators




7. Testing and final selection of risk indicators




8. Establishment of application routines




Risk
indicators




Technical methodology




Organizational framework




Quantification  methodology




O1. Qualitative organizational model




O2. Organizational risk indicators




O3. Quantitative organizational model




O4. Rating process




O5. Weighting process




O6. Effect on important parameter (-s)




O7. Effect on risk




I




II
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1. Selection of categories of accidental events








￼




￼




￼




￼




￼




￼




￼




￼
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2. Identification of risk influencing factors (RIFs)








2







*


iNTeg-Risk





2. Identification of risk influencing factors (RIFs)
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3. Assessment of potential change in RIFs
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4. Assessment of effect of change on risk
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5. Selection of significant RIFs


Significant RIFs


Insignificant RIFs








0




10




20




-10




-20




-30




-40




-41.8




-16.8




-10.9




-5.2




-2.6




-3.0




-2.7




18.0




7.3




7.8




5.3




4.6




3.6




3.1




2.3




[%]




Leak frequency (x0.1)




Probability of leakage in neighbor module (x0.4)




Number of drillings and completions (0)




Number of workovers (x0.5)




Probability of hot work (x2)




Probability of ignition due to failure in electrical equipment (x2)




Probability of autoignition (x2)




Probability of ignition due to drive unit (x1.5)




Probability of ignition given leakage and hot work (x1.6)




Probability of ignition due to pumps/compr. (x2)




Probability of blowout (x0.75)




Reduction factor for electrical disconnection of ignition sources (x2)




(x1.75)




(x1.7)




(x0.5)




Potential risk increase




Potential risk reduction




4




5
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6. Initial selection of risk indicators
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II. Organizational framework








Risk model
(QRA)




Sociotechnical system (OPI)




1. Selection of categories of accidental events




Risk
measure




2. Identification of risk influencing factors (RIFs)




3. Assessment of potential change in RIFs




4. Assessment of effect of change on risk




5. Selection of significant RIFs




6. Initial selection of risk indicators




7. Testing and final selection of risk indicators




8. Establishment of application routines




Risk
indicators




Technical methodology




Organizational framework




Quantification  methodology




O1. Qualitative organizational model




O2. Organizational risk indicators




O3. Quantitative organizational model




O4. Rating process




O5. Weighting process




O6. Effect on important parameter (-s)




O7. Effect on risk




I




II
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Organizational model, factors and indicators


Only for significant RIFs (for which direct indicators are difficult to obtain)!


(Not like ARAMIS, I-RISK, WPAM, etc.)
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O1. Qualitative organizational model








1
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O2. Organizational risk indicators
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Early warning indicators (risk-based)








Risk model
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Sociotechnical system (OPI)




1. Selection of categories of accidental events




Risk
measure




2. Identification of risk influencing factors (RIFs)




3. Assessment of potential change in RIFs




4. Assessment of effect of change on risk




5. Selection of significant RIFs




6. Initial selection of risk indicators




7. Testing and final selection of risk indicators




8. Establishment of application routines




Risk
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Technical methodology




Organizational framework




Quantification  methodology




O1. Qualitative organizational model




O2. Organizational risk indicators




O3. Quantitative organizational model




O4. Rating process




O5. Weighting process




O6. Effect on important parameter (-s)




O7. Effect on risk
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Early warning indicators (risk-based or …)


Alternatively or complementary (e.g., triangulation of methods/approaches):


			 Performance-based approach


			 Incident-based approach


			 Resilience-based approach


			 Dual-assurance approach (HSE)











*


iNTeg-Risk





The End


Thank for your attention!





			References can be found in:





	Guidance on Safety Performance Indicators, OECD 2003


	http://www2.oecd.org/safetyindicators/ 
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Barrier No. 1: Shutdown



No Input parameter/RIF Notation



1 Detectors not exposed (2x60%LEL)



Accident type: Process Accident



2 Failure in gas detection system



(1-P3)



(1-P4)



Value Comments



0



0.001



f(number, location, leak rate, etc.)



f(2.1 –2.4)



2.1 Failure in gas detector 0.002 0.001 for 2oo3 with 2x60%LEL



2.2 Failure in gas panel 0-0.001 f(test frequency), 6 per year, --”--



2.3 Systematic calibration failure ~0 --”--



2.4 Catalyst poisoning ~0 --”--



3 Failure in ESD panels (1-P5) ~0



4 Failure in isolation valves (1-P6) 0.012



5 Failure in manual shutdown (1-P2) 0.05/0.3/1 P2=1.0 for very large leaks



Barrier No. 1: Shutdown



No Input parameter/RIF Notation



1 Detectors not exposed (2x60%LEL)



Accident type: Process Accident



2 Failure in gas detection system



(1-P3)



(1-P4)



Value Comments



0



0.001



f(number, location, leak rate, etc.)



f(2.1 –2.4)



2.1 Failure in gas detector 0.002 0.001 for 2oo3 with 2x60%LEL



2.2 Failure in gas panel 0-0.001 f(test frequency), 6 per year, --”--



2.3 Systematic calibration failure ~0 --”--



2.4 Catalyst poisoning ~0 --”--



3 Failure in ESD panels (1-P5) ~0



4 Failure in isolation valves (1-P6) 0.012



5 Failure in manual shutdown (1-P2) 0.05/0.3/1 P2=1.0 for very large leaks



May 



change?



Yes/No



Max. likely 



change?



Rel./abs.



Change analysis



No



Yes x0.1/x100



No



Yes



x0.5/x2/



x8.3 (0.1)



Yes



0.5/0.7/0.5



1.0/1.0/1.0



Comments/evaluations:



1) Due to shut in modules (except UM3 and UM10)



2) Newer/better/more detectors will result in more reliable detection. (Voting is also changed to 2oo3 with 2x30%LEL)



3) Still assumed to be neglectable



And so on ...



1 %



2 %



2 %



6 %



6 %



12 %



25 %



46 %



Process accidents



Blowouts



Occupational accidents



Riser/pipeline accidents



Helicopter accidents



Extreme weather



Earthquake



Other accidents



1



Leak



Long-



lasting leak



Short



leak



Ignited



leak in



module



Ignited



leak outside



module



Fire



Strong



explosion



Fire escal.



to other



segments



Fire escal.



to other



areas



Local fire



in module



Non-ignited



leak



Non-ignited



leak



2 1



4



5



6



3



Barriers:



1. Shutdown (prevent further supply of hydrocarbons)



2. Prevent ignition in module



3. Prevent ignition outside module



4. Prevent strong explosion



5. Prevent spread to other segments



6. Prevent spread to other areas



2



Risk model



(QRA)



Sociotechnical 



system (OPI)



Risk



measure



Risk



indicators



Risk Influencing Factor (RIF)



Risk Indicator 



Early 



warning



O2. Organizational risk indicators



Barrier No. 1: Shutdown



No Input parameter/RIF Notation



1 Detectors not exposed (2x60%LEL)



Accident type: Process Accident



2 Failure in gas detection system



(1-P3)



(1-P4)



Value Comments



0



0.001



f(number, location, leak rate, etc.)



f(2.1 –2.4)



2.1 Failure in gas detector 0.002 0.001 for 2oo3 with 2x60%LEL



2.2 Failure in gas panel 0-0.001 f(test frequency), 6 per year, --”--



2.3 Systematic calibration failure ~0 --”--



2.4 Catalyst poisoning ~0 --”--



3 Failure in ESD panels (1-P5) ~0



4 Failure in isolation valves (1-P6) 0.012



5 Failure in manual shutdown (1-P2) 0.05/0.3/1 P2=1.0 for very large leaks



May 



change?



Yes/No



Max. likely 



change?



Effect on 



risk?



[%] Rel./abs.



Change analysis



No



Yes x0.1/x100 0.005/0.52



No



Yes



x0.5/x2/



x8.3 (0.1)



0.03/0.06/



0.47



Yes



0.5/0.7/0.5



1.0/1.0/1.0



0.003



0.76



Comments/evaluations:



1) Due to shut in modules (except UM3 and UM10)



2) Newer/better/more detectors will result in more reliable detection. (Voting is also changed to 2oo3 with 2x30%LEL)



3) Still assumed to be neglectable



And so on ...



0



10



20



-10



-20



-30



-40



-41.8



-16.8



-10.9



-5.2



-2.6



-3.0 -2.7



18.0



7.3



7.8
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Risk influencing factor Risk indicator Effect on risk RIF i X i  (or  Z i )     R i,N (0,t)/ R (0) [%] a 1. Process leak No.  of all leaks 46.4 2. Ignition due to failure in el. equipment No.  of all failures in electrical equipment 18.0 3. Disconnection of igniti on sources No applicable indicator found - 4. Hot work No.  of hot work permits class A and B 5.3 5. Ignition given leakage and hot work No applicable indicator found - 6. Ignition due to failure in pumps/ compr . No.  of hours of critical maintenance backlog 2.3 7. Ignition due to failure in driving units No.  of all failures in electrical driving units 7.2 8. Auto-ignition No applicable indicator found - 9. Ignition in neighbor module No.  of alarms indicating loss of overpre s sure  28.0  b 10. Drillin g and completion No.  of days with drilling/completion activity 11.0 11. Workover (on wells) No.  of days with  workover 10.4 12. Blowout No.   of trips (i.e. withdrawals of the  drillpipe) 4.3 a   The effect on risk is based on 100% increase in the risk indicator value (i.e. normalized values) b  This refers to change in ignition probability and not to the proposed risk indicator
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8. Establishment of application routines



Organizational risk indicators proposed for the pilot installation Organizational Factor Organizational Risk Indicator ORI11 Proportion of process technicians having formal system training ORI12 Average no. of areas in which the process technicians are trained ORI13 Proportion of instrument technicians attended joint/valves courses ORI14 Proportion of mechanics attended courses in flange mounting ORI15 Proportion of mechanics attended courses in gaskets and seals ORI16 Average no.  of years experience on this installation for  rel.  pers. ORI17 Average no. of years of experience in total for relevant personnel OF1 Training/ competence ORI18 Proportion of relevant personnel pursuing vocational development ORI21 Proportion of relevant personnel having received JSA training ORI22 Proportion of relevant personnel having performed JSA last year ORI23 No. of  JSAs carried out last quarter of the year OF2



Procedures etc



ORI24 No. of controls of JSA preparation and application ORI31 Proportion of critical jobs being checked OF3 Planning etc ORI32 Proportion of work orders signed at workplace OF4 Design ORI41 No. of design related leaks and leak attempts ORI51 No. of hours inspection of leak exposed equipment OF5 PM-program/ inspection ORI52 No. of  corr. maintenance work orders on leak exposed equipment
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7. Testing and final selection of risk indicators
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7. Testing and final selection of risk indicators



8. Establishment of application routines
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. Some theoretical considerations

 What is a performance indicator ?

— “A guantified data allowing to measure the efficiency
of a system according to a norm, a plan or _an
objective determined within a given strategy”.

— Fundamental properties:
e A measure:

Needs to quantify/qualify according to one or multiple
relevant information.

 Related to an objective :

Needs to express the gap between an existing and an
expected state of the system.
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. Some theoretical considerations

 What is a performance indicator ?

— Fundamental properties:
e Related to one or several actions

An indicator is meant for action, every action being
related to:

— one or multiple decision makers.
— one or multiples stakes.

— A formal definition :
A Performance indicator is a 4-uplet
(Decision maker(s), stake(s), objective(s), a measure).
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. Some theoretical considerations

 What is a performance indicator ?
— An example:

INDICATOR 1

Site manager.

Appreciation of the equipment maintenance policy at a
site level.

100% of maintenance plans implemented.

Number of maintenance plans timplemented X severity factor
number of maintenance plans
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. Some theoretical considerations

 What is a performance indicator ?
— An example:

INDICATOR 2

Corporate Level

Appreciation of the equipment maintenance policy at a
corporate level.

90% of maintenance plans implemented at the
corporate level

Mean of implementation levels at the corporate level.
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. Some theoretical considerations

* In the specific field of safety indicators...
— Distinguish process vs personal safety.

— Distinguish leading and lagging indicators.
e Lead : “measures what is precursor to harm”.
» Lag: “after the fact performance”.

— When considering very rare events...

 Whatever is leading or lagging, focus, for a predefined
time period, on events with sufficient occurrences to
talk meaningfully about the safety of a system.

e Think about a policy of information gathering.
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. Some theoretical considerations

* |In the specific field of safety indicators...

— Criteria to choose indicators
* Worth measuring,
 understood for people who need to act,
e galvanize action,
 measurable over time.

— Indicators and risk communication

« Communication is a constraint when constructing
Indicators.

 Which indicators for which risk communication?

* Be very careful about the relevance of indicators for
external risk communication (trust, black box effects...).
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Il. Presentation of the ERRA NaTech (D3)

 Improving resilience of industrial facilities to
natural hazards.

 Emerging risk according to an evolution of risk
perception and awareness (1999 [IZMIT
earthquake, 2002 floods Iin France, 2004

Hurricane Katrina in USA).

e Partners
— INERIS (task leader).
— CONPRICI.
— JRC.
— DEMOKRITOS.
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lIl. NaTech hazards and KPIs

e Decision makers
— State control agencies

— Industrial owners (both at corporate and at facility
levels)

— Insurance sector.

o Stakes
— State control of industry performance for mitigation.
— Decision support for investments or maintenance.
— Staff training and management goals.
— Risk communication with various stakeholders.
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l1l. NaTech hazards and KPIs

 NaTech Indicators — Preliminary typology
— Exposure index of a plant to natural hazard(s).
— Indicators on equipment vulnerability to external
stressors/constraints.
o Static resistance, dynamic response.
— Possibility of an aggregated index of facility resilience
to Natech?
 NaTech indicators — Levels of application
— Facility level : operational management
— Corporate level: strategic management
— Risk basin level
— National public policies.
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